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Policy: CHFS adheres to Commonwealth Office of Technology (COT) policy CIO-072. Creation and maintenance of CHFS KASES mainframe accounts is coordinated through the Cabinet’s IT Division of Infrastructure & User Support. 

The immediate supervisor of a new employee is responsible for ensuring that the employee reads all information associated with the Confidentiality Agreement and signs the CHFS-219. The immediate supervisor or designee is responsible for requesting an employee’s CHFS KASES mainframe account be created, modified or deleted as needed. 

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, which use, process, or store computerized data relevant to KASES on the COT maintained mainframe.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS), IT Division of Infrastructure and User Support (DIUS) is responsible for the maintenance of this policy.

Applicability:  All CHFS employees and contractors shall adhere to the following policy.

Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.

Supervisor/Management Procedures:
The "CHFS-219A” must be used to request assignment of a Mainframe User ID for users who are not in KEUPS. (See attached Mainframe Policies and Procedures.) It is important that the form is completed accurately and all relevant information is provided. Once completed, the “CHFS-219A” should be mailed to ‘CHFS OATS Security Helpdesk’.

Supervisors should ensure that the User Account Request form requesting the deletion of an employees’ Network Account/Email Account is completed on any staff member that is leaving.  It should be submitted as quickly as possible, but no later than the last date of employment, to the ‘CHFS Network Helpdesk’ mailbox.  Any special requirements for access to employees’ files should be addressed on the request.  

The CHFS OATS Security Helpdesk is responsible for determining RACF ID Assignments for CHFS employees and external workers.  The CHFS OATS Security helpdesk is responsible for maintenance and update of the RACF ID Assignment Matrix.  This includes RACF ID Assignments for COT employees.

To ensure that a new COT employee with production support responsibilities has the necessary access to perform their job duties, it is the responsibility of the COT employee supervisor to indicate the level of access needed on the CHFS-219A.


COT User ID’s are subject to the same cleaning procedures as CHFS employees.  Re-assignment of COT User ID’s is permitted only for User ID’s deeply embedded with RACF processes where the disabling of the accounts would cause service interruptions.  CHFS is notified of the re-assignment through submission of a CHFS-219A form.  If additional access is required after re-assignment, a RACF actions form is required.

CHFS requires a request via email for access due to an emergency situation.  CHFS requires division director level approval or above for the email request.

Review Cycle: Biennial

Timeline: 
Revision Date:	11/09/2010
Review Date:	11/09/2010
Effective Date:	12/02/2010

Cross Reference #
· COT Enterprise Policy #CIO-072 – User ID and Password Policy
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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General

In order for any non-Family Support individual to acquire access to the Commonwealth Mainframe Computer on behalf of the Cabinet for Health and Family Services (CHFS), a CHFS-219A (Request for RACF Mainframe Clearance) must be completed and submitted to the CHFS/OATS Security Helpdesk of the User Management Branch in the Office of Administrative and Technology Services, for review and processing.

All Family Support staff must request Mainframe access through KEUPS.  Policies and Procedures for KEUPS RACF Mainframe Clearance are to be established by the DCBS Commissioner’s Office and the Division of Family Support.

Once completed and signed by the Supervisor, the original form must be sent for preliminary verification and approval to the appropriate Program Coordinator/Director/Service Region Administrator, who will review and sign.  The Program Coordinator/Director/SRA should forward all forms to the CHFS/OATS Security Helpdesk.  

All CHFS-219A forms submitted to the CHFS/OATS Security Helpdesk for review shall be type written, or legibly written in ink or indelible marker and shall contain the original signatures and initials of authorization for access. All reproduced copies of this form must retain the original format of a two-sided, single-page form and contain the most current revision date.
· Any CHFS-219A form(s) submitted to the CHFS/OATS Security Helpdesk written in pencil or any other erasable medium, or containing electronically reproduced authorization signatures shall be duly noted and returned to the appropriate SRA/Director/Program Coordinator for correction.

Upon any modification of the CHFS-219A Form, the CHFS/OATS Security Helpdesks shall place the form on the CHFS Intranet site and notify staff that updates have been made.

With any modification to the CHFS-219A Form, an effective date shall be specified in the notification memorandum to the SRA/Director/Program Coordinator.  Upon the effective date specified, all previous CHFS-219A Forms shall become obsolete and shall be destroyed.  Only the most current version of the CHFS-219A Form shall be accepted.

CABINET FOR HEALTH AND FAMILY SERVICES
Request for RACF Mainframe Clearance
Policies and Procedures
Information Requirements

1. All information contained in CHFS-219A Form pages 1 and 2, submitted to the CHFS/OATS Security Help Desk for processing, and shall be accurate and complete.

· All CHFS-219A Forms determined to contain inaccurate or incomplete information shall be returned to the responsible SRA/Director/Program Coordinator for correction.


2. All CHFS-219A Forms submitted to the CHFS/OATS Security Helpdesk for processing shall contain the following information on the Front Page concerning the person to whom access to the Commonwealth Mainframe is to be granted:
· CHFS-219A Form Log Number in the upper right corner of the Front Page (assigned by the Agency Program Coordinator, if applicable).
USER INFORMATION
· The Office Phone Number at which the person to whom access is to be granted can be contacted.
· The Current Date.
· The complete Name of the person to who access is to be granted.
· The Social Security Number of the person.
· The Date of Birth of the person.
· The Email Address of the person at their work site.
· The person’s employer; indicate whether they are a CHFS State Employee, a Contract Employee (an employee working on a task order or Personal Service Contract), or affiliated with an Outside Agency (i.e., County Attorney’s Office, Attorney General’s Office, Social Security Administration, USDA).
· The person’s Job Title.
· The Position Number if the person is a CHFS state employee
· The person’s Major job function.
· The Department (or organization) and Division which employs the person to whom access is to be granted.
· The Work Address where the employee receives mail.
· County number


3. The Back Page (page 2) of the CHFS-219A Form shall be utilized for the specification of Program/ Application access requirements including the requester’s initials by each selection requested.
4. Effective 3/5/07, access to Unemployment Insurance (UI) programs on KYIMS requires the completion of the Request for UI Program Access form located on the Intranet at http://chfsnet.ky.gov/os/oats/forms.htm. Hard copies of the signed forms must be submitted as indicated in the packet instructions.  If the required forms are not submitted within 10 business days, access to all UI programs will be removed.


5. Specification of CICS PROGRAMS access shall be indicated on the Page 2 of CHFS-219A by checking the appropriate box for the CICS Transaction Name invoking the CICS application program.  The requester shall initial beside each selection they are requesting.  Specification of an invalid, nonexistent, or CICS program to which the person/ department is not authorized shall be deemed to be invalid and access will not be granted.

· Some IMS and CICS application programs require additional documentation concerning access (i.e., PTLE, PERS etc.).  The CHFS-219A Form shall not substitute for this documentation.  IMS and CICS application programs requiring this additional documentation shall not be processed based solely on information supplied in the CHFS-219A Form.

· Requests for EBT access require an additional form.  The form and instructions will be located on the EBT Intranet site.  This form must be downloaded from the EBT Intranet site and completed in its entirety.  The hard copy of the form must be submitted to the CHFS Security Help Desk.   EBT IDS WILL BE DELETED AFTER SIX MONTHS OF NON-USE.  A NEW EBT FORM MUST BE COMPLETED AND SUBMITTED TO THE CHFS SECURITY HELP DESK IN ORDER TO REGAIN ACCESS TO THE EBT SYSTEM.


6. Requests to the RMDS/RDS Reports shall be indicated by checking the appropriate box on the Back Page (page 2) of the CHFS-219A Form and specifying the specific RMDS/RDS Report Name (s) to which the individual is to be granted access. The initials of the supervisor are required.

· Requests for access to the RMDS/RDS Reports that have not been authorized for the department, or the individual, shall require written justification and authorization from the department owning the specific RMDS/RDS Report (s) prior to such access being granted.
· Requests for access to RMDS/RDS Reports, which are incorrect or nonexistent, shall be duly noted and returned to the appropriate SRA/Director/Program Coordinator for correction.


 7.	Any other access requested should be requested by checking the other box, and 	
specifying the program name and reason for access to this program. Initial of Supervisor is required.


8.	The Back Page (page 2) of CHFS-219A section titled “FOR SECURITY OFFICE USE ONLY” is for the exclusive use of the CHFS/OATS Security Helpdesk and shall not be utilized for any other purpose whatsoever.  When you copy this form you need to make sure that the shaded area is light enough to enter the necessary information.  If this area is too dark to enter data, the form will be returned and a new one will be required.  


 9.	All signatures and initials authorizing access to the requested mainframe applications shall be obtained on the CHFS-219A Form prior to submission to the CHFS/OATS Security Helpdesk for review.

· All appropriate signatures and initials authorizing access to the Commonwealth Mainframe must be present on all CHFS-219A Forms submitted to the CHFS/OATS Security Helpdesk and must be the original signatures and initials of the persons authorizing access.  Electronically reproduced signatures or initials will not be accepted under any circumstances.

· Any CHFS-219A Form received by the CHFS/OATS Security Helpdesk which does not contain all appropriate signatures and initials authorizing access to the Commonwealth Mainframe, or containing electronically reproduced signatures or initials, shall be duly noted and returned to the appropriate SRA/Director/Program Coordinator to obtain authorization.	
	

	Any CHFS-219A submitted to the CHFS/OATS Security Helpdesk for processing, which does not contain the above information shall be returned to the responsible SRA/Director/Program Coordinator for completion.



NOTE: 	IT IS THE RESPONSIBILITY OF THE IMMEDIATE SUPERVISOR, THROUGH THEIR DESIGNATED CONTACT, TO NOTIFY CHFS OATS SECURITY HELPDESK VIA EMAIL WHEN AN EMPLOYEE, LEAVES STATE GOVERNMENT, RETIRES, TRANSFERS ETC., SO THAT WE CAN TAKE APPROPRIATE ACTIONS TO DELETE OR CHANGE THEIR SECURITY ACCESS.    

WE ENCOURAGE EACH USER TO CONTINUE TO KEEP THEIR SECURITY ACCESS CURRENT BY LOGGING ONTO THE MAINFRAME ON A REGULAR BASIS.  IF AN EMPLOYEE HAS NOT LOGGED ON USING THEIR ASSIGNED MAINFRAME ID FOR A PERIOD OF SIX MONTHS OR LONGER, THIS WILL RESULT IN A DELETION OF THEIR MAINFRAME ID AND THIS ENTIRE PROCESS WILL HAVE TO BE COMPLETED AGAIN. 


