Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies

Category: 065.000 Application Environment
065.010 CHFS SMTP Methodology
Policy: The CHFS standard for application based email services is securely configured Simple Mail Transfer Protocol (SMTP).

Scope: This policy applies to all CHFS employees, contractors, including all persons providing contractor services, or outside individuals who use SMTP communication (email) services.
Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) Division of Infrastructure and User Support (DIUS), Operations Branch (OPS), is responsible for the maintenance of this policy.

Applicability: All CHFS employees, contractors, and outside users of application based SMTP services shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203 and must be approved in advance by the CHFS DIUS OPS and the Commonwealth Office of Technology (COT) Exchange team.
Background: 

IT Operations reserves the right to change this policy as security parameters change.  SMTP server setup, configuration, and management used by CHFS applications are controlled by DIUS Operations.
All SMTP communication (email) to or from the cabinet must be sufficiently protected and monitored to prevent unauthorized use, modification, disclosure, destruction, to prevent it from being used in a denial of service (DOS) attack.  Security controls must be applied in a manner that is consistent with the value and classification of the data within the communication stream while being transferred.  The CHFS standard for application based SMTP communication is compliant with the COT Policy and uses the standard SMTP port 25 protocol hosted on COT Exchange services platforms. 
Review Cycle: Annual

Timeline:

Revision Date: 
05/13/2009
Review Date: 
05/13/2009
Effective Date: 
05/27/2009
Cross-Reference: #

· COT #CIO-060 – Internet and Electronic Mail Acceptable Use Policy

· COT #CIO-074 – Enterprise Network Security Architecture Policy

· COT #CIO-084 – Email Review Request Policy
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies
USE ENVIRONMENT:
Procedures:

1. Outbound communication to internal Kentucky state network locations by CHFS applications can only be made via the protocol: SMTP

2. The CHFS locks down network traffic for SMTP via port 25 on all dedicated server subnets by default. 
3. All requests for activation of server based SMTP services must be approved by and completed by the DIUS Operations Branch.

4. When SMTP traffic is required by application design, a request must be sent to the CHFS Firewall team.

a. The request must ask for the application servers machine IP to be granted access to SMTP.ky.gov on port 25.
Note: SMTP.ky.gov is the internal COT SMTP exchange cluster.
5. Outbound communication to external Public locations by CHFS applications can only be made via the protocol: SMTP.
a. This requires the CHFS technical contact to submit a request to the COT Email / Exchange team for each application server’s (Machine IP) that will be sending SMTP traffic off the state back bone to be added to the SMTP.ky.gov forward/Relay access list
6. Without regard to SMTP communication schemas being used that can vary depending on the type of application environment in use, they are controlled by IT Operations.
7. SMTP platform configurations are set up on a “As need basis” coordinated through IT Operations in conjunction with each platform / project administrator.
8. CHFS IT Security will conduct audits, at least annually, of the SMTP communication and review of all audit logs.
9. POP3 SMTP configurations are prohibited by the CHFS. 
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