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CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.001 Video Conferencing—Fixed Room

Approved Standard(s):

ITU-T Standards supported:

H.320, G.711, G.722, G.728, H.221, H.261,  T.120 for data collaboration

Video Conferencing

Algorithms and resolutions (pixels x lines):

ITU-T H.261 (P x 64)

     
352 x 288 (FCIF)

Frame rate: 30 frames per second

Monitor outputs

Main: S-Video or Composite (Media Max/Media Max LC)

Local view/PC: S-Video

Camera inputs

S-Video or Composite

Video format: NTSC 

Broadcast standards: NTSC

Audio Conferencing

Omnidirectional pickup; push-to-talk (cardoid/super-cardoid) or omindirectional, automatic microphone level adjustment; multimedia AVI playback (VTEL ESA platform only); full duplex audio, full duplex, adaptive acoustic echo canceling.

In-band coding rates:

ITU-T G.722: 

     48/56/64 Kbps, 50 Hz-7 kHz

ITU-T G.728:

     16 Kbps, 50 Hz-3.4 kHz

ITU-T G.711:

     64 Kbps, 50 Hz-3.4 kHz (µLaw/ALaw) 

Communications Protocols

ITU-T H.221

Interfaces

DDM associated connections;  V.35/RS449  Direct Connect

25 mb ATM Direct Connect

Transmission rates

384 Kbps or fractional T-1 is the predominant transmission for KTLN

Approved Product(s):
VTEL Video Conferencing Models: 

LC5000 Leadership Conferencing

TC1000 Team Conferencing


TC2000 Team Conferencing

MCU-II (Multipoint Control Unit)

VTEL SmartLink MCS

See also Category 3450 Desktop Video Conferencing.

Justification/Comments:

The KTLN is based on network and product standards deployed statewide for distance learning and government meetings. Over  200 KTLN rooms exist in Kentucky, which ALL utilize VTEL video conferencing technology.  Over 200 rooms exist statewide that also utilize the VTEL product suite. A Verizon state price contract and website for product information, pricing and support is available at http://www.ktln.com  

Review Cycle:

6 months

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

CROSS REFERENCE # 1100

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.002 Video Conferencing—Portable 

Approved Standard(s):

ITU-T Standards supported:

H.323

Approved Product(s):
Justification/Comments:

Review Cycle:

6 months

Timeline:
Revision date: 

Effective date: 

Enterprise Standards
CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.003 digital imaging, Scanners

Approved Standard(s):
ITU-T, FIPS 147, 148, 149, 150

ANSI /AIM MS 44-1988, revised 1993

ANSI/AIM MS 58-1996 (Implementation of Small Computer System Interface (SCSI) 2

Capable of scanning resolutions between 200 and 600 DPI, depending on application

Use at least 16 levels of gray scale

Compliance with CCITT Group III or IV

Approved Product(s):
Hewlett Packard
Fujitsu
Bell and Howell (large volume)

Justification/Comments:
None

Review Cycle:
Annually

Timeline:
Revision date: 


Effective date: 

Enterprise Standards 

Cross Reference # 1200

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:
010.004 digital imaging, Digital Video Cameras
Approved Product(s):
Sony Digital Video Camera, model DCR-TRV17

Justification/Comments:
None

Review Cycle:
Annually

Timeline:
Revision date: 


Effective date: 

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES
Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.005 Servers – Enterprise Class-Application/Database Servers

Approved Standard(s):

Windows 2000 Advanced server or the Windows NT Server operating system.

Approved Product(s):

Compaq DL and ML servers

Dell Power Edge server
Justification/Comments:

Review Cycle:

6 months
Timeline:
Revision date:
Effective date:

Enterprise Standards 

Cross Reference # 1320

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.006 SERVERS – WORKGROUP SERVERS

These servers perform  the following types of services
1. File & Print

2. Application

3. Database

4. Internet/Intranet

5. Mail/Messaging

Definition:

With the arrival of multiple processor servers, network servers perform multiple roles.  The following are examples of the services a network server(s) perform in a modern network.  Depending on the size and configuration one, several or all of the following may be provided by a single server.  In the area of databases, a workgroup server would be used for internal, non-mission critical applications within a cabinet or agency.

1. File & Print Server - A high-speed computer in a LAN that stores the programs and data files shared by users on the network.  The network server acts like a remote disk drive.  The File & Print Server controls one or more printers. It stores the print-image output from all users of the system and feeds it to the printer one job at a time.

2. Application Server - A server in a LAN that performs data processing. In a two-tier client/server environment, the application server does the database processing (DBMS), and the client machine performs the business logic. In a three-tier client/server environment, an independent application server performs the business logic.   A server in a LAN that contains applications (software) shared by network clients. In this case, it functions as a remote disk drive for storing applications.

3. Database Server - A computer in a LAN dedicated to database storage and retrieval. The database server is a key component in a client/server environment. It holds the database management system (DBMS) and the databases. Upon requests from the client machines, it searches the database for selected records and passes them back over the network.  A database server and file server may be one in the same, because a file server often provides database services. However, the term implies that the system is dedicated for database use only and not a central storage facility for applications and files.

4. Inter/Intranet Server - A high-speed computer in a LAN dedicated to providing Internet services such as a Web Server, News Server, intranet applications, etc.

5. Mail/Messenging Server - A server in a LAN that provides electronic mail services such as Microsoft Exchange.

Approved Standard(s):

Workgroup Class Server Minimum Specifications
   [image: image1.jpg]


   Intel® Pentium® III Xeon™Processor 700MHz/2M 
   [image: image2.jpg]


   1GB Total ECC SDRAM PC 100MHz 
   [image: image3.jpg]


   Standard One 4x1" Drive Cage (Holds Up to 4 x1" Hard Drives) 
   [image: image4.jpg]


   Dual Channels Integrated Smart Array Controller Module 
   [image: image5.jpg]


   RAID 5 setting (Requires minimum of 3 matching drives) 
   [image: image6.jpg]


   18.2GB Pluggable Ultra3 SCSI 10,000 rpm Hard Drive (1") 
   [image: image7.jpg]


   18.2GB Pluggable Ultra3 SCSI 10,000 rpm Hard Drive (1") 
   [image: image8.jpg]


   18.2GB  Pluggable Ultra3 SCSI 10,000 rpm Hard Drive (1") 
   [image: image9.jpg]


   1.44MB Floppy Disk Drive 
   [image: image10.jpg]


   High Speed IDE Low Profile CD-ROM - Included 
   [image: image11.jpg]


   Fast Ethernet 64-bit/66MHz Dual Port 10/100 PCI 
   [image: image12.jpg]


   Windows® 2000 Advanced Server +25 CALs 
   [image: image13.jpg]


   Redundant Hot-Plug Fans

Redundant power supplies

Approved Product(s):

Compaq
Dell
Justification/Comments:

Review Cycle:

6 months

Timeline:

Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 1330

CABINET FOR HEALTH AND FAMILY SERVICES                                                            Office of Information Technology StandArds:

010.000 Technology - Hardware

CATEGORY:

010.007 Desktop - Power User

Approved Minimum Standard(s):

q
Intel-based system, a

q
 minimum of 512MB DDR RAM (populating not more than half the available memory slots), 

q
a ATA100 disk subsystem with a minimum of 60GB disk storage (this may be much more, depending upon any database requirements), 

q
DVD-ROM drive, 

q
sound card with speakers (or headphones if appropriate), 

q
3COM PCI 10/100 twisted pair Ethernet w/WOL, the fastest generally-available Intel processor with X86 compatibility, 

q
AGP4 graphics accelerator with a minimum of 64MB video RAM, 

q
two (2) 4  universal serial bus (USB) ports,  

q
17” SVGA color monitor with .28 dot pitch, 

q
mouse, and either a 

q
standard 104-key keyboard or an ergonomic keyboard (MS Natural keyboard recommended).  

q
System must be configured with approved virus protection client software (see Standard 3530).  

New Procurement Standard(s):
Approved Product(s):

	Compaq

	Dell

	Gateway


See Standard 2100, O/S-Desktop.
Justification/Comments:

The synergy enabled by being able to execute multiple complex applications provides a skilled power user with significant leverage in problem solving.  An under-powered hardware platform will thwart these efforts and result in little productivity gain and user frustration.  However, it is noted that true power users are an exception in the workforce, and that the vast majority of users will be served well by the “ General Workstation” configuration.

Review Cycle:

6 months

Timeline:

Revision Date: 

Effective Date: 

Enterprise Standards 

Cross Reference # 1410
CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

CATEGORY:                                                                                                   010.008 Desktop – General Workstation

Approved Minimum Standard(s):


Intel-based system, a minimum of 256 MB RAM (populating not more than half the available memory slots), 


ATA100 disk subsystem with a minimum of 30GB disk storage 


Current Technology CD-ROM sound card with speakers (or headphones if appropriate), 
3COM PCI 10/100 twisted pair Ethernet w/WOL, AGP4 graphics accelerator with a minimum of 32MB video RAM, 4  universal serial bus (USB) ports,  17” SVGA color monitor with .28 dot pitch, mouse, standard 104-key keyboard or an ergonomic keyboard (MS Natural keyboard recommended).  System must be configured with approved virus protection client software (see Standard 3530).  

Approved Product(s):

	Compaq

	Dell

	Gateway


See Standard 2100, O/S-Desktop.  

Justification/Comments:

The synergy enabled by rapid execution of office suite applications provide typical knowledge workers user with significant leverage in problem solving and presentation.  An underpowered hardware platform will thwart these efforts and result in little productivity gain. 

Review Cycle:

6 months

Timeline:

Revision Date:  

Effective Date: 

Enterprise Standards 

Cross Reference # 1420

CABINET FOR HEALTH AND FAMILY SERVICES                                                                            

Office of Information Technology Standards:                                                              010.000 NETWORK COMPUTERS—OTS will continue to research these devices.
Approved Standard(s):

None 

Approved Product(s):

Justification/Comments:

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 1450

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.009 NOTEBOOK/LAPTOP COMPUTERS

Approved Minimum Standard(s):

·
Mobile Intel processors 

·
14.1-inch SXGA 

·
AGP graphics card

·
2 PCMCIA slots

·
256-MB SDRAM (133 MHz) 

·
20-GB SMART hard drive

·
Mini PCI modem and integrated NIC 

·
Full-size keyboard

·
1 USB port

·
3 Spindle system, the hard drive, optical drive and floppy drive must have the ability to all be installed at same time

·
External mouse and keyboard
Approved Product(s):

	Compaq

	Dell

	Gateway


Justification/Comments:

Notebook and laptop computers from Tier I vendors, consistent with the desktop product standards, provides for a less diverse environment and a lower total cost of ownership. 

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 1460

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.010 PRINTERS

Approved Standard(s):
Network printers must be Ethernet ready

SNMP Support 

Support Postscript 2 functionality 

Support PCL Level 5 or higher 

Minimum of  16 MB RAM

Approved Product(s):
Hewlett Packard
Lexmark



Justification/Comments:
Hewlett Packard and Lexmark provide industry standard network printers with all the functions and features required, including support for both Postscript and Printer Control Language PCL print output.

Review Cycle:
Annually

Timeline:
Revision date:

Effective date:

Enterprise Standards 

Cross Reference # 1600

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:
010.011 Multifunction Products—Direct attached are not approved

Approved Standard(s):

Minimum acceptable configuration:

3200 Network Protocol - TCP/IP

3200 Network Protocol -  Ethernet

3600 Network Management - SNMP capable

1600 Printers - Must support Postscript Level 2 and include PCL Level 5 or higher support.

Fax Modem - 33.3 Kbps

Approved Products(s):

None.  

NOTE:  Two State Price Contracts for copiers exists today (rental and purchase).  Some of the vendors on contract do provide a multifunction product line, however, agencies are cautioned to insure that any purchase of an MFP conforms to the Enterprise Architecture and Standards and fits the business need of the agency.

Justification/Comments:

MFPs provide one device that can perform two or more functions eliminating the need to purchase several devices to perform similar functions.  Productivity is improved by combining copy and print functions and by scanning hard copy documents directly into E-mail.  Other potential advantages of these devices include: 1) improved asset management by reducing the number of devices being managed and the supplies required; 2) reduction in required office space for agencies; 3) improved reliability since these devices are digital requiring shorter paper paths and fewer parts; 4) enhanced quality by printing copies digitally; 5) fewer network connections; and 6) reduced network traffic.  However, while MFPs may provide both hard and soft dollar benefits to enterprises, a tradeoff may exist in performance or functionality in a given mode.  Staff should evaluate the specific business needs of the organization by thoroughly testing the product before making a selection.

In selecting MFPs, agencies are cautioned to carefully review the applicable standards since many MFPs use a variety of CPUs and operating systems.  Because MFPs converge several functions into one device and they are network appliances, they must be managed by IT staff.  Additionally, MFPs are inherently more complex and will require more end user training. 

Review Cycle:

6 months

Timeline:

Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 1610

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:
010.012 Sound Cards

Approved Standard(s):
16-bit or greater audio card with Sound Blaster® (CreativeTechnology, Inc) compatibility.  Ability to handle multiple digital audio formats such as WAV and MIDI files.  

Approved Product(s):
SoundBlaster 16® or equivalent 

Justification/Comments:
SoundBlaster® compatibility is the industry standard. Many applications use drivers and processes that will only work with SoundBlaster® compatible cards.

Review Cycle:
Annually

Timeline:
Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 1700

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.013 Tape Back-up Units

Approved Standard(s):

Approved Product(s):

The Cabinet’s central Tape Library is the standard

Justification/Comments:

Review Cycle:

Annually

Timeline:

Revision date:

Effective date:

Enterprise Standards 

Cross Reference # 1800

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 Technology - Hardware

Category:

010.014 Handheld COMPUTER

Approved Standard(s):

Devices running the Windows CE version 2.Xoperating system and Palm OS.

Approved Product(s):

Compaq IPAQ Hand Held

Any units with Palm OS

Justification/Comments:

The Windows CE OS standard will ensure compatibility and connectivity to enterprise resources regardless of the hardware platform that is used, although state experience with the recommended devices has been positive. Independent software vendors continue to produce a wide-range of software for use both the Windows CE and Palm OS devices.  

Review Cycle:

6 months

Timeline:

Revision date: 
Effective date:

Enterprise Standards 

Cross Reference # 070.102

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 TECHNOLOGY – HARDWARE

Category:

010.015  ACCOUNTING SOFTWARE

Approved Product(s):

QuickBooks Pro Edition 2003 for Windows

Justification/Comments:  

Contracting Officials with the Cabinet are required by statute/regulation to undergo annual audits; in addition each office is responsible for maintaining financial records, time records and for check issuance.  These processes require accounting practices be adhered to.  In order to provide the best documentation for the audit a standard accounting package is required.

Review Cycle:

Annually

Timeline:

Revision date:

Effective date:

Enterprise Standards

Cross Reference
CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

021.000 Technology - SOFTware

Category:

021.001 Tape Backup Software

Approved Standard(s):
 

Approved Product(s):

Veritas Backup Exec 

Justification/Comments:

All critical data needs to be backed up in case of any catastrophic event such as hard disk failure, server failure, theft or fire.  By using this software, the data is kept safe and can be restored in a timely fashion.  Backups can be automated to occur at a time, such as during the night, when the system has very light use so that productivity is not degraded during business hours.  Backup Exec is available in a version designed for Windows NT and 2000 platform.

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date:

Enterprise Standards 

Cross Reference # 2010

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

021.000 Technology - SOFTWARE

Category:
021.002 OPERATING SYSTEM (O/S) - Desktop and laptop/notebook

Approved Standard(s):
32-bit operating system with graphical user interface for Intel compatible platform (Categories 1410, 1420 and 1460).

NOTE: Agencies were directed to discontinue the use of 16-bit Windows 3.1x operating systems by June 30, 1999.

Approved Product(s):

Microsoft Windows NT Workstation 4.0 (latest approved service pack release)

Windows 2000 Pro (latest approved service pack release)

Windows XP(latest approved service pack release)
Justification/Comments:

32-bit operating systems are capable of managing more simultaneous tasks than previous-generation 16-bit operating systems.  32-bit operating systems also provide superior system performance and support the latest hardware configurations.  Graphical user interfaces offer significant advantages in ease of use, reduced training requirements, and improved user productivity.  While Windows 95, Windows 98 and Windows NT Workstation are all proprietary operating systems, they dominate the desktop computer operating system market and have become de facto standards.  Other competing operating systems command much smaller shares of the desktop operating systems market, and are expected by the Gartner Group to continue to lose market share to Microsoft's products in the future.  

Review Cycle: 

6 months

Timeline:
Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 2100

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

021.000 TECHNOLOGY - SOFTWARE

Category:
021.003 OPERATING SYSTEM - Server

Approved Standard(s):
For S/390 enterprise servers: POSIX compliant 32-bit operating system.  For RISC platforms: POSIX compliant 64-bit operating system.  For Intel platforms: 32-bit operating system.

Approved Product(s)

Microsoft Windows NT Server 4.0, (latest approved service pack release)  for existing servers

Microsoft Windows 2K Advanced Server for new builds (latest approved service pack release)

Justification/Comments:


Review Cycle: 

Annually

Timeline:
Revision date:  

Effective date:

Enterprise Standards 

Cross Reference # 2110

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

021.000 TECHNOLOGY - SOFTWARE

Category:

021.004 Remote Control Software

Approved Standard(s):

Requires a PPP TCP/IP based connection.

Approved Product(s):

DameWare 

Justification/Comments:

These vendors provide industry-leading solutions for desktop computer  and server access for remote control sessions.  

Review Cycle:

Annually

Timeline:

Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 2200

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

021.000 Technology – Software 

Category:

021.005 HOST PRINT

Approved Standard(s):

TCP/IP host printing

Approved Product(s):

Brooks Internet Software’s Remote Print Manager (RPM)



Justification/Comments:

This is the only product that has been able to support the various print needs determined by agencies and the Governor's Office for Technology (formerly the Department of Information Systems-DIS) staff.

Review Cycle:

Annually

Timeline:

Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 2210

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 TECHNOLOGY – DESKTOP PRODUCTIVITY SOFTWARE
Category: 
022.001 ELECTRONIC DOCUMENTS: Non-Alterable

Approved Standard(s):

Portable Document Format (PDF)

Approved Product(s):

Adobe Acrobat Exchange for creation of non-alterable and non-editable file formats 

Adobe Acrobat Reader 4.0 (for PDF files)

Justification/Comments:

Certain electronic documents need to be created and distributed in a read-only format for protection of the content. Acrobat Exchange lets you view, print, annotate and collate electronic documents. It includes the PDF Writer driver for creating PDF files from most applications and also lets users add bookmarks and hypertext links to their documents. Acrobat Distiller is used to convert PostScript files into the PDF Format and allows for the creation of thumbnails.  Acrobat Reader is the free client software for reading PDF files.   It may operate as a plug-in for the web browser and is easily available and installed.  

Review Cycle:
Annually

Timeline:

Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 2330

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:

022.002 ELECTRONIC FORMS
Approved Standard(s):

Various trade and industry associations provide guidelines for the development and design of forms, however no de facto standards exist for electronic forms. Standards do exist for the interface with other applications and these must be followed:

OBDC compliant for links to approved databases

MAPI compliant for use with Microsoft Exchange messaging system

TCP/IP compliant for Internet distribution

Netscape Navigator 4.0 and Microsoft Internet Explorer 4.0 

Approved Product(s):

Recommended product:  OneForm, Amgraf Corporation  

Justification/Comments:

State government requires electronic solutions for conducting both internal business and citizen transactions less burdensome, convenient and more cost effective.  A myriad of electronic forms software are currently available in the marketplace, but many address specific market needs or niche areas and cannot be considered general-purpose forms software. OneForm is currently being use to create a range of specific agency and enterprise-level electronic forms accessed by agencies via a web-based electronic forms library. Agencies may freely distribute and use electronic forms (E-Forms) and internet forms (I-Forms) because a filler software licenses is not required. 

Review Cycle:
Ongoing

Timeline:

Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 2340

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000   Technology – DESKTOP PRODUCTIVITY SOftware

Category:
022.003  Office Suite – DESKTOP and notebook/laptop

Approved Standard(s):

Supported by the approved operating systems for desktop and notebook computers

Graphical User Interface functionality and compatibility among all tools in the office suite.  Integrated import and export support. 

Approved Product(s):

Microsoft Office 97 (latest approved service packs and security patches) which includes:



Word 97 

PowerPoint 97






Excel 97


PhotoDraw 2000


Binder 97

Justification/Comments:

MS Office 97 is the predominant state product for desktop productivity. Office 2000 is now shipped with most new desktop computers, and within two years will be included on the majority of all desktop computers in state government.  These products provide the full scope of required functions, and are fully compatible Microsoft Exchange and Microsoft Outlook.  A common office suite throughout state government allows for transparent data interchange and lower cost per user. 

Review Cycle:

Annually

Timeline:

Revision Date: 

Effective Date: 

Enterprise Standards 

Cross Reference # 2500

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:

022.004 Electronic Mail - MESSAGING

Approved Standard(s):

Messaging Application Programming Interface (MAPI)
Approved Product(s):

Client:
Microsoft Outlook 98 (latest approved service packs and security patches)
Microsoft Outlook 2000 (latest approved service packs and security patches)
Server: Microsoft Exchange
Justification/Comments:

The Microsoft electronic mail products offer greater functionality than standards-based email products which utilize the Internet’s POP mail protocol.  One example is the global address book  which contains the names and addresses of all registered users.  This increased functionality provides for simplified ease-of-use which leads directly to higher employee productivity.  The Microsoft electronic mail products are proprietary in nature, but support the Internet’s POP mail protocol to allow electronic communication with Internet users all over the world.  Under a shared services model, the Governor’s Office for Technology supports an estimated 30,000 Exchange mailboxes for agencies and their employees. 

Review Cycle:

Annually

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 2600

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.005 FAX Software

Approved Standard(s):
Client/server fax software fully integrated with Microsoft Exchange and Outlook client software. 

Approved Product(s):
Should use software that accompanies the approved hardware such as a multifunction product (GOT category 1610) or functionality supplied with software (2100/2110).

Justification/Comments:
State government requires a unified communications solution with client/server fax software in a networked environment.  Any fax software solution must interoperate with the desktop OS (category 2100), server OS and automate and integrate fax communication throughout the enterprise
Review Cycle:
6 months

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 2610

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.006 Publishing - Desktop

Approved Standard(s):
Approved Product(s):
General user: MS Publisher 98


        MS Publisher 2000

Power User: Adobe Pagemaker 6.5

Justification/Comments:
The products are compatible with the approved office suite for the desktop and laptop/notebook computers (see Category 2500) and provide a full set of publishing tools to support the most advanced requirements for design and output. PageMaker is the preferred electronic format accepted by the state's Division of Printing for prepress production and publication of printed materials.  
Review Cycle:
Annually 

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 2700

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.007 HTML AUTHORING and WEB Publishing

Approved Standard(s):

World Wide Web Consortium (W3C) standards (HTML 3.2 is an SGML application conforming to International Standard ISO 8879). Full support for HTML 3.2 features as defined by the Internet Engineering Task Force (IETF) and the World Wide Web Consortium (W3C). This is the recommended minimum standard, although HTML 4.0 is the preferred development standard for new applications.
Approved Product(s):
Client: Macromedia Dreamweaver 4.0

            Microsoft FrontPage 2000/2002

Server: MS Site Server (HTML Content Management)

             IIS 4.0 (Web Server)

ADA Compliance: “Bobby” ADA Compliance Tool from Cast.org

Justification/Comments:
At this time, HTML 3.2 offers more universal access for end users to state agency web resources.  HTML 4.0 is W3C's recommendation for the latest version of HTML. In addition to the text, multimedia, and hyperlink features of the previous versions of HTML, HTML 4.0 supports more multimedia options, scripting languages, style sheets, better printing facilities, and documents that are more accessible to users with disabilities. HTML 4.0 also takes great strides towards the internationalization of documents, with the goal of making the Web truly World Wide.
Review Cycle:
6 months

Timeline:
Revision date: 

Effective date: 

Enterprise Standards

Cross Reference # 2705

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.008 Advanced Drawing - Computer Aided Drafting

Approved Standard(s):

CAD/CADD software generally comes with component libraries, or has component libraries available from third party sources. These component representations must meet the standards applicable to the particular discipline (i.e., IEEE, etc.). In addition, AutoCAD has developed drawing file formats (DXF and DWG) that have become the de facto standards for CADD systems.

Approved Product(s):

· Entry Level: AutoCAD LT 

· Full-CADD: AutoCAD (latest version released) or Microstation 95
Justification/Comments:

· The specified Entry-level CAD product provides these features for basic 2D CAD, and fully supports Object Linking and Embedding, had a familiar “Windows GUI” interface, includes drawing set-up “wizards” to aid new users. 

· The Full-CADD systems include the full 2D and 3D drawing capability, solid modeling, and in some cases the ability to scan (and include) drawings and photographs, or the ability to work on projects as a group effort.

Review Cycle:

Annually

Timeline:

Revision Date: 

Effective Date: 

Enterprise Standards
Cross Reference # 2710

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.009 Advanced Drawing - Drawing/Illustration/Diagramming

Approved Standard(s):

None

Approved Product(s):

Adobe Illustrator 8.0 and PhotoShop 5.0 or 6.0

CorelDraw8.0

Microsoft Viso 2000 for Diagramming

Nattyware Pixie 3.1 (HTML Color value Measurement Tool)

Autocad

Justification/Comments

PhotoShop has become the de facto marketplace standard for high-end drawing and illustration.  Although Corel has made significant advances with its latest CorelDraw version, an informal survey of webmasters indicates that even when given no financial barriers (cost of ownership), PhotoShop is still the most productive tool for Internet art development.  Visio is a diagramming software product that integrates with Microsoft Office 2000.  Nattyware Pixie allows the web designer to measure the hexadecimal color values of on-screen colors to aid in the accurate translation of color used in graphic elements from other electronic media.

Review Cycle:

6 months


Timeline:
Revision Date:

Effective Date:

Enterprise Standards

Cross Reference #2720
CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology - DeskTop Productivity Software

Category:
022.010 Geographic Information Systems (GIS) - Server

Approved Standard(s):
Compatible with the approved server operating systems

Approved Product(s):
ARCIMS 3.x or ARCSDE 8.0

Justification/Comments:

Given that virtually all of the installed software already is ARC/INFO, no formal migration strategy is recommended.  By adopting this as the standard, all future purchases for analytic GIS will be from the ESRI suite of software.

Review Cycle:
Annually

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 2800

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.011 Geographic Information Systems (GIS) - Desktop

Approved Standard(s):
 Compatible with approved desktop operating systems. Windows NT is strongly recommended.

Approved Product(s):
ARCVIEW 3.x  or ARCIMS 3.2 or Mapobjects 3.2

Justification/Comments:

Given that virtually all of the installed software already is ArcView, no formal migration strategy is recommended.  By adopting this as the standard, all future purchases for Analytic GIS would be from the ESRI suite of software. In the era of government downsizing and budget restrictions, there is no room for redundant data development.  Individual agencies do not have the fiscal or physical resources to develop and maintain all possible data needs.  Moreover, decision making is becoming increasingly complex with cuts across multiple agencies.  As a result, there is an extreme demand for data sharing.  GIS presents an extraordinary opportunity to reduce redundancy and to provide ‘one stop shopping’ for government information and decision making by using place as an index.

The Metadata Subcommittee of the Geographic Information Advisory Council benchmarked several metadata authoring tools. Spatial Metadata Management System (SMMS) is the approved product for metadata creation.  The tool was tailored to Kentucky to include only sections 1 and 7 of the FGDC metadata standard to comply with the accepted Kentucky metadata standard.  SMMS is a FGDC compliant tool for managing large amounts of spatial data.  It has been designed to not only allow organizations to create FGDC compliant metadata in a highly functional relational database, but also to post files directly to electronic clearinghouse nodes. Other advantages of SMMS include:

· Easily create, manage and distribute Kentucky’s section 1 and 7 of FGDC-compliant geospatial metadata

· Maintain a multi-user Microsoft SQL Server or Microsoft  Access metadata database 

· Minimize data entry with metadata templates

· Rapidly search and retrieve records from your growing metadata database

· Publish internet-ready reports with links to spatial data

· Keep your metadata current with Metadata Management functionality 

· Import and export metadata files in ASCII text and SGML

· Share Contacts, Citations and Distribution Methods among metadata sets

· Customize the view to better suit your organization's level of compliance

· Receive extensive online help and technical support 

· Convert your entire SMMS 1.0 database with a single command

Review Cycle:
Annually

Timeline:
Revision date: 

Effective date: 

Enterprise Standards

Cross Reference # 2810

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.012 Imaging Solution - OCR/ICR Software

Approved Standard(s):
Approved Product(s):

Should use the software that accompanies the approved hardware (see GOT 1200).

Justification/Comments:
Review Cycle:
6 months

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 2850

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 TECHNOLOGY – Desktop Productivity Software

Category:
022.013 Imaging Solution - workflow software

Approved Standard(s):
Workflow software offered by vendors on the state’s imaging price contract 

Approved Product(s):
Workflow software offered by vendors on the state’s imaging price contract

Justification/Comments:
Review Cycle:
6 months

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 2860

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:
022.014 Imaging Solution - Control Software for Imaging

Approved Standard(s):
Approved Product(s):
Justification/Comments:
Review Cycle:
Annual

Timeline:
Revision date: 

Effective date: 

Enterprise Standards

Cross Reference # 2870

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:

022.015 Project Management Software

Approved Standard(s):

Critical Path Method (CPM)

Approved Product(s):
Microsoft Project
2000
Justification/Comments:

Project Management software will help application development staff and managers to better plan, coordinate, and track the progress of IT development and maintenance projects.  This software will also assist Project Management staff to create better time and cost estimates for new application development, by referencing historical data captured from past projects.
Review Cycle:

Annually

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 2910

CABINET FOR HEALTH AND FAMILY SERVICES
Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:

022.016 Enterprise Project management software

Approved Standard(s):

Critical Path Method (CPM)

Approved Product(s):

TBA

Justification/Comments:

Enterprise Project Management software will help application development staff and managers to better plan, coordinate, and track the progress of IT development and maintenance projects across the enterprise.  This software will also assist Project Management staff to create better time and cost estimates for new application development, by referencing historical data captured from past projects.
Review Cycle:

Timeline:

Revision date: 

Effective date: 

Enterprise Standards

Cross Reference # 2910

CABINET FOR HEALTH AND FAMILY SERVICES
Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:

022.017 GROUPWARE

Approved Standard(s):

Compatible with the current desktop operating system.

Approved Product(s):

Outlook 98

Outlook 2000

Justification/Comments:

Review Cycle:

Annually
Timeline:

Revision date: 

Effective date: 

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 TECHNOLOGY – DeskTop Productivity Software
Category:

022.018 Data analysis

Approved Standard(s):

Approved Product(s):

COGNOS 6.0

SPSS 10.0

Justification/Comments:

Review Cycle:

Timeline:

Revision date: 

Effective date: 

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:

022.019 Reporting software

Approved Standard(s):

Approved Product(s):

Seagate/Crystal Reports 7.0

Powerplay 6.61 (subset of COGNOS)

Impromptu 6.0

Justification/Comments:

Review Cycle:

Timeline:

Revision date: 

Effective date: 

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY Software

Category:












022.020 MISCELLANEOUS DESKTOP TOOLS

Approved Standard(s):

Approved Product(s):

UltimateZip 2.6 for file compression

Review Cycle:

Timeline:

Revision date: 

Effective date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

022.000 Technology – DESKTOP PRODUCTIVITY SOFTWARE

Category:

022.021 Handheld/pda software

Approved Standard(s):

TBA

Approved Product(s):

TBA

Justification/Comments:

Review Cycle:

Timeline:

Revision date: 

Effective date:

Enterprise Standards
CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

023.000 Technology – DATABASE SOFTWARE

Category:

023.001 Database Management Software

Approved Standard(s) for Maintaining Existing Applications:

ANSI SQL-92

Approved Standard(s) for New Applications:

ANSI SQL-99

Approved Product(s) for Maintaining Existing Applications:
Enterprise Database Servers

IBM DB2 for OS/390, UDB 

Oracle 7.3 Enterprise Edition 

Sybase, Adaptive Server Enterprise 12.5.0.1

IMS

 Workgroup Database Servers


Microsoft SQL Server 6.5, 7.0

Desktop Databases


Microsoft Access 97


Microsoft Access 2000 

Database Management Tools


Sybase Replication Server 12.0
Approved Product(s) for New Applications:

Enterprise Database Servers

Oracle9i Enterprise Edition 

Workgroup Database Servers


Oracle9i Standard Edition

Desktop Databases


Oracle9i Personal Edition


Microsoft Access 2000

Palmtop/Handheld Databases


Oracle9i Lite

Database Management Tools


Oracle Diagnostic Management Pack
9.0.1


Oracle Tuning Management Pack

9.0.1


Oracle Change Management Pack

9.0.1

Sybase Replication Server 

12.0

Justification/Comments:

The ability to access, analyze and transfer information quickly and securely across a variety of networks and protocols is becoming increasingly important in today’s government environment.  The information system industry’s traditional hierarchical, proprietary database products lack the necessary underlying technology to meet these new demands. 
Review Cycle:

6 months

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

024.000 Technology - SOFTWARE
Category:

024.001 CHFS Applications Development Methodology & Software 

Approved Standard(s):

Approved Products For Existing Maintenance and Current Development Applications:

Graphical User Interface:

Centura Team Developer
Oracle Suite - Designer, Developer 2000
Microsoft Visual Basic 

Design/Analysis/Data Modeling:

None approved

Library Control Management Software:

None approved

Client/Server COBOL/CICS/IMS:

None approved

C Compilers:

None approved

Developer Support Tools: 

MS Visual Basic only


Microsoft Visual SourceSafe

Microsoft Developers Network

Microsoft Windows Software Development Kit
Microsoft TechNet
Internet/Intranet Development Software: 

Microsoft Visual Studio V 6.0

(Visual InterDev, Visual Basic, Visual Source Safe Client, C++, MSDN Libraries)

WebSphere Studio V 3.5

KAWA V 5.0 Professional Edition

Dreamweaver V 4.0

Approved Products For New Development Applications:

Development Tools:


Programming Languages:

None approved. Under evaluation


Integrated Development Environment (IDE):

None approved. Under evaluation

Prototyping:

None approved. Under evaluation


Reporting:

None approved. Under evaluation


Data Modeling & Design:

None approved. Under evaluation


ADA Compliance:

None approved. Under evaluation


Graphic Conversion and Creation:

None approved. Under evaluation

Libraries, Routines, Middleware & Support Tools

Case Management:

None approved. Under evaluation

Code Management & Version Control:

None approved. Under evaluation

Test and Error Tracking:

None approved. Under evaluation

Data Connectivity:

None approved. Under evaluation

Justification/Comments:     See GOT 2900.
Review Cycle:

6 months

Timeline: 

Revision date:  

Effective date:

Enterprise Standards 

Cross Reference # 2900 

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000    Technology - NETWORK

Category:

030.001   Cable Plant

Approved Standard(s):

Category 6, unshielded twisted pair (UTP) copper cable; OR

8.3/125 Single mode fiber cable; OR

62.5/125 Multimode fiber optic cable

Approved Product(s):

Justification/Comments:

This cable infrastructure will support high-speed connectivity, like Fast Ethernet and ATM.

Review Cycle:

Annually
Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3100

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology – NETWORK

Category:

030.002 Cable Plant Installation

Approved Standard(s):

Cable plant installation based on industry standards.  The following are applicable: 

EIA/TIA-568 Commercial Building Telecommunications Wiring Standard and its appendix, TSB67 level 2, Testing Standard

     EIA/TIA-569 Commercial Building Standard for Telecommunications Pathways and Spaces 

     EIA/TIA-570 Residential and Light Commercial Telecommunications Wiring Standard 

     EIA/TIA-606 Administrative Standard for the Telecommunications Infrastructure of Commercial Building 

     EIA/TSB-36 Technical Systems Bulletin Additional Cable Specifications for Unshielded Twisted Pair Cables 

     EIA/TSB-40 Additional Transmission Specifications for Unshielded Twisted Pair Connecting Hardware 

     FCC Docket 88-57 and related rules regarding inside wire and demarcation points. 

     IEEE 802.3 Specification 

     IEEE 10BaseT Specification 

Approved Product(s):

Justification/Comments:

The Electronics Industry Association (EIA) and Telecommunications Industry Association (TIA) are large industry trade groups with memberships drawn from all facets of the telecommunications industry.  Technical committees draft EIA/TIA standards and these standards are reviewed every few years. The wiring standards noted above detail the architecture, engineering, cable specification and management of wiring systems.  These standards have also been fully or partially included in the National Electrical Code (NEC), American National Standards Institute (ANSI), the National Electrical Manufacturers Association (NEMA), and Underwriters Laboratories (UL).  

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date:

Enterprise Standards 

Cross Reference # 3110

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:

030.003 Network Protocols

Approved Standard(s):

TCP/IP - migration is required since this is the only protocol supported by the Governor's Office for Technology (formerly the Department of Information Systems-DIS) after December 31, 1998.  For details, see the Agency Contact Memo at http://www.state.ky.us/ftp/pdf/970701.pdf
Ethernet - LAN topology

Approved Product(s):

TCP/IP is provided in the approved desktop operating system 

Attachmate
Justification/Comments:

Microsoft desktop operating systems include TCP/IP and Ethernet drivers that are industry standard. Attachmate products may be needed in environments where Windows 95/98/NT is used and 3270 emulation is required.

Review Cycle:

Annually

Timeline:

Revision date:

Effective date:

Enterprise Standards 

Cross Reference # 3200

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:

030.004 Network Hardware Components: Routers, hubs, remote access, csu/dsu, nics, modems

Approved Standard(s):

SNMP compliant

Modems: 56 Kbps v.90, International Telecommunications Union (ITU) data transmission standard

Approved Product(s):

Hubs- Nortel Networks - Nortel

Routers/Switches- –Nortel Networks

Remote Access- –Nortel Networks

Wireless LAN -  Nortel Networks

CSU/DSU’s- General DataComm

Ethernet Network Interface Cards (NIC)-3Com

Modems - 56 Kbps V.90 


US Robotics (formerly 3Com) 


Practical Peripherals

Cardinal 



Simple Technology
Justification/Comments:

The WAN consists of  Nortel routers and General DataComm equipment that is managed centrally using HP Openview and Nortel Networks tools. A single vendor LAN/WAN approach ensures compatibility and increases the level of service available to customers.  

A single analog modem standard is necessary to support all the remote and mobile computing needs of state agencies. For improving speed and performance, V.90 technology allows modems to receive data at up to 56 Kbps over the standard public switched telephone network (PSTN).

Review Cycle:

Annually

Timeline:

Revision date: 

Effective date:

Enterprise Standards 

Cross Reference # 3300

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY – NETWORK

Category:

030.005   PBX - Telephone Public Exchange

Approved Standard(s):

Approved Product(s):

Justification/Comments:

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3400

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology – NETWORK

Category:

030.006 Network Services – Voice Mail (VM) 
Approved Standard(s):

Approved Product(s):

None

Justification:

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3410

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology - NETWORK 
Category:

030.007   Network Services – Enterprise & Desktop Voice Services 

Approved Standard(s):
(minimal acceptable configurations)

Standard features for all office workers entitled to a phone: 

· Re-dial



Analog single-line Phone 

· Hold 



Individual extension/number

· Volume control


Call Transfer (equipment dependent)

· Touch Tone (where ever available)
Standardized color-Black

· Accessibility to Voice Mail 





· Simple documented instructions on how to use features





Available features if needed:

· Digital, Programmable Display Phone

· Caller ID (where available and policy allows) 

· Intercom calling

· Call Forwarding

· Availability of ADA compliant instruments where needed

· Multi-line (only when required)

· Speaker Phone (only when required)

· Call Pick-up

· Call Parking

· Headsets

· Remote access to voice mail

· Waiting voice mail notification through a stutter dial tone or flashing light. 

Additional features available to operators/help desk/call center attendants:

· Headsets

· Direct Station selection (multi-button instrument)

· Busy Display  

· Call Management Tools

Standard enterprise features available for all offices:

· Electronic Billing (EDI - FUTURE)

· Public Pay Phones, if needed (all contracts are to be consolidated for state wide bidding with GOT acting as a consultant)

· 800/888 services (part of KIH)

· 900 services (Not available to state employees)

· 911 services 

· Analog line for portable PC access, these should be placed in areas that are accessible to traveling staff.

· Access and account codes 

· ACD call routing tools

· Auto Attendant

· Lobby and common areas (Local and 800 calls only ) 

· Elevators (controlled by the elevator company) 

· Conference rooms (full access except 900 services)

· Conference speaker phones

· At least one line, dedicated for staff use only, should have unlisted number and Call ID blocking 

· Common labels on all phone buttons

Link (Transfer a call) = Flash 

Flash = Flash

Tap = Flash

· Music on hold (the only acceptable music would be easy listening - no rock, local radio, country, rap, etc) 

· Single number to call for service XXX-XXXX for moves adds or changes (FUTURE)

Guidelines for normal operations:

Purpose: 

It is our intent to start establishing goals for measuring our effectiveness in servicing the business and citizen needs of the Commonwealth. Our desire is to establish expectations by publishing standards for service levels that all employees will be asked to strive toward. It is not expected that everyone will be able to comply with these service levels initially. However, it is expected that decisions regarding equipment and staffing must be made with these service levels in mind and steps taken to ensure future compliance. The ultimate objective is to offer improved service to our customers.

· All manually answered phones that are dedicated to customer service should be answered within three rings (i.e. customer agents, etc.), to the extent possible. All employee phones that occasionally accept customer calls should also be answered within three rings, transfer after three rings to another agent, or be answered electronically by voice mail after no more than six rings. All other employee phones should be answered whenever possible within three rings while the employee is in the office, or may be answered by voice mail. 

· Electronically answered phone groups (i.e. IVR, ACD, call centers, help desks, etc.), should be monitored to ensure capacity exists so that calls are responded to 80% of the time within 15 seconds. Call wait times are to be monitored on these systems so customers do not wait, on average, over 2 minutes. The callabandoned rate should not average more than 5% of total call volume. Each agency will be allowed to establish their own service levels using the above as the minimum acceptable level of performance. 

· Traffic studies should be conducted at least annually on major trunk lines to avoid lost calls and busy signals. Studies should be conducted as needed on minor lines or when major changes occur in the environment. 
· Long distance (LD) use is restricted to government business (employees should use personal calling cards)

Approved Product(s): 

None at this time. Effective July 1, 2000, a moratorium on any implementation of new features beyond those mentioned above will be imposed.   An effort should be made to adapt to the features described as is reasonably possible. Management responsibility for this effort falls under the Governors Office for Technology. 

Justification/Comments:
The adoption of standards in this area is necessary to reduce expenses and improve service.  The language in House Bill 57, proposed in the 2000 General Assembly, prompted action to implement a consistent implementation of voice services.   The current variety of equipment makes it difficult and costly to service the Commonwealth citizens. In some cases citizens find it impossible to reach the correct department to get their issue resolved. It is feared that many may give up in frustration instead of getting the help that they may need. The issue is clear, a better approach must be implemented to help resolve these issues. Long-term expenses are not expected to be any greater than today, however, there may be transitional costs to make the improvements necessary.  It will be important to measure our progress toward compliance to these standards.

Review Cycle:
Annual

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3415

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology - NETWORK 
Category:

030.008 Network Services – Automated Attendant Systems 
Approved Standard(s):

Approved Product(s):


Justification/Comments:
The adoption of standards in this area is necessary to improve employee productivity, reduce expenses and improve service.  However, it must be noted that citizens have expressed dissatisfaction with the VM systems in state agencies and have registered these complaints with their state legislators. In some cases citizens find it very frustrating to negotiate the various automated telephone options to get their issue resolved under this standard. It is feared that many may give up in frustration instead of getting the help that they may need. Long term expenses are not expected to be any greater than today.  However, there may be labor costs to reprogram the systems.  It will be important to measure our progress toward compliance with these standards.

Review Cycle:

One year

Timeline:

Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 3420

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology - NETWORK

Category:

030.009 Desktop Video CONFERENCING

Approved Standard(s): 

H.320, G.711, G.722, G.728, H221, H261  

T.120 standard for data collaboration.

Video Decoding: up to 30 fps (frames per second)

Video Encoding: up to 22 fps

Interfaces: ISDN, 25 mb ATM attached, V.35/RS449 Direct Connect

Approved Product(s):

VTEL  SmartStation 128



 HYPERLINK "http://www.vtel.com/products/personal/smartstation/sitemap.html" 

VTEL  SmartStation 384

Justification/Comments:

The desktop video conferencing platform selected is consistent with the KTLN room size distance learning systems to leverage the state’s existing  investments and minimize the diversity and complexity of this expensive technology. At this time, desktop video conferencing applications use ISDN lines.   

Review Cycle:

6 months

Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3450

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology – NETWORK

Category:
030.010  network services - electronic commerce and payments 

Approved Standard(s):

KyDirect is the approved enterprise electronic commerce facility for credit card payments via the internet. This full service facility includes account creation, merchant bank services, secure transactions, processing of credit card payments, authorization and settlement. Agency Contact Memo 9903-03 describes the pilot, contract and the e-commerce workflow.   See KyDirect at http://www.kydirect.net
Approved Product(s):

Both web browser approved products (Category 3511) support SSL 3.0

Justification/Comments:
Agencies are directed to use KyDirect payment services to avoid the need to implement and manage separate credit card processing contracts and services.  KyDirect is an Internet-based facility developed and supported by the Governor's Office for Technology (formerly the Department of Information Systems-DIS), participating agencies and third party business partners. The site is focused on providing citizens and constituents with one interface/location to initiate, access or transact business with the Commonwealth of Kentucky.  A key component of the facility is an secure on-line marketplace located at http://www.kydirect.net 

The enterprise approach and resulting economies of scale offers state agencies the advantage of simple access to a secure e-commerce hosting infrastructure and a facility for managing complex online credit card transactions.  For credit card payment processing, the merchant fee and per transaction authorization fee are clear and understandable.  The Office of the Controller and the MARS development team are involved in account creation and interface to the accounting system.  This facility is available for agency use under a state price contract.

Review Cycle:
6months

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3505

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology - NETWORK

Category:

030.011 Network Services - Internet/Intranet Web Server 

Approved Standard(s):
World Wide Web Consortium (W3C) standards
Approved Product(s):
Microsoft Internet Information Server Version 4 (bundled with Windows NT 4.0 OS) for existing servers

Microsoft Internet Information Server Version 5 (bundled with Windows Advanced Server OS) for new servers
Justification/Comments:

Review Cycle:

6 months

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3510

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 Technology - NETWORK

Category:

030.012 Network - Internet/Intranet - Web Browser

Approved Standard(s):
World Wide Web Consortium standards

Approved Product(s):

Microsoft Internet Explorer version 5.5 (latest approved service packs and security patches)
Justification/Comments:

Review Cycle:

6 months

Timeline:
Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3511

Cabinet for Families & Children

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:

030.013 Network Services - MAINFRAME ACCESS

Approved Standard(s):
3270 Emulation Software

Approved Product(s):

Attachmate 3270 Emulation
DOS and Windows workstations -
Attachmate 3270 Emulator

Mainframe File Transfer -
Attachmate

Justification/Comments:

Review Cycle:

Annually

Timeline:

Revision date:  

Effective date: 

Enterprise Standards 

Cross Reference # 3520

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:

030.014  Network Services - Inventory and Distribution

Approved Standard(s):

Compatible with existing network protocols, server OS and  desktop computer OS. 

Approved Product(s):

Novadigm



 HYPERLINK "http://www.microsoft.com/smsmgmt/default.asp" 

Microsoft Software Management System (SMS)


 Intel LanDesk
Justification/Comments:

Review Cycle:

Annually

Timeline:

Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 3540

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:

030.015  Network Services - STORAGE AREA NETWORKS

Approved Standard(s):

Approved Product(s):

Compaq SAN product Line

Dell/EMC SAN Product Line
Justification/Comments:

Using a SAN for network backup allows for fast, reliable backup and recovery of data. Fibre Channel SAN systems create a pool of RAID or tape storage that can be shared among multiple servers simultaneously. Isolated data sources can be interconnected and made generally available to multiple servers. This storage architecture provides improved availability and performance, while server power is directed to handling critical business applications.  

Review Cycle:

Annually

Timeline:

Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 3550

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:
030.016 network services - Enterprise directory services 

Approved Standard(s):

Protocol - X.500.  International Telecommunications Union (ITU) standard for directory services and the OSI protocol for managing online directories of users and resources.

Enabled for Lightweight Directory Access Protocol (LDAP); LDAP version 2; read/write support of LDAP version 3.

IP based Domain Naming System (see Category 4005)

Support for X.400 messaging protocol

Compatible with Enterprise Standards product in Category 2600 - Electronic Mail

Compatible with Enterprise Standards products in Category 3300 - Router and Category 3700 - Firewall

Multiple platform server support: NT, UNIX, OS/390 and AS/400 

Multiple desktop client operating systems support: Windows 95, Windows 98, and Windows NT

Support for Secure Socket layer (SSL version 3)

Support for Public Key Infrastructure (PKI) certificates (X.509) 

Approved Product(s): 

Microsoft Active Directory

Effective February 1, 2000, a moratorium on any new implementation of a directory services solution is imposed.   

Justification/Comments:
Review Cycle:
Annually

Timeline:
Revision date: 

Effective date: 

Enterprise Standards 

Cross Reference # 3560

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

030.000 TECHNOLOGY - NETWORK

Category:

030.017 Network Management 

Approved Standard(s):

Simple Network Mail Protocol - SNMP

Approved Product(s):

UNIX - 
HP OpenView Network Node Mgr.
SNMP - 
HP OpenView for Windows v7.2 (Windows/DOS)


HP OpenView Workgroup Node Manager v1.0 (Win/DOS)

General DataComm





UNIX-

Enmacs




MegaVIEW, NETCOM NMC-90




MegaVIEW, MegaMUX TMS

Nortel (formerly Bay Networks): Routers and Network Hubs


UNIX

Optivity


DOS/Windows
Optivity for Windows

Justification/Comments:

These products directly support infrastructure components that are standards in other categories.

Review Cycle:

Annually

Timeline:

Revision date: 

Effective date: 

Enterprise Standards 
Cross Reference # 3600

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.001 INTRUSION DETECTION - NETWORK
Approved Standard(s):

Approved Product(s):

RealSecure Network Protection by ISS

Components:

RealSecure Network Sensor – Provides intelligent, automated integration of threat assessment, intrusion detection, active blocking and data analysis within a self-contained, remotely managed application.

RealSecure Sentry – Real-time intrusion detection available in standard, full duplex, multiport and gigabit configurations, that recognizes and responds to suspicious behavior on any network segment.

RealSecure Guard – An inline intrusion protection filter designed specifically for mission critical connections that protects across network segments.

Justification/Comments:

Review Cycle:

Timeline:

Revision Date:

Effective Date:

Enterprise Standards 

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.002 INTRUSION DETECTION - SERVER

Approved Standard(s):

Approved Product(s):

RealSecure Server Protection by ISS


Components:

RealSecure Server Sensor – Provides intelligent, automated integration of threat assessment, intrusion detection, active blocking and data analysis for servers within a self-contained, remotely managed application.
Justification/Comments:

Review Cycle:

Timeline:

Revision Date:
Effective Date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.003 INTRUSION DETECTION - DESKTOP
Approved Standard(s):

Approved Product(s):

RealSecure Desktop Protection by ISS


Components:

RealSecure Desktop Protector (Formerly known as BlackIce Agent for Workstations) – Provides intelligent, automated integration of threat assessment, intrusion detection, active blocking and data analysis for desktops within a self-contained, remotely managed application.

Justification/Comments:

Review Cycle:

Timeline:

Revision Date:
Effective Date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.004 INTRUSION DETECTION – SECURITY MANAGEMENT

Approved Standard(s):

Approved Product(s): 
RealSecure Site Protector – Provides scalable, centralized security management for enterprise RealSecure deployments that significantly reduce demands on staff and other operational resources.

RealSecure Site Protector Security Fusion Module – Uses advanced data correlation and analysis to rapidly and automatically derive the likelihood of a successful attack from aggregated vulnerability assessment information.

Justification/Comments:

Review Cycle:

Timeline:

Effective date:
Revision date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES                                                            Office of Information Technology Standards:                                                                                                

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.005 VULNERABILITY ASSESSMENT

Approved Standard(s):

Approved Product(s):

CyberCop by Network Associates

Typhon - Freeware
*Internet Scanner by ISS – Provides comprehensive network vulnerability assessment for measuring online risk.

*System Scanner by ISS – Ensures policy compliance and detects vulnerabilities that leave servers open to compromise.

*Database Scanner by ISS – Assesses online business risks by identifying security exposures in leading database applications.

*Wireless Scanner by ISS – Provides automated detection and security analyses of mobile networks utilizing 802.11b WLAN (Wi-Fi) access points and clients.
· - These products have been tested by GOT but not approved at this time.

Justification/Comments:

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE
Category:

040.006 FIREWALL

Approved Standard(s):

Internet Protocol (IP)

Approved application servers and operating system (OS)

Integration with internetworking hardware and software from Nortel Networks

Approved Product(s):

Check Point Firewall-1

Nortel Contivity Extranet Switches with firewall feature set

NOTE: Agencies are encouraged to review the GOT security offering for firewall services.
Justification/Comments:

The major standard for the Kentucky Information Highway (KIH) is Nortel Networks. The statewide infrastructure and central backbone consists of Nortel Networks hardware, software and services for communication services. This infrastructure is managed using HP Openview and Nortel Networks enterprise tools. Nortel Networks has partnered with Check Point to provide an integrated firewall solution using their routing equipment. Check Point's Firewall-1 product is recognized as the industry leader in firewall solutions. This standard will ease use and ensure compatibility for communication services.

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards 

Cross Reference # 3700

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY & HARDWARE
Category:

040.007 SECURE TRANSPORT

Approved Standard(s):

Secure Socket Layer (SSL) 3.0 encryption (minimum 128-bit) is required if data needs to be secured via the internet.

All electronic payments (credit card, EFT, etc) and the collection of personally identifiable information must be secured during transport (see Category 3505 Network Services - Electronic Commerce and Payments). Strong encryption (128-bit) is recommended and may be required for certain applications, particularly personal and health-related information as prescribed in federal law. 

To authenticate and secure the web  server, a server certificate (digital ID), available from Entrust, must assigned to the web server.  This includes secure servers operated under contract, although any server certificate software may be used in those instances.  See Category 3510 Network Services - Internet/Intranet Web Server.

Approved Product(s):

Entrust .net - Secure Socket Layer (SSL) server certificates

Both web browser approved products (Category 3511) support SSL 3.0

Both web server approved products (Category 3510) support SSL 3.0

Justification/Comments:

Secure Socket Layer (SSL) is the recognized and accepted protocol for securing transport on the Internet. Entrust provides a secure and scalable solution and the certificates that are automatically trusted by browsers. These certificates have 128 bit support, multi-year certificates, automatic certificate revocation checking, support for lifecycle monitoring and certificate revocation service and guaranteed notification of web server certificates expiration. 

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards 

Cross Reference # 3515

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.008 VIRUS PROTECTION

Approved Standard(s):

Support for all approved hardware platforms, operating systems software and applications. 

Ability to detect an infected file at the server and desktop level, with regular updates of the virus definition files.

Approved Product(s):

Netshield 4.5.0 SP1 by McAfee, Network Associates for Microsoft Windows NT servers.

VirusScan 4.5.1 SP1 by McAfee, Network Associates for Microsoft Windows NT workstations.

Epolicy Orchestrator 2.0 by McAfee, Network Associates – Manages virus software distribution, updating and configuration.  Will be upgrading to version 2.5 in the near future.

Justification/Comments:

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards 

Cross Reference # 3530

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.009 ENCRYPTION

Approved Standard(s):

Approved Product(s):

Entrust Secure Messaging – Encryption and digital signatures for email.

Entrust Secure Desktop – File and data encryption for sharing or storage.

Microsoft Encrypted File System to encrypt disk drives or directories for Microsoft Windows 2000 and later.

Justification/Comments:

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.010 Forensic

Approved Standard(s):

Approved Product(s):

Encase by Guidance Software

WinHex

Justification/Comments:

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:
040.011 Auditing

Approved Standard(s):

Approved Product(s):

LC4, L0phtCrack - Password auditing
Event Analyst by Dorian - Give the ability to review and report on NT event logs.

Tripwire – Keeps an encrypted image of critical systems then periodically scans the machine against the image and reports any changes.  

Justification/Comments:

Review Cycle:

Timeline:

Revision date:
Effective date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.012 AUTHENTICATION METHODS

Approved Standard(s):

None

Approved Product(s):

 None

Justification/Comments: The Office of Information Technology will be researching other solutions such as biometrics, smart cards, etc. 
Review Cycle:

Timeline:

Revision date:
Effective date:
Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

040.000 TECHNOLOGY – SECURITY SOFTWARE & HARDWARE

Category:

040.013 DATABASE SECURITY

Approved Standard(s):

None

Approved Product(s):

Oracle Advanced Security

SQLNET
Justification/Comments:  

Review Cycle:

Timeline:

Revision date:

Effective date:

Enterprise Standards

CABINET FOR HEALTH AND FAMILY SERVICES

Office of Information Technology Standards:

010.000 TECHNOLOGY – HARDWARE

Category:

XXX.XXX   ACCOUNTING SOFTWARE

Approved Product(s):

QuickBooks Pro Edition 2003 for Windows

Justification/Comments:  

Contracting Officials with the Cabinet are required by statute/regulation to undergo annual audits; in addition each office is responsible for maintaining financial records, time records and for check issuance.  These processes require accounting practices be adhered to.  In order to provide the best documentation for the audit a standard accounting package is required.

Review Cycle:

Annually

Timeline:

Revision date:

Effective date:

Enterprise Standards

Cross Reference
1
3
CHFS/Office of Information Technology Standards



