Cabinet for Health and Family Services (CHFS) 
Information Technology (IT) Policies
Category: 020.300 Administrative Security

020.314 Password Audit Policy

Policy: It is the policy of this cabinet to employ various methods to ensure the security of the CHFS network. One such method is the use of complex passwords for workstation access to the CHFS network. In order to ensure compliance with the complex password policy, it will be the policy and practice of CHFS to audit ALL CHFS passwords on a randomly scheduled basis. The IT Security & Audit Section shall forward the results of the audits to the Cabinet Chief Information Officer (CIO) for review.

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability:  All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Non-Compliance

The IT Security & Audit Section will perform periodic auditing for password strength. If a weak password is found the user will be required to reset it. If the user fails to reset to a stronger password after 4 attempts they will be notified that their Network Account access will be revoked in 7 days. If the employee fails to successfully change their password within 7 days their Network Account access will be revoked. To regain access the employee’s Supervisor must send a written request to CHFS User Request.

Review Cycle: Annual

Timeline:

Revision Date: 01/18/2007
Review Date: 01/18/2007
Effective Date: 3/1/2005

Cross Reference #

· CHFS IT Policy #020.305 - Network USERID & Password Policy
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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