Cabinet for Health and Family Services (CHFS) Office of Information Technology (IT) Policies
Category: 065.000 Application Development

065.001 Server Environment Management Policy

Policy: IT utilizes a multi-tiered server environment for development, test, and production. Projects that are managed by IT personnel will follow the guidelines set forth in this policy.
Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability:  All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Definition of the new server environments:

Source Code Servers:

Projects managed by IT:

Projects that are managed by IT staff will follow the guidelines set forth in this policy. IT utilizes a Visual Source Code (VSS) Server which contains the source code for all IT applications utilizing the VSS software application. This is under the control of the specified IT personnel. Developers have access to the source code to make changes and to develop applications. Control of the movement of source code from the development region to test and production regions is under control of IT personnel. IT is the Librarian of the SourceSafe application. IT may designate other personnel as sub-librarians. (See attached procedure document for specific steps).

Projects managed by COT:

Projects that are managed by COT staff will follow the guidelines and procedures set by COT. The control procedures are kept at http://www.gITource.net/dscgi/ds.py/Get/File-1147/OCPM_Devl_Process_Control.rtf. COT development team will be responsible for maintaining the source code. In addition to the above COT control points, COT will follow the IT implementation process to promote executable code to production. 

Application Documentation:

In the Source Code Server under the SourceSafe application, there is a directory for each application’s documentation. This directory contains user requirements, technical design, and all other pertinent documents including specific release information for each new application version. Any documentation not in an electronic format (notes, copies of source media, copies of signed documents, copies of licenses, etc.) will be kept in a central location in the Division of System Support (DSS), Department Applications Branch (DAB) master files. Original source media will be maintained in the Division of Technical Support (DTS), central library. The IT License Officer will maintain original Licenses.

Application Server Environments:

There are a minimum of 3 sets of application server environments: development, test, and production. Additional server environments may be added as situations dictate. Functional control of these servers resides with the appropriate IT personnel. Developers have full access to development application servers. Only specified IT personnel have access to test and production application servers. Movement of code from development servers to test servers and from test servers to production servers is under control of IT personnel. 

DB Server Environments:

There are a minimum of 3 sets of DB server environments: development, test, and production. Functional control of those servers resides with the appropriate IT Database Administrators (DBAs). Developers have full access to development DB servers. Only specified DBAs have access to test and production DB servers. Movement of DBs from development servers to test servers and from test servers to production servers is under control of the DBAs.

For existing applications the following pertains:

Since all existing applications do not follow this new server environment, developers must work with the appropriate IT personnel to establish the development and test server environments for source code, applications, and DBs. All code must be moved to the VSS server and placed in the appropriate VSS directories. Any corrections or modifications to an existing application (source code or DB) must be made in the new multi-tiered server environment in coordination with the appropriate IT personnel. 

All existing electronic documents must be placed in the VSS directory. All non-electronic documents must be collected into a central file location within DAB office spaces.

For any new application the following pertains:

As development starts on a new system, the first tasks are to set up the VSS directory, the application directory, and the DB directory on the appropriate development servers. This is accomplished by working with IT personnel who have control over those servers. Specific procedures for these steps are located in the attached document: (CHFS Procedure - Utilizing Microsoft Visual SourceSafe (VSS) to Deploy CHFS Web Applications).

All electronic documents will be placed in the appropriate SourceSafe directory. All non-electronic documents will be placed in a central file location within DAB office space.

Process for turning over applications to production that require executable code to be installed on a workstation:

For all applications that need to have executable code installed on a workstation (new systems that are turned over to production, or for any existing application that is modified) a copy of all executable code for that specific application is to be placed in the DTS Central Library along with any installation instructions for that application. It is essential that DTS be involved in the early stages of development to ensure that any deviations from the standards are agreed to by DTS.

Executables that need to be installed with the application that are not part of the standard DTS ghosted installation (e.g. higher MDAC version) must also be included with that application installation code and instructions provided to DTS.

Review Cycle: Annual

Timeline:

Revision Date: 6/12/2007

Review Date: 9/21/2007
Effective Date: 9/1/2002

Cross-Reference #

· CHFS IT Development Standards

· CHFS IT User Requirements Document

· CHFS IT Technical Design Document

· CHFS IT Policy #010.103 Policy Change Control

· CHFS IT Procedure #065.010 - Utilizing Microsoft Visual SourceSafe (VSS) to Deploy CHFS Web Applications - version 1.0 (dated 5/14/2003)

· CHFS IT Policy #061.401 – Administrative Database Management

· CHFS IT Policy #040.101 – Servers – Server Backup
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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