Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies
020.300 Administrative Security

020.306 Internet and Electronic Mail Acceptable Use

Policy: In compliance with the laws of the Commonwealth, CHFS employees are encouraged to use the Internet and E-mail to its fullest potential to further this Cabinet's mission and to provide service of the highest quality.

It is the responsibility of Supervisors to assist employees to determine the appropriateness of using the Internet and E-mail for professional activities and career development while ensuring that employees do not violate the general provisions prohibiting the use of the Internet and E​mail for personal gain. Internet and E-mail usage is based upon state resources and employees have no right or expectation of privacy.

It shall be the policy of this Cabinet to work in concert with COT to randomly monitor Internet usage within the Cabinet (see Internet Monitoring, Blocking and Reporting below).

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability:  All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Excerpt from CIO-060, COT Internet and Email Acceptable Use Policy.

"The Department of Personnel, the Commonwealth Office of  Technology (COT) Office of Infrastructure Services, and the COT Office of Enterprise Policy and Project Management share responsibility for maintenance and interpretation of this policy.  Agencies may choose to add to this policy, in order to enforce more restrictive policies as appropriate and necessary. Therefore, employees are to refer to their agency’s internal acceptable use policy, which may have additional information or clarification of this enterprise policy."

Responsibility for Compliance: " Each agency is responsible for assuring that employees and users under their authority have been made aware of the provisions of this policy, that compliance by the employee is expected, and that intentional, inappropriate use of Internet and E-mail resources may result in disciplinary action pursuant to KRS 18A up to and including dismissal. To demonstrate awareness and knowledge of this policy, signed acknowledgement forms are required. It is also each Executive Cabinet’s responsibility to enforce and manage this policy.  Failure to comply may result in additional shared service charges to the agency for COT’s efforts to remedy inappropriate usage."

Employee Responsibilities:

State employees have an obligation to use their access to the Internet and E-mail in a responsible and informed way, conforming to any or all applicable laws or regulation.

Employees must ensure that all E-mail, especially when it contains sensitive or confidential information, is properly addressed prior to transmission. As with other forms of publications, copyright restrictions/regulations should be observed at all times.

Employees must be aware how their on-line conduct and the type of email they send will directly reflect on how they, their agency and this Cabinet are perceived by the recipient.

Employees shall represent themselves, their agency or any other state agency accurately and honestly through electronic information or service content.

Confidentiality Notice:

All outgoing CHFS email traffic shall have a confidentiality notice affixed to the bottom of the mail message. The notice shall contain the following text:

Confidentiality Notice: 

This e-mail message, including any attachment, is for the sole use of the intended recipient(s) and may contain confidential data. Any unauthorized review, use, disclosure or distribution is strictly prohibited. If you are not the intended recipient, please contact the sender, by e-mail, and destroy all copies of the original message.

Unacceptable Uses

Use of Commonwealth of Kentucky Internet and E-mail resources is a privilege that may be revoked at any time for inappropriate conduct. Any abuse of acceptable use policies may result in revocation of access, notification of agency management, and disciplinary action up to and including dismissal. Examples of inappropriate conduct include, but are not limited to:

· Use of the Internet and E-mail for personal gain or personal business activities as defined in a commercial sense such as buying or selling of commodities or services with a profit motive.

· Engaging in illegal activities or using the Internet for any illegal purposes, including initiating or receiving communications that violate any laws and regulations, including KRS 434.840-434.860 (Unlawful Access to a Computer) and KRS 512.020 (Criminal Damage to Property Law). This also includes malicious use, spreading of viruses, and hacking. Hacking means gaining or attempting to gain the unauthorized access to any computers, computer networks, databases, data or electronically stored information.

· Transmitting statements, language, images or other materials that are reasonably likely to be perceived as offensive, harassing, or disparaging of others based on race, color, national origin, sex, sexual orientation, age (over 40), disability, religious or political beliefs.

· Use of abusive or objectionable language in either public or private messages.

· Knowingly visiting pornographic or illegal sites, disseminating, soliciting or storing sexually oriented messages or images.

· Misrepresentation of oneself or the Commonwealth. This includes the use of false or misleading subject headers in the distribution of E-mail or presentation of information.

· Sending or forwarding chain letters.

· Distributing or forwarding unsolicited commercial E-mail.

· Soliciting money for religious or political causes, or advocating religious or political

opinions.

· Using official dissemination tools to distribute personal information to include any information that constitutes an unwarranted invasion of personal privacy as defined in the Kentucky Open Records Act, KRS 61.870.

· Copying, disseminating or printing copyrighted materials (including articles, images, games, or other software) in violation of copyright laws.

· Other activities and/or non-business related activities that will cause congestion and disruption of networks and systems. This includes, but is not limited to, Internet games, online gaming, unnecessary Listserve subscriptions and E-mail attachments, and chat rooms, such as Internet Relay Chat (IRC), I SeeK You (ICQ), AOL Instant Messenger and similar computer conferencing chat rooms on the Internet.

E-mail, as operated by the state, is not to be considered a secure channel for sending / receiving sensitive, confidential data or Protected Health Information (PHI). Microsoft Email (Outlook) does not employ a true encryption process and is therefore susceptible to being intercepted and read.

E-Mail Monitoring

No employee shall be given, nor shall they assume, any right to privacy with regard to the use of state provided Email outside the KIH ie; a “ky.gov” email address. Should a supervisor suspect and employee of violating the Cabinet email policy, that supervisor may request the review or monitoring of that employee’s email traffic. The request for monitoring must be submitted to the CHFS Office of Human Resources Management (OHRM). If approved, the monitoring request will be forwarded to the CHFS Security & Audit Section for further action.

Internet Monitoring, Blocking and Reporting

CHFS employees must be made aware of the Cabinet’s efforts to prevent Internet abuse and the accompanying Internet security issues. The Cabinet shall use a number of tools, both state owned and contracted, to monitor Internet activity within the Cabinet and report such activity to the Cabinet Chief Information Officer (CIO) and OHRM.

Responsibility: 

COT will monitor, report, and in some cases block the Internet use by Cabinet employees. IT will be responsible to augment the COT operation and to monitor individual users as identified by supervisory personnel and approved by the Cabinet’s OHRM.

All Cabinet employees are responsible to acknowledge the Cabinet’s acceptable use policy (reference CHFS Employee Confidentiality/Security form) with the full understanding that all Internet activity is available for monitoring and reporting. No employee shall be given, nor shall they assume, any right to privacy with regard to the use of state IT resources or Internet access.

Employee Usage 

All Cabinet employees are required to go through the Cabinet’s Internet monitoring systems. Internet Browsers, other than the accepted standard Internet browser, are prohibited from being installed or employed on CHFS computer equipment without the express consent of the Cabinet’s security officer. Browsers such as Netscape, Foxfire, Mozilla, etc. are not to be installed on CHFS workstations. Requests for exceptions must be submitted to the CHFS security officer on the CHFS routing form.

Request for Specific User Monitoring 

If an employee is suspected of inappropriate Internet usage, his/her supervisor may request a report of the employee’s Internet usage. This request must come from the employee’s supervisor (or higher) and be forwarded to the CHFS OHRM. If approved, the request is then forwarded to the Cabinet’s CIO or designee and is submitted to the CHFS IT Security Section for processing. When the report is forwarded by COT, the CHFS IT Security Section shall review and forward the report to OHRM.

Blocking 

COT is responsible for blocking Internet sites that are categorized as inappropriate web sites. These categories include but are not limited to: Chat, Download Sites, Personals and Dating, Public Proxy, Pornography, Gambling, News Groups, and Internet E-Mail. CHFS IT will assist COT in determining which categories are appropriate or inappropriate for this Cabinet.

Exceptions 

Based on specific agency functions and needs, there may be work related Internet sites that are being blocked which require viewing by Cabinet personnel. When an employee needs a site unblocked, he/she must email their supervisor with the request and an accompanying justification. The supervisor will, in turn, email their director with their recommendation and the director will then endorse or deny the request. If the request is approved by COT, the block will be removed and the user shall be notified by email.

Review Cycle: Annual or as needed

Timeline:

Revision Date: 9/21/2007

Review Date: 9/21/2007

Effective Date: 5/1/2005

Cross Reference #
· COT Enterprise Policy #CIO-060 – Internet and Electronic Mail Acceptable Use Policy

· CHFS OHRM Personnel Procedures Handbook 2.4 - Internet and Electronic Mail Acceptable Use Policy
· CHFS IT Policy # 070.203 – Exceptions to Standards and Policies.
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