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COMPLETE WAIVER OF RESEARCH AUTHORIZATION FOR RESEARCH UTILIZING PHI

INSTRUCTIONS

The Health Insurance Portability and Accountability (HIPAA) Privacy Rule impacts the way protected health information (PHI) may be lawfully collected, used and disclosed for research purposes.  In most cases, researchers are required to obtain authorization from the research subject prior to accessing, using or disclosing PHI.  One way to use or disclose protected health information without authorization by the research participant is through a waiver of authorization.  A waiver of research participants’ authorization for use/disclosure of information must be approved by the IRB through full board or expedited review procedures.     

This provision of the Privacy Rule might be used to:

1. Conduct records research

2. When researchers are unable to use de-identified information

There are 18 identifiers that must be removed for health information to be considered de-identified. These identifiers include:

a. Names; 
b. All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and (2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000. 
c. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older; 
d. Telephone numbers; 
e. Fax numbers; 
f. Electronic mail addresses; 
g. Social security numbers; 
h. Medical record numbers; 
i. Health plan beneficiary numbers; 
j. Account numbers; 
k. Certificate/license numbers; 
l. Vehicle identifiers and serial numbers, including license plate numbers; 
m. Device identifiers and serial numbers; 
n. Web Universal Resource Locators (URLs); 
o. Internet Protocol (IP) address numbers; 
p. Biometric identifiers, including finger and voice prints; 
q. Full face photographic images and any comparable images; and 
r. Any other unique identifying number, characteristic, or code; 

3. The research could not practicably be conducted if research participants’ authorization was required.

In planning a project that employs a waiver of authorization, researchers should consider their responsibility to comply with the minimum necessary standard of the Privacy Rule.  Only the minimum amount of protected health information should be used and disclosed, as necessary to accomplish the goals of the research.  For example, date of birth should not be recorded if age will suffice.  

HIPAA regulations require that when a medical record is accessed through a waiver of authorization, the researcher’s access must be included in the patient’s accounting of disclosures.   Studies that are “Exempt” under IRB standards also may require a HIPAA waiver, if the researcher must access the entire medical record to perform the data collection.  However, if the holder of the medical record performs the data extraction and delivers only de-identified data to the researcher, no HIPAA waiver is required.  

To obtain a Complete Waiver of Authorization for Research Purposes, certain criteria must be met. Below are some responses that may be helpful when preparing to justify the use of this Waiver. Acceptable responses are not limited to those presented here.

· The use or disclosure of protected health information involves no more than a minimal risk to the privacy of individuals, based on, at least, the following elements:

· The PHI being reviewed is not sensitive in nature and will not affect an individual's insurability, employability, financial standing or reputation.

· Access to the PHI is limited to only (provide names) research team members who are trained to protect the individual's privacy.

· The individual has received the Notice of Privacy Practices, which explains that (list facility name) is a research institution and that their PHI may be used in a research study.

· The research could not practicably be conducted without the waiver

· The PI is unable to conduct the research study subjects by the other methods outlined by the Institutional Review Board because: 

· The targeted study population does not have a relationship with a healthcare provider to assist in the recruitment process. 

· The targeted study population will not be exposed to advertisements/media, or any institutional programs or activities.

· The Complete Waiver will not adversely affect the rights and welfare of the participants. 

· The PHI collected will not affect patient care. 

· Participation in the study presents the possibility of benefit to the individual. 

· The research could not practicably be conducted without access to and use of the protected health information

If the Institutional Review Board grants a complete waiver of authorization the researcher will be issued an approval letter.  The approval letter will include a statement that the Institutional Review Board has determined that the complete waiver of authorization satisfies the above criteria. Depending on the established procedures at the institution’s disclosing the protected health information, a researcher may be required to present supporting documentation of the waiver of authorization to the disclosing institutions’ personnel.  After a complete waiver of authorization is approved, researchers should follow the appropriate ethical standards when conducting the research project. 

COMPLETE WAIVER OF AUTHORIZATION FOR RESEARCH UTILIZING PHI APPLICATION

FORM

STUDY NO:     





Principal Investigator:         
Coordinator:         
Address:           
Department:       




Building/Room No.      

Phone #          
Study Title:                                                          
Study Sponsor:                               
****************************************************************************************************************************************************

This form must be completed and returned (along with a copy of the complete waiver request and any other appropriate items) to the IRB Administrator, Cabinet for Health and Family Services Institutional Review Board (CHFS-IRB) 275 East Main Street 1E-B, Frankfort, KY 40621.
1. The use or disclosure of Protected Health Information (PHI)  involves no more than a minimal risk to the privacy of individuals.  Explain why and include a detailed list of the PHI to be collected and a list of the source(s) of the PHI. 

     
2. Explain why the waiver of authorization will not adversely affect the rights and welfare of the participants.

                   
3. Describe the plan to protect identifiers from improper use and disclosure and indicate where PHI will be stored and who will have access (researchers must list all of the entities that might have access to the study’s PHI such as IRB, sponsors, FDA, data safety monitoring boards and any others given authority by law);

                     
4. Select one of the following justifications:

All identifiers collected during the study will be destroyed at the earliest opportunity consistent with the conduct of research. Indicate when and how identifiers will be destroyed, OR  

     
Alternatively, the identifiers collected during the study will not be destroyed because: (explain below). 

                    

5. The research could not practicably be conducted without the waiver because (explain below). 

                                       
COMPLETE WAIVER OF AUTHORIZATION FOR RESEARCH UTILIZING PHI APPLICATION


FORM

STUDY NO:      
6. The research could not practicably be conducted without access to and use of the PHI because (explain below). 

                           

7. The HIPAA regulation requires reasonable efforts to limit protected health information to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.  Please note that researchers are also accountable for any PHI released under a waiver.  Explain why PHI obtained for this study is/are the minimum information needed to meet the research objectives.

     
NOTE:  If at any time the researcher wants to reuse this information for other purposes or disclose the information to other individuals or entity approval must be sought from the CHFS-IRB.

The undersigned assures the CHFS-Institutional Review Board (IRB) that the participant’s health information is protected against improper use or disclosure by agreeing to the following:

· Only information essential to the purpose of the study will be collected.

· Access to the information will be limited to the greatest extent possible.

· Protected Health information will not be re-used or disclosed to any other person or entity, except as required by law.

The undersigned researcher and his/her entire research team agree that the PHI will not be re-used of disclosed to any other person or entity outside of the undersigned research team members.

INVESTIGATOR'S SIGNATURE:      

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     DATE:      




     




Printed Name





     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     DATE:     
:   



     












Printed Name




     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     DATE:        








     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     



              




Printed Name
(NOTE: Insert additional signature and date lines for each individual who will access patient data for the research study.)
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