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1.0 Executive Summary
The benefits of health information exchange can only be fully realized if patients and their healthcare providers are confident that personal health information is kept private and secure. This requires the development and implementation of policies, accountability strategies, and architecture and technology that are essential to foster public trust. Due to the complexity of the issues, the interdependencies and associated risks, and the need for a high-degree of transparency and stakeholder participation at all levels, the development of privacy and security policies and procedures is an evolutionary process. The recommendations that follow represent a starting point for the ongoing process.

Patient Preferences—Consent/Authorization to Participate in or to Opt-Out of HIE

PS 1.0
Pursue development of an “Opt-Out” model for patient consent that also accommodates specific consent to disclosure when specially protected health information is available for exchange and can be managed within the confines of available staff and not be burdensome to participating providers.  

PS 1.1
Delay exchange of specially protected information with Participants through the KHIE until such time as it has developed a process for obtaining patient consent that meets the requirements of the federal and state laws that afford greater protection than HIPAA’s Privacy Rule.

PS 1.2
Once the Opt-Out process is determined, educate patients about their options and provide a broad range of resources to make patients aware of the benefits of participating in the KHIE and their options for controlling their own medical information.

PS 1.3
Once the Opt-Out process is determined, educate providers about patient
options in order to manage questions at the point of care.
Policies and Procedures for Preserving the Privacy and Security of Health Data Exchanges through KHIE

PS 2.0
Develop policies and procedures for preserving the privacy and security of health data exchanged through the KHIE to assure compliance by KHIE (and its subcontractors) with the standards of the HIPAA Privacy and Security Rules applicable to Business Associates of HIPAA covered entities.

PS 2.1
Develop policies to address the following issues: positive patient identification for data returned to the requestor; standards for establishing data elements required as part of the request process; standards for identifying provider of patient data (source); encryption of data in transit and during vendor caching for the HIE; standards that define Participant’s responsibilities dealing with identifying internal uses of HIE data; Master Patient Indexing standards; and timing and procedures related to caching of data.

PS 2.2
As the KHIE matures, identify additional types of data that should be available within the KHIE and develop policies and procedures relevant to access and use of data.

Strategies for Risk Management/Mitigation and Ongoing Compliance with security and Privacy Standards As They Are Developed

PS 3.0
Develop policies and procedures to manage breaches and misuse of health information.

PS 3.1 
Develop protocols for routine penetration testing.

PS 3.2
Develop policies and procedures to address enforcement of obligations. 

PS 3.3  
Establish programs to audit and monitor KHIE compliance; consider using an independent firm to perform a defined level of auditing on a regular basis, such as annually.

PS 3.4
Develop contingency and disaster recovery plans for the KHIE.

PS 3.5
Maintain audit logs for tracking and investigation purposes.

PS 3.6
 Add a disclaimer to the CCD format to alert recipients to potential gaps in data (coverage or treatment) and potential mismatches of data and to recommend that recipient verify and validate data prior to relying on it when practicable.

PS 3.7
Consider policies and procedures to encourage Participants to notify the KHIE of known inaccuracies and mismatches of data shared through the KHIE. 

Model Trust/Data Sharing Agreement

PS 4.0 Consider the Participation Agreement (PA) as a living document that will be modified as necessary to: implement changes to the initially contemplated structured of the KHIE; require additional or different obligations of or restrictions on the parties; address obligations of Participants who are not HIPAA covered entities; and address changes in applicable laws and/or guidance.

PS 4.1  
Add provisions to the Participation Agreement  for Participants who are covered by the federal law that protects the confidentiality of substance abuse records, 42 CFR Part 2 (Part 2), to enable such Participants to share protected substance abuse records with KHIE as a qualified service organization.

 Legal Barriers and Solutions

PS 5.0 
Address and reconcile the inconsistencies of health care facility licensing regulations.

PS 5.1 
Address the special requirements under federal and state law relative to sensitive patient information (e.g., HIV/AIDS, substance abuse records, mental health records, and communicable diseases).  

PS 5.2 
Review legal analyses performed by states bordering Kentucky to determine inconsistencies with Kentucky’s requirements for the electronic exchange of health information and identify the best options for addressing the inconsistencies and facilitating HIE. 

2.0 Committee Charter

Table 2.1 Privacy and Security Committee Charter
	Purpose
	Recommend privacy and security policies, legal agreements, and risk management strategies to ensure that principles articulated in the HHS Privacy and Security Framework are met.

Identify and harmonize security and privacy requirements that enable the growth of HIE services to be developed in the first two years.

	Scope of Work
	Identify and recommend policies and procedures for preserving the privacy and security of all health data exchanged through the KHIE.

Review and update existing Participation Agreement and Business Associate Agreement as needed to serve as model agreements. 
Study and recommend guidelines for patient preferences policies and procedures or any other key policy areas identified by the group to support a framework for HIE adoption.

Recommend strategies for ongoing compliance with security and privacy standards as the standards are developed.

	Deliverables
	Develop model trust/data sharing agreement (to include data sharing, data use, and reciprocal support).

Develop recommendations for patient preferences guidelines.

Prioritize the State HISPC Collaborative recommendations.


3.0
Committee Members
Table 3.1 Privacy and Security Committee Members

	Member 
	Affiliation

	Christy Hendricks - CHAIR


	Attorney

Baptist Healthcare System

Louisville, KY

	Julia Costich


	Public Health Faculty/Attorney
University of Kentucky

Lexington, KY

	Virginia Dawn Bradley


	CIO

Breckinridge Health Inc.

Hardinsburg, KY

	Jim Hilvers


	Information Systems

UK HealthCare

Lexington, KY

	Gui Cozzi


	IT Security Manager – Risk & Compliance

Catholic Health Initiatives/Saint Joseph Health System

Lexington, KY

	Richard Chapman


	Security & Privacy Consulting

Chapman Information Services, Inc.

Georgetown, KY 

	Kevin Bailey


	IT Director

Pro-Care Home Health

Hartford, KY

	Susan Carey


	System Director Health Info Mgmt (HIM)

Norton Healthcare

Louisville, KY 

	Michelle Merritt


	Manager of Compliance & Ethics

UofL HealthCare

Louisville, KY

	Dennis Kennedy


	Attorney

Dressman Benzinger LaVelle PSC

Crestview Hills, KY

	William J. Hust


	Attorney

MedX12 Inc.

Louisville, KY

	Vickie Yates Brown


	CEO/President

Frost Brown Todd, LLC and Nucleus:

Kentucky’s Life Sciences & Innovation Center, LLC

Louisville, KY


4.0 Approach

The Committee identified five areas for study and recommendation relative to the Committee Charter: 1) Patient Preferences—Consent/Authorization to Participate in or to Opt-out of HIE; 2) Policies and Procedures for Preserving the Privacy and Security of Health Data Exchanged through KHIE; 3) Strategies for Risk Management/Mitigation and Ongoing Compliance with Security and Privacy Standards As They are Developed; 4) Model Trust/Data Sharing Agreement; and 5) Legal Barriers and Solutions. 

The eight principles developed by the Office of the National Coordinator to guide information practices while advancing technology as articulated in the Nationwide Privacy and Security Framework for Electronic Exchange of Individually Identifiable Health Information (2008) are reflected throughout the Committee’s recommendations. The principles are: Individual Access; Correction; Openness and Transparency; Individual Choice; Collection, Use, and Disclosure Limitation; Data Quality and Integrity; Safeguards; and Accountability.

5.0 
Findings and Recommendations

Patient Preferences – Consent/Authorization to Participate in or to Opt-Out of HIE

The Kentucky Health Information Exchange (KHIE) initial pilot implementation currently operates a “No-Consent” model for patient consent.  Thus, a patient’s health information
 is included with the KHIE without obtaining specific permission from the patient.  Demographic information from any patient treated at a participating provider could be included in the Master Patient Index (MPI).  The MPI will include information such as name, address, DOB, and gender.  The KHIE will also maintain a Record Locator Service (RLS) as part of the HIE.  The RLS will include indexed location information about the patient’s record.  This will permit KHIE queries to locate patient information and build a Continuity of Care Document from information retrieved from the participating provider’s location medical record system.  The MPI and the RLS will be kept in a secure location managed by the KHIE selected vendor. The original participants in the KHIE determined the No-Consent model to be the most advantageous method to enable the quick inclusion of information through the KHIE.  The No-Consent model is made possible by the limited uses of information permitted under the original Participation Agreement.  Currently, the KHIE and it participants have agreed to exchange information only for treatment, payment and limited operational purposes designed to permit Kentucky Department of Medicaid to fulfill the terms of the funding grant.  Ideally, the goal is for the KHIE to support meaningful use and to assist providers in qualifying for HITECH subsidies relative to meaningful use.

Going forward, the Privacy and Security Committee recommends that the KHIE operate under an “Opt-Out” model for patient consent.  The Opt-Out model will promote individual choice for participation in the KHIE, in keeping with ONC principles.  User involvement is also a foundational construct for openness and transparency of the KHIE operations.  Under the federated model of the KHIE, the patient information will not be centrally stored by the KHIE.  Rather, the medical record will remain within the local systems of the participating providers.  The KHIE will use the MPI and RLS as a directory for locating the full medical information for an individual.  Additionally, the KHIE software will retrieve and deliver the records.  Because the records remain in the custody of the provider, the patient has greater control of the medical record information.  Under the Opt-Out model, patients will retain the right to remove themselves from participation in the KHIE.  If a patient elects to Opt-Out, the KHIE will no longer provide the ability to other KHIE participants to access that patient’s health information.  Some demographic information will continue to be stored in the KHIE MPI.  The retention of this data is necessary in the event the patient elects to opt-in at a future point in time.

The KHIE is in the process of examining options for the Opt-Out process.  The KHIE is considering options for the point at which patients will have the ability to Opt-Out.  The full range of options is being considered, including Opt-Out at the point of care or at an Internet site hosted by the KHIE.  The KHIE will also consider the use of multiple media forms to make users aware of the KHIE operations and the options available to control participation.  Ultimately, only limited mechanisms may be made available for the Opt-Out process.  While the KHIE desires to have many options for the patient choice, the KHIE will need a process that can be managed within the confines of available staff and not be burdensome on the participating providers. 

The Privacy and Security Committee has also considered the role of user awareness and education to target patients and the providers. Once the implementation plan for the Opt-Out process is determined, both groups will need to be educated about the benefits and options for using the KHIE, as well as the patient’s opportunity to opt-out of the KHIE.  The Privacy and Security Committee recommends to the KHIE Coordinating Council that a broad range of resources be provided to make patients aware of the benefits of participating in the KHIE and their options for controlling their own medical information.  Additionally, participating providers will need to be educated on patient options in order to manage questions at the point of care.

The Committee has recognized areas of federal and state law requiring specific patient consent in order to release the information to other providers.  For instance, the Committee has determined that 42 CFR Part 2, which protects records from certain substance abuse treatment programs, and other state laws, such as those that protect records of certain communicable diseases, afford greater protection than HIPAA’s Privacy Rule. In these cases, the KHIE will need specific consent in order to make such records available through the KHIE.   Accordingly, the Privacy and Security Committee recommends that KHIE not exchange specially protected health information until such time as it has developed a process for obtaining patient consent that meets the requirements of the federal and state laws that afford greater protection than HIPAA’s Privacy Rule.  Thereafter, the KHIE must have the technical architecture to exchange such specially protected health information of only those patients who have provided (and not withdrawn) specific consent.  
Currently, the only source data available in the KHIE is claims data from Medicaid.  While the KHIE staff is currently using technical means to limit access to the records that are afforded greater protection than HIPAA affords, this method of filtering the restricted information will not work as well when health care providers begin to make their patient records available through the HIE. Furthermore, providers generally believe it is important for them to have access to complete patient data in order to provide appropriate treatment.  Thus, the Committee believes the KHIE will need either to develop a way of making these restricted records available if the patient consents or to make the provider aware that additional restricted records may exist, leaving it to the provider to decide whether  to discuss obtaining the missing records with the patient. The Committee is considering whether it would be appropriate to provide some message to a Participant requesting information on a patient who has specially protected records but who has not provided consent to permit such records to be exchanged with other HIE Participants.  The message would advise the recipient that other records may be available on the patient, but they may not be disclosed without patient consent. Then the requester may consider whether to approach the patient about such records and obtain consent for their disclosure.

The Committee has considered that accounting for patient preferences includes the patient’s ability to decline participation in the KHIE.   The consent process also affords an opportunity for patient consent required for specially protected health information to be made available by the KHIE for uses that require patient consent/authorization. The Privacy and Security Committee believes that an effective HIE needs patient consent to build a complete and clinically actionable profile of their medical information that adds value for other providers using the KHIE.  To that end, the KHIE is approaching the Opt-Out process and consent for special health information as common problems.  As part of accounting for patient preferences, a robust HIE will need more patient input than a general Opt-Out model affords.  The KHIE is evaluating all technical means and all different forms of media as possible ways for the KHIE to gather feedback from patients on how their health information can be used.

Recommendation PS 1.0:  Pursue development of an “Opt-Out” model for patient consent that also accommodates specific consent to disclosure when specially protected health information is available for exchange and can be managed within the confines of available staff and not be burdensome to existing providers. 

Recommendation PS 1.1:  Delay exchange of specially protected information with Participants through the KHIE until such time as it has developed a process for obtaining patient consent that meets the requirements of the federal and state laws that afford greater protection than HIPAA’s Privacy Rule.

Recommendation PS 1.2:  Once the Opt-Out process is determined, educate patients about their options and provide a broad range of resources to make patients aware of the benefits of participating in the KHIE and their options for controlling their own medical information.

Recommendation PS 1.3:  Once the Opt-Out process is determined, educate providers about patient options in order to manage questions at the point of care.

Policies and Procedures for Preserving the Privacy and Security of Health Data Exchanged through KHIE

A. Generally

1. Policies and procedures should be established through the Coordinating Council and its committees who have knowledge/experience relevant to the particular focus of the policies and procedures.  Such policies and procedures should be made available on GEOHI’s website.  The policies should be broadly stated with the related procedures being more specific and detailed and subject to change more frequently as technology and standards (or other variables) change.  The Committee understood that the policies and procedures would be recommended to the Coordinating Council by GOEHI.  The Council would then adopt/approve them or ask for changes.  Depending on the policies, the Council may seek advice from its committees. The Committee agreed it was probably sufficient for KHIE Participants to be afforded opportunity to comment on such via representation on the Coordinating Council and with notice of meetings to discuss such policies to be provided to each Participant’s designated contact person.

2.  Policies and procedures may be amended from time to time so long as amendments are not inconsistent with the Participation Agreement and notice is provided to Participants with an opportunity to contribute.

3.  Participants should be given a reasonable period of notice prior to the implementation of proposed policies and procedures.

4.  Policies and procedures are necessary to facilitate exchange of information in compliance with HIPAA’s Privacy and Security Rules, other applicable federal law, applicable state law.  Policies and Procedures should govern the use, submission, transfer, access, privacy and security of data.

B. Security 

1.  Policies and procedures should be established as necessary to reasonably assure compliance by KHIE (and its subcontractors) with the standards of the HIPAA Security Rule applicable to Business Associates of HIPAA covered entities.  

2.  Additionally, the Committee recommends that policies address the following issues:  

a) Positive patient identification for data returned to the requestor; 

b) Standards for establishing the data elements required as part of the request process; 

c) Standards for identifying provider of patient data (source); 

d) Encryption of data in transit and during vendor caching for the HIE; 

e) Standards that define Participant’s responsibilities dealing with identifying internal users of HIE data; 

f) Master Patient Indexing (establish standards regarding which identifiers will be used, how are they weighted, which  algorithms should be used, then continuously update such standards based on feedback from Participants); and
g) Timing and procedures related to caching of data.
C. Privacy 

1.  Policies and procedures should be established as necessary to reasonably assure compliance by KHIE (and its subcontractors) with the standards of the HIPAA Privacy Rule applicable to Business Associates of HIPAA covered entities.

2.  The Committee will need to consider further the responsibility of Participants and KHIE to correct known errors in patient information, misidentification, and patient requested amendments.  The Committee recognizes that this responsibility facilitates the data integrity and quality principle espoused by the ONC.  However, the Committee also recognizes the challenges that accompany this responsibility and the communication of the changes or errors to Participants who have received information affected by the changes.

3.  If the KHIE is required, or HIPAA covered entities are required, to account for disclosures made through an HIE for purposes of treatment, payment and operations under new HITECH requirements, then the infrastructure to provide such an accounting will need to be developed and a process will need to be developed to provide such information to patients and participating covered entities upon request.  

D. As the KHIE grows to include source data beyond Medicaid data, the Committee will need to consider whether additional types of data should be available within the KHIE.  For instance, the current Participation Agreement states that the following information will be made available by Participants who have committed to be Data Providers: hospital-specific inpatient data, outpatient surgical data, ED data and ambulatory care data.  Should personal representative information be available through the KHIE? Information relating to advance directives or power of attorney documents may be important to HIE Participants, also.

Recommendation PS  2.0:  Develop policies and procedures for preserving the privacy and security of health data exchanged through the KHIE to assure compliance by KHIE (and its subcontractors) with the standards of the HIPAA Security Rule applicable to Business Associates of HIPAA covered entities.

Recommendation PS  2.1:  Develop policies to address the following issues: positive patient identification for data returned to the requestor; standards for establishing data elements required as part of the request process; standards for identifying provider of patient data (source); encryption of data in transit and during vendor caching for the HIE; standards that define Participant’s responsibilities dealing with identifying its own internal uses of HIE data; Master Patient Indexing standards; and timing and procedures related to caching of data. 

Recommendation PS 2.2:  As the KHIE matures, identify additional types of data that should be available within the KHIE and develop policies and procedures relative to access and use of the data.

Strategies for Risk Management/Mitigation and Ongoing Compliance with security and Privacy Standards As They Are Developed

A.  The Committee recommends that policies and procedures be developed to manage breaches and misuse of health information, including systems monitoring and establishing security, workforce training and reporting procedures.

B.
As part of the regular assessment and monitoring of the KHIE system, protocols should be established for penetration testing of potential vulnerabilities to prevent intrusion by hackers, malware, and viruses.  Similarly, review the penetration testing developed by vendors who handle patient information, such as ACS.  Although the Committee has not determined the standards for the assessment and testing, the Committee does suggest an independent party regularly review both the Cabinet implementation of the HIE and standards used by its major contractor(s) to manage the HIE.  

C.
Policies and procedures should be developed to address enforcement of obligations, investigations and resolutions of potential breaches/misuses/non-compliance, and notifications of identified breaches/misuses/non-compliance. 

D.
Programs should be established to audit and monitor KHIE compliance, vendor/subcontractor compliance, Participant compliance and take corrective action when necessary.  Consider using independent firm to perform defined level of auditing on a regular basis, such as annually.

E.
Contingency and disaster recovery plans should be developed to avert disruption in business operations of KHIE.  

F.
Audit logs need to be available for tracking and investigation purposes.  Details about type of data accessed, by whom, and when (but not the actual PHI accessed) need to be available upon request by Participants to facilitate investigation and compliance monitoring.  Audit logs will also assist when it is necessary to notify data recipients of incorrect, updated or misidentified information.

G.
The Committee recommends that a disclaimer be added to CCD format to warn recipients about potential gaps in data (coverage or treatment), potential mismatches of data, and recommendation that recipient verify and validate data prior to relying on it when practicable.  

H.
Consider policies and procedures to encourage Participants to notify HIE of known inaccuracies and mismatches of data shared through the HIE.  This would include situations in which a patient’s identity is being used by someone other than the actual patient.

Recommendation PS 3.0:  Develop policies and procedures to manage breaches and misuse of health information.

Recommendation PS 3.1:  Develop protocols for routine penetration testing.

Recommendation PS 3.2:  Develop policies and procedures to address enforcement of obligations. 

Recommendation PS 3.3:  Establish programs to audit and monitor KHIE compliance; consider using an independent firm to perform a defined level of auditing on a regular basis, such as annually.

Recommendation PS 3.4: Develop contingency and disaster recovery plans for the KHIE.

Recommendation PS 3.5: Maintain audit logs for tracking and investigation purposes.

Recommendation PS 3.6:  Add a disclaimer to the CCD format to alert recipients to potential gaps in data (coverage or treatment), potential mismatches of data, and recommend that recipient verify and validate data prior to relying on it when practicable.

Recommendation PS 3.7: Consider policies and procedures to encourage Participants to notify the KHIE of known inaccuracies and mismatches of data shared through the KHIE. 

Model Trust/Data Sharing Agreement

A.
Participation Agreement and Business Associate Agreements currently in effect will be used as starting point.  These documents establish the framework of legal responsibilities of Participants and the KHIE.  The Participation Agreement incorporates by reference the policies and procedures established for the KHIE.  

1.
The same agreement must be signed by all Participants to reduce the resources necessary to negotiate and to help establish trust among all Participants.  

2.
All Participants should have the same obligations with respect to the privacy and security of Protected Health Information, even if not HIPAA covered entities.

3.
The Participation Agreement  is a living document and will continue to be modified as necessary to implement any changes to the initially contemplated structure of the KHIE, to require additional or different obligations of or restrictions on the parties as recommended by the Coordinating Council, Privacy and Security Committee or any other committees of the Coordinating Council, to address obligations of Participants who are not HIPAA covered entities, and to address changes in applicable laws and/or guidance.  

B.
The federal law that governs the confidentiality of alcohol and drug abuse patient records, 42 CFR Part 2 (Part 2), is applicable to the sharing of substance abuse information with health information exchanges. The law imposes restrictions on disclosure of any information disclosed by a Part 2 program that would identify a patient as a substance abuser.  Generally, patient consent must be obtained prior to disclosure, except in situations of medical emergencies, audits, and evaluations. Beyond medical emergencies, audits, and evaluations, a Part 2 program may share information without patient consent for administrative purposes with qualified service organizations (QSOs) and with entities that have direct administrative control over the Part 2 program.  

1.
QSO means a person or organization that provides services to a Part 2 program (such as data processing, bill collecting, dosage preparation, laboratory analyses, professional services such as legal, medial, or accounting, or services to prevent or treat child abuse or neglect ) and has entered into a written agreement with the program under which such person or organization acknowledges that in receiving, storing, processing or otherwise dealing with any patient records from the program it is fully bound by the regulations and will resist (if necessary) in judicial proceedings any efforts to obtain access to patient records, except as permitted by the Part 2 regulations.

2.
When the KHIE provides services to Part 2 programs it will be considered a QSO.  Thus, Part 2 programs will be able to share substance abuse information with the KHIE if they have in place a Qualified Service Organization Agreement.  Such an agreement can easily be added to the Participation Agreement or the Business Associate Agreement between the KHIE and Participants who are Part 2 programs.

3.
However, most HIE Participants will not be providing qualifying services to Part 2 programs; instead, they will just be seeking patient information to use in treatment situations.   In order for the KHIE to redisclose substance abuse records to HIE Participants who are not QSOs, patient consent must first be obtained, unless a true medical emergency exists.  Thus, in order for Part 2 programs to participate in the KHIE and provide substance abuse information on patients, a process must be developed to obtain patient consent.  The consent process is discussed in more detail in the “Patient Preferences” section of the Committee’s recommendations.    

Recommendation PS 4.0: Consider the Participation Agreement as a living document that will be modified as necessary to: implement changes to the initially contemplated structured of the KHIE; require additional or different obligations of or restrictions on the parties; address obligations of Participants who are not HIPAA covered entities; and address changes in applicable laws and/or guidance.

Recommendation PS 4.1:  Add provisions to the Participation Agreement  for Participants who are covered by the federal law that protects the confidentiality of substance abuse records, 42 CFR Part 2 (Part 2), to enable such Participants to share protected substance abuse records with KHIE as a qualified service organization. 
Legal Barriers and Solutions

Below are legal barriers that have been identified by the Kentucky e-Health Privacy and Security Collaboration and discussed more fully in its 2007 report.  Additional legal barriers have been identified by the Privacy and Security Committee and also discussed below.

A.
Inconsistent and antiquated facility licensure regulations.

Kentucky’s health facility licensing laws and regulations and their differing confidentiality provisions have been identified as a major barrier to the interoperability of health information. Kentucky’s medical records provisions are found largely in Kentucky Administrative Regulations (KAR) Title 902, Chapter 20.  These regulations govern licensure of various types of health care facilities, including but not limited to hospitals, skilled nursing facilities, and home health agencies.  In these regulations, there are multiple standards for retention, access, disclosure and transfer of medical records across different types of health care facilities. In some cases, the regulations require a “proper release” to transfer records to another health care provider for the purposes of treatment. This language differs significantly from HIPAA’s exception for treatment, payment and operations.  While HIPAA created a national baseline for protecting health information, it did not necessarily remove existing state law barriers to the exchange of electronic health information. Where state law provides more stringent protections for privacy and security, state laws “preempt” or override HIPAA.  Thus, state regulations requiring a release are more stringent than HIPAA and therefore preempt HIPAA.  While many of these regulations also emphasize the need for continuity of care, the requirement for a release before sharing information for treatment means that some health care information may not be accessible in electronic form.  In an electronic environment, this may also impede timely information exchange.  

On the other hand, when state laws and regulations do not meet HIPAA’s standards, then HIPAA preempts state law.  This interaction means that a preemption analysis has to be performed that compares state law and HIPAA to determine whether state or federal law governs in a given circumstance.  In Kentucky, collaborative work by the HIPAA Action Workgroup of Kentucky (HAWK), the University of Kentucky and others have attempted to clarify state law preemption issues for providers and practitioners.    Further analysis is needed in order to build the technical infrastructure of an HIE to accommodate each affected type of health information or health care facility providing data to the exchange.  

Much of Kentucky law and regulation governing health care and public health were passed prior to the conceptualization of an electronic health record.  In some cases, law and regulation may simply be out-dated and have not changed in decades to reflect current practices. The law has not kept pace with new technology developments. Emerging practices such as e-prescribing, health information exchange, RHIOs, and personal health records are so new and dynamic that health care entities may be operating without clear legal parameters.

B.
Special requirements for sensitive patient information such as HIV/Aids, sexually transmitted diseases, substance abuse records, and mental health records.

State laws lack consistent standards for protecting sensitive patient information such as HIV/AIDS, sexually transmitted diseases, mental health records, substance abuse records and communicable diseases.  In order to implement an HIE it will be important to identify whether these laws require modification to accommodate the electronic exchange of information and the technical modifications to an electronic exchange that may be required in order to comply with state law.  

Additionally, federal law provides a very strict blanket of protection on substance abuse health information.  These stringent laws create a barrier to the electronic exchange of information.  Unless such laws are modified at the federal level, it will be necessary to review the operational options available to participants of an exchange as well as any technical modifications to the electronic exchange to permit the release of information only as permitted under these federal laws.

C.
Definition of “medical record.”

Kentucky law requires health care providers to provide, without charge to the patient, a copy of the patient’s medical record.  Additionally, published opinions of the Kentucky Attorney General provide that healthcare providers are prohibited from charging patients for records that are kept in electronic format if those records have not been previously provided to the patient free of charge.  Providers are required to absorb the cost of reproducing the electronic information on a disk or other media.  Kentucky law is not clear on what specifically constitutes a patient’s medical record.  Furthermore, the HIPAA privacy rule defines “designated record set” as a group of records maintained by or for a covered entity that includes the medical and billing records about individuals maintained by or for a covered healthcare provider.  This definition has been viewed as overly broad for HIE purposes.  For example, a diagnostic image that has been interpreted by a specialist traditionally has not been treated as being part of the “medical record” while the actual interpretation has been included.  However, under HIPAA, the actual image could be considered part of the designated records set.  As a result, it may be necessary to reconcile state law and federal law as it relates the definition of “medical records” for purposes of providing access to patients and the health information exchange. 

D.
Status of records in the possession of one provider but received from another provider.  

The status of records in the possession of the first provider but received from a second provider presents a legal barrier in the context of an HIE as it pertains to the health information transmitted by the first provider.  It is likely that the first provider should include the health records in the records provided to the exchange.  The resulting benefit is that it may make a record available that would otherwise not be in the exchange (due to the second provider’s nonparticipation in the exchange).  However, the first provider will need a mechanism to adequately identify such records in the exchange for purposes of its own liability protection because the first provider is not capable of certifying the accuracy or completeness of the second provider’s record.  

E.
Lack of clarity regarding authorized patient representative.

Kentucky law has been perceived as lacking clarity related to personal or legal representatives. In most cases, under the HIPAA Privacy Rule, healthcare providers must treat a personal representative just as the provider would treat the individual who is the subject of the protected health information. Thus, under federal law, a personal representative has all the rights that a patient would have with respect to access and control of the individual’s protected health information. Under Kentucky law, however, a personal representative is a special category of legal representative allowed only under certain circumstances, such as:

• 
when a court has appointed someone as a legal guardian,

• 
when an individual has been granted specific power of attorney to act on behalf of a patient, or

• 
when a patient lacks “decisional capacity” and there is no legally executed document directing who should make health care decisions for the patient.  

When a patient has not designated in writing a particular individual to make decisions for him or her, personal representative status is granted in descending order to the following classes of individuals:

· Judicially appointed guardian, provided that medical decisions are within the scope of the guardianship;

· Spouse of the patient;

· Adult child of the patient or a majority of children if the patient has more than one child;

· Parents of a child;

· Nearest living relative; or

· Executor of a patient’s estate.

Moreover, the personal representative is not generally treated in the same manner as the individual patient and can only give authorization for disclosure of protected health information relating to the matters for which he or she is representing the patient.  

Minors are also afforded special rights under Kentucky law and may seek treatment without parental consent under certain circumstances.  When such minors exercise their right to provide consent on their own behalf for treatment, they may serve as their own personal representative and control access to their medical information.  

These additional strictures in Kentucky law related to personal representatives may hamper the flow of information because there is a great degree of ambiguity and complexity to the law. Therefore, it may be unclear who has authority to provide consent/authorization to disclose information for an incapacitated or intellectually disabled patient, or minor patients.  Clear guidance may be required to health care entities concerning the disclosure of protected health information to legal representatives and concerning the authority of legal representatives to control access to the disabled or minor patient’s health care information.  This guidance could also impact the process allowing a personal representative to opt out of the HIE on behalf of a patient and for providing to specifically consent for sensitive health information to be shared through the exchange. 

F. 
Unknown requirements with bordering states to all exchange of out-of-state records and with out-of-state providers.

Kentucky patients are often treated at facilities in other states, most commonly those that border Kentucky.  Authorization for the transmission of records through a health information exchange that is legally sufficient in one state may not meet the standards of another state.  This issue may require case-by-case analysis of bordering states’ privacy laws and the ability to implement technology to assist in effective transfer of health information in compliance with such laws.

G.
Allocation and limitation of liability.

Regardless of the disclaimers in the Participation Agreement, the potential for compensable patient harm in relation to health information exchange has the potential to deter full participation.  Healthcare providers may be reluctant to participate in an exchange if there is a perception that having access to a patient’s medical history and records will subject them to greater liability.  For instance, if a patient suffers harm, such as a medication error, and a review of prior medical records available in the exchange would have revealed an adverse reaction to such medication, will the availability of information pose as a source of potential liability to the provider? 

Additionally, providers may be reluctant to participate out of fear that the exchange exposes them to liability for privacy and security breaches outside of their control. The fears can be alleviated by education to providers on the best ways to use HIE and ways to reduce their liability for use or non-use of information obtained through the exchange.  Openness and transparency of the HIE, its safeguards and policies may also help to reduce these concerns.  A new state law or regulation specifically addressing HIE could also address limits of liability if HIE participants comply with the established privacy and security standards and provide reasonable safeguards.  

H. Solutions

The Committee agrees that the first priority should be to address the inconsistencies of health care facility licensing regulations.

1. Kentucky’s health facility licensing regulations fall within the jurisdiction of the Cabinet for Health and Family Services.  One solution would be to modify each regulation with respect to medical records.  Modifications should recognize and permit electronic health records and the electronic exchange of health records without patient consent for purposes of treatment, payment and healthcare operations consistent with HIPAA.

2. Another solution would be to create a broad act or statute that would apply to all electronic medical records maintained by healthcare facilities.  The act or statute should address all records consistently and should expressly permit electronic medical records and permit their exchange without patient consent for purposes consistent with HIPAA.  The act or statute could address other legal barriers beyond just health care facility regulations.

3. Another solution would be for the Cabinet to promulgate one broad regulation that applies to all health care facilities and their medical records.  The regulation should address electronic medical records consistently across all types of facilities.  The broad regulation also has potential to address other identified legal barriers.

The next priority should be to address special requirements under federal and state law relative to sensitive patient information (e.g., HIV/AIDS, substance abuse records, mental health, and communicable diseases).  Ideally, these requirements should be as consistent as possible.  These requirements can be addressed by modifying each statute or regulation providing protection, by a broad act or statute, or by broad regulation promulgated by the Cabinet.  If special consent is still required before such sensitive information can be shared for treatment purposes, then consistent consent requirements will facilitate HIE and a streamlined Opt-Out or Opt-In process.

One of the next priorities should be to review legal analyses performed by states bordering Kentucky to determine inconsistencies with Kentucky’s requirements for the electronic exchange of health information and the best options for addressing the inconsistencies and facilitating HIE.

Recommendation PS 5.0: Address and resolve the inconsistencies of health care facility licensing regulations.

Recommendation PS 5.1: Address the special requirements under federal and state law relative to sensitive patient information (e.g., HIV/AIDS, substance abuse records, mental health records, and communicable diseases).  

Recommendation PS 5.2: Review legal analyses performed by states bordering Kentucky to determine inconsistencies with Kentucky’s requirements for the electronic exchange of health information and identify the best options for addressing the inconsistencies and facilitating HIE. 

� In this context, “health information” means information that may be disclosed pursuant to HIPAA and other applicable laws without specific consent or authorization by the patient.
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