Cabinet for Health and Family Services (CHFS) 

Information Technology (IT) Policies
Category: 070.000 Administrative

070.105 Surplus Equipment

Policy: CHFS complies with and adheres to the Commonwealth Office of Technology COT policy for Sanitization of IT Equipment (CIO – 077). It is the responsibility of a CHFS office supervisor or designees to complete a B217-2 and then notify their local Division of Infrastructure and User Support (DIUS) staff as workstations, data storage devices, printers, etc, are removed from the network for the purpose of surplus. DIUS has the responsibility to ensure that the hard drives of workstations have been thoroughly data sanitized with the appropriate hard drive sanitization tools and in accordance to IT procedures. 
It is the responsibility of IT staff to ensure that all servers and other data storage media are sanitized in accordance to IT procedures.

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS), IT Division of Infrastructure and User Support is responsible for the maintenance of this Policy/Procedure.

Applicability: All CHFS employees and contractors shall adhere to the following policies.

Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Procedures:

The DIUS technician who performs the sanitization will sign the B217-2 indicating that the hard drive has been sanitized. In addition, a label will be completed and affixed to the machine indicating it has been sanitized and is ready for disposal.  This label will document the serial number, number of devices sanitized, date sanitized, and technician signature that performs sanitization.

The IT personnel that decommission a server or other data storage device such as a network printer or copy station shall sanitize the storage medium in the appropriate method for the medium. This may include the physical destruction of the device. The device will be labeled as sanitized before storage or reutilization. 

In situations where the PC or Server is not in working operation, and/or the above instructions cannot be followed, DIUS technicians are to remove the hard drive from the machine and physically destroy it.

It is customary for CHFS to donate surplus hardware or hardware that no longer meets the Cabinet’s standards. Inquiries related to the surplus and disposal of equipment should be forwarded to: 
The Division of Facilities Management, Fixed Assets Branch

275 East Main

Mail Stop 4E-D

Frankfort, KY 40621
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Timeline:
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Cross-Reference #
· CIO-077 – Sanitization of IT Equipment Policy

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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