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TO:        Local Health Department Directors

FROM:  Rosie Miklavcic, RN BSN MPH

              Director of Nursing and Division of Administration & Financial Management

DATE:   April 21st, 2010

RE:       Red Flags Rule compliance 6/1/2010

             LHD Business Associate Agreement/HIPAA template


The Red Flags Rule is a Federal Trade Commission regulation aimed at preventing or mitigating identity theft associated with certain financial transactions.  It was effective January 1, 2008, but full compliance and enforcement is required by June 1, 2010.  Failure to comply may result in penalties not to exceed $2,500 per incident.

To be subject to Red Flags Rule, an entity must be a “creditor” and must maintain “covered accounts” as defined in the regulation.

A “creditor” provides services in advance of receiving payment.  Despite efforts of the AMA, the Federal Trade Commission continues to lump medical services providers under the broad title of creditors for the purposes of the Red Flags Rule.  

“Covered accounts” are used for personal, family, or household purposes.  They involve multiple payments or transactions, a continuing relationship, and a reasonable risk of identity theft. 

Both Department for Public Health (DPH) and Local Health Departments (LHDs) meet the criteria and are required to comply with the Red Flags Rule by implementing a written identity theft program that has reasonable written policies and procedures to identify, detect, and respond appropriately to red flags; to review the program not less than annually; and to exercise oversight of service providers.  LHDs must not adopt policies and procedures that have the effect of denying or impeding services to any group based on race, color, or national origin even if the policies and procedures are not intended to treat the groups differently.  Responding to red flags should not be structured in a way that denies services to individuals who are otherwise eligible for them or that undermines the LHD’s ability to protect the public health.



The written identity theft program that DPH is implementing was adapted from a sample obtained from AMA.  If your LHD does not yet have an identity theft program in place, feel free to consider this document as you develop a program relevant to your LHD.

The LHD identity theft program must be approved by your Board of Health.  The Board of Health must be involved in the development, implementation, and administration of the program and must reevaluate the program at least annually.

The LHD must train staff to implement the program effectively.  Front desk staff will check IDs, billing staff can spot problems with social security numbers or mailing addresses, compliance officers can make decisions for unforeseen problems, clinicians can detect information from the patient that clashes with medical records.  All staff should listen for patient comments that could indicate medical identity theft.

The Red Flags Rule also requires the LHD to exercise appropriate and effective oversight of service provider contracts and/or agreements where they involve access to “covered accounts”.   FTC guidance suggests providers ensure that service providers have their own written identity theft policies in place.  
To update LHD contract templates in order to include the Red Flags Rule language for FY11, a paragraph written by CHFS Office of Legal Services has been added. 

Located on the L: drive within the Contract 11 folder is an ID Theft Affidavit form with instructions as well as on the DPH website; http://chfs.ky.gov/dph/2011+Contract+Information.htm.  This form instructs a victim how to report identity theft.  The first and second part of the ID Theft Affidavit form is the Fraudulent Account Statement.  The LHD may use this form or another form to report the identity theft of a patient. 

Again, the deadline for compliance is June 1, 2010.  Please review the FTC’s website often for additional information and enforcement policy.  

LHD Business Associate Agreement:

The LHD Business Associate Agreement template has also been revised to include the Red Flags Rule language for FY11; a paragraph written by CHFS Office of Legal Services has been added. 

A LHD Business Associate Agreement must now be completed for “every” LHD contract.

The revised LHD Business Associate Agreement template has been placed on the L: drive within the Contract 11 folder as well as on the DPH website: http://chfs.ky.gov/dph/2011+Contract+Information.htm
For any questions regarding the above information, please contact the AFM Local Health Help Desk at;

502-564-6663, option 5 or via email; CHFS LocalHealth.HelpDesk@ky.gov. 
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