
Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies
Category: 010.000 Logical Security

020.315 Laptop Security

Policy:  Due to the mobility and portability of laptop computers, additional security provisions are required for laptop computers. Each Agency is responsible for assuring that employees within their organizational authority have been made aware of the provisions of this policy, that compliance by the employee is required.  Intentional misuse and/or inappropriate use may result in disciplinary action pursuant to KRS 18A up to and including dismissal.

The individual using a laptop is responsible for the security of that laptop, regardless of whether the laptop is used in the office, at the individual’s place of residence, or in any other location such as a hotel, conference room, car or airport.

CHFS IT reserves the right to monitor individual user laptop computers at random and/or for cause.

Failure to comply with information security policies or associated polices, standards, guidelines and procedures may result in disciplinary actions up to and including termination of employment for employees or termination of contracts for volunteers, contractors consultants, and other entities. Legal actions also may be taken for violations of applicable regulations and laws.

Scope: This policy applies to all CHFS employees including, but not limited to, full and part time employees, temporary workers, volunteers, contractors, all persons providing contractor services and those employed by others to do CHFS work, who use, process, or store computerized data relevant to agency business on a CHFS maintained server, laptop or workstation.

Policy/Procedure Maintenance Responsibility: The CHFS Office of Administration and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy. 

Applicability: All CHFS employees and contractors shall adhere to the following policy.

Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Review Cycle: Annually

Timeline:

Revision Date: 11/12/2008
Review Date: 11/12/2008
Effective Date: 11/12/2008
Cross Reference:

· CIO-060 Internet and Email Acceptable Usage Policy

· CIO-073 Anti-Virus Policy

· CIO-081 Securing Unattended Workstation Policy
· CHFS IT Policy #010.102 – Data Media Security

· CHFS IT Policy #010.501 – Anti-Virus
· CHFS IT Policy #020.302 – Password Protected Screen Saver

· CHFS IT Policy #020.305 – User ID / Password

· CHFS IT Policy #020.306 – Internet and Email Acceptable Usage
· CHFS IT Policy #020.307 – Connectivity to Public Networks via Laptop Computers

· CHFS IT Policy #020.309 – Workstation Security
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.

General Procedures
a. 
Division of Infrastructure and User Support (DIUS) will ensure reasonable safeguards to maintain laptop computers in such a way to avoid inadvertent disclosure of CHFS confidential data.
b. 
DIUS shall be responsible for secure installations, configurations, distribution, management and removal from service, of CHFS laptop computers. DIUS must document if these responsibilities are assigned to another program area or office.

Procedures for Securing Laptop Computers

Individuals granted access to the State network or information systems shall secure laptop computers from inadvertent or unauthorized access.

a. 
When leaving a laptop computer unattended, users shall apply the “Lock Workstation” feature (ctrl/alt/delete).

b. 
Laptop users shall primarily store confidential and sensitive information on a networked drive (shared directory on the CHFS network) and not the user’s hard drive or removable media. If business requires confidential or sensitive information to be available when mobile, the user should take only those files that are essential and store as little confidential or sensitive data on the laptop as possible.

c. 
Laptop computer users shall not disable or alter security safeguard, such as virus detection software, firewall or encryption software.

d. 
Users are responsible for making sure the operating system updates and virus protection updates are current by taking the laptop to an IT technician and/or by frequently connecting to the CHFS network to get the current updates. Failure to keep these safeguards current may result in the loss of laptop usage.

Physical Security Measures 
Physical security of the laptop, regardless of whether it is used at the employee’s place of residence, or in any other location outside of the office such as a court room, hotel, conference room, car or airport, require the following additional considerations:
a. Laptop computers must not be left unattended in an unsecure area.

b. When not in the office, keep laptop computers out of sight when not in use.  If leaving in an automobile, lock in the trunk. If using in a location such as hotel or airport, the laptop must either remain with the person or locked in a safe or locker.
c. Laptops that are not assigned to a specific staff member must be kept in a secure location.
Technical Security

Laptop computers shall be configured to reduce the risk if inadvertent or unauthorized access to CHFS data and systems.

a. 
All CHFS laptop computers shall be configured according to DIUS laptop configuration standards.

b. 
User identification (name) and authentication (password/biometric) shall be required to access the operating system of all laptop computers whenever turned on or booted.

c. 
Local hard drives shall not be accessible when a laptop computer is booted from mobile media, e.g., a diskette, compact disk or USB device.
d. 
Booting from mobile media should be disabled in the BIOS.
e. 
Laptop computers shall be configured to log all significant computer security relevant events, (e.g., password guess, unauthorized access attempts or modifications to applications or systems software.)
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