Cabinet for Health and Family Services (CHFS)
Information Technology (IT) Policies
Category: 010.000 Logical Security

010.301 Network Infrastructure / Telecommunications Security 
Policy: All data connections to and from the CHFS / Commonwealth of Kentucky computer systems must be protected to ensure all data is protected in transit and can only be access by authorized users. The level of encryption, filtering, supplemental authentication, audit logging, and associated access restrictions must be based on the risk posed by the attached computer systems and applications on both sides of the network connection. Network connections among systems, including but not limited to links, dial-up access, gateways, bridges, routers, protocol converters, packet assembler / dis-assemblers, and micro-to-mainframe links, must be designed and implemented in a manner to ensure compliance with the access control policies for each connected system.
Scope: This policy applies to all CHFS IT employees and contractors.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS), IT Division of Infrastructure and User Support (DIUS), Operations Branch is responsible for the maintenance of this policy.
Applicability:  All CHFS IT employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
1.0 Telecommunications Changes/Configuration Management

IT will maintain an up-to-date inventory of computer telecommunications equipment under its control. Configuration records must identify the nomenclature, model number, serial number, platform, and data owner/custodian of each piece of equipment.
2.0 Dialup Controls

CHFS will not host any remote access capability. All remote access will go thru the Commonwealth Office for Technology (COT). CHFS will comply with all COT standards and policies regarding dialup and Virtual Private Network (VPN).
2.1 Requesting Dial-up and VPN Accounts.

To request dial-up or VPN accounts for CHFS staff a request must be completed as stated in CHFS IT Policy #020.034.
3.0 Network Access Control

CHFS will comply with all policies and procedures established by COT in regard to the wide area network (WAN) and remote access services (RAS).
4.0 Encryption
Encryption technologies should be utilized to protect Cabinet information wherever feasible as determined through risk assessment.
5.0 Network Connections
All connections between CHFS internal networks and the Internet (or any other publicly accessible computer network) must transverse COT’s approved firewall and related access controls.
Only services that are explicitly authorized by COT will be permitted inbound and outbound between CHFS internal computer networks and the Internet.
CHFS will comply with all procedures related COT firewalls. CHFS IT will install internal firewalls where appropriate for the security of the Cabinet’s applications and development environment.  These firewalls will be in compliance with COT standards.
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· CHFS IT Policy #020.034 - Dialup VPN Account
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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