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Definition:
As per COT Standard #6100:
Software used to backup and restore critical data found on servers to either internal or external tape backup storage. The backup and recovery (restore) software provides both the utility and automated functions necessary to support a reliable and complete recovery of business information in the event of a server failure or primary data loss.

Rationale:
As per COT Standard #6100:
It is recommended that all critical data be stored on file servers rather than individual workstations.  In order to keep this critical data safe, backup software and hardware are installed to keep copies of all critical data in the event of server failure.  If a server fails, then the backup copy can be restored to the server with little or no loss of data. Solutions and products must be available for workgroup backup/recovery, in storage area network (SAN) installations, as well as enterprise-class options. Enterprise-wide backup, archiving, storage management and disaster recovery capabilities services for mixed hardware platforms is an option. This approach provides the ability to backup and restore data across the network to a central location at the Commonwealth Data Center.

Approved Standard(s) for New Applications:
As per COT Standard #6100:
For workgroup solutions, must be supported by the enterprise approved hardware products for tape backup (COT category 1800).

Compatible with approved server and desktop workstation operating systems, network protocols, network topology and database management software.

Approved Product(s), BHDID only:
· Veritas Backup Exec and NetBackup - workgroup editions

Approved Product(s) for all other areas:
· CommVault Galaxy

Justification:
As per COT Standard #6100:
All critical data needs to be backed up in case of any catastrophic event such as hard disk failure, server failure, theft or fire.  By using the approved backup software, the data is kept safe and can be restored in a timely fashion.  Backups can be automated to occur at a time, such as during the night, when the system has very light use so that productivity is not degraded during business hours.  BrightStor (ARCserveIT) is available in versions, which meet the needs of the various approved server platforms in state government, particularly for Windows NT, Windows 2000 and Unix. Veritas Backup Exec is available in a version designed for Alpha Windows NT workgroup platform. Veritas NetBackup is designed for a heterogeneous server environment.

Technical and Implementation Considerations:
As per COT Standard #6100:
The software should be used in conjunction with either a DAT (Direct Access Tape) or DLT (Digital Linear Tape) unit for fastest backup and restore capabilities.  Additional and optional BrightStor software is needed for Autoloader devices.  Also, software from CA BrightStor (ARCserveIT) is needed for backing up open databases such as Microsoft Exchange.

Emerging Trends and Architectural Directions:
As per COT Standard #6100:
With the proliferation and reliance on electronic content, data management and the lifecycle protection of data is a critical business issue for state agencies. For agencies, the current focus is still on backup, and tape is the primary media for storage and recovery. The backup/recovery software market is moving to a focus on recovery, and new technologies that can recover quickly to a point-in-time where a failure occurred. The solution in the future will be a recovery manager that includes a specific recovery policy engine.  On the technology side, emerging trends include more demand for using disks in the backup process.

Exceptions:
Any exceptions to this standard must follow the procedures established in CHFS IT Policy #070.203.

Review Cycle:
Annually

Timeline:
Last revision date:  	12/1/2011
Next review date:	12/1/2012 

Cross Reference:
COT Standard # 6100 – Backup and Recovery
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