Cabinet for Health and Family Services (CHFS) 

Information Technology (IT) Policies
Category: 070.000 Administrative

070.105 Disposal or Redeployment of Equipment
Policy: It is the responsibility of OATS Division of Infrastructure and User Support (DIUS) staff to ensure that all computers and other data storage media are sanitized in accordance with DIUS procedures. CHFS complies with and adheres to the Commonwealth Office of Technology (COT) policy for Sanitization of IT Equipment (CIO – 077).
For the redeployment of equipment, when technology equipment is no longer utilized by an agency but still meets CHFS standards for continued use, the CHFS DIUS staff will sanitize, re-image, and arrange for the redeployment or storage of the equipment.  All transfer of equipment to a different location or different agency must be documented by following the PPATS Procedure Manual by the Property Officer and DIUS.  

For equipment to be disposed of, it is the responsibility of a CHFS office supervisor or designee to complete a PPATS Disposal Request, which automatically notifies the appropriate DIUS staff. DIUS staff has the responsibility to ensure that the hard drives of computers or other data storage media have been thoroughly data sanitized with the appropriate hard drive sanitization tools and in accordance to IT procedures, prior to surplus. 
Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS), DIUS is responsible for the maintenance of this Policy/Procedure.

Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
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Cross-Reference #
· CIO-077 -- Sanitization of IT Equipment Policy

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
· PPATS Procedure Manual
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