Cabinet for Health and Family Services (CHFS)
Information Technology (IT) Policies
Category:  050.000 Security Awareness
050.102 Information Security Incident Response and Reporting 
Policy: Any CHFS employee who suspects an information security incident, see definitions below, should report that incident within 1 hour of the incident to their supervisor and to the IT Information Security Team. They may contact the IT Information Security Team at CHFSITSecurity@ky.gov or CHFS IT Security Team on the Global Address Listing (GAL).
If any employee has questions or concerns regarding information security within the Cabinet, they may contact the IT Information Security Team as listed above.

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, with the ability to use, process, or store computerized data relevant to agency business on a CHFS maintained server. 
Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability: All CHFS employees and contractors shall adhere to the following policy.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
General: Information Security incidents are divided into several broad categories.  Those categories are covered by Federal or State statutes, or by CHFS policies and/or regulations.
Employee Responsibilities:
It is the employee’s responsibility to report information security incidents as soon as possible after an incident occurs.  Specific information security incidents that should be reported:
· Potential or actual exposure, compromised, alteration, or loss of Confidential or HIPAA related Information
· Sharing, disclosure or loss of a password.

· Lost or stolen workstation (laptop or desktop), whether or not it contains HIPAA or confidential information.

· Unauthorized use of a removable media to copy confidential data.  The loss of removable media that contains confidential information.

· Attempts to solicit HIPAA or confidential information electronically. 

· Attempts from an unknown source to get a user to download emails or documents which might contain malicious code.

· Receipt of unsolicited, unusual, or suspicious email, spam mail or phone calls.

· Security Breach (see definition below).

· Unauthorized Physical Access to a controlled area containing Confidential or HIPAA Information.

· Electronic monitoring of another individuals workstation.
· Blackberry password disabled.

Definitions: 
Security Breach:
· A security breach means the unauthorized acquisition, distribution, disclosure, or release of unencrypted or unredacted records or data that compromises the security, confidentiality, or integrity of personal information (see CHFS IT Policy #010.105 for definition). 

· A security breach means unauthorized acquisition, distribution, disclosure, or release of encrypted records or data containing personal information along with the confidential process or key to unencrypt the records or data. 

· A security breach shall not include the good-faith acquisition of personal information by an employee or agent of the agency for the purpose of the agency if the personal information is not used for a purpose unrelated to the agency or subject to further unauthorized disclosure.
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· CHFS IT Policy #010.102 – Data Media Security

· CHFS IT Policy #010.104 – Data Encryption of Sensitive Information

· CHFS IT Policy #010.105 – Data Classification

· CHFS IT Policy #020.302 – Password Protected Screen Saver

· CHFS IT Policy #020.305 – User ID/Password

· CHFS IT Policy #020.306 – Internet and Electronic Mail Acceptable Use

· CHFS IT Policy #020.307 – WI-FI Data Security on Mobile Devices

· CHFS IT Policy #020.309 – Workstation Security

· CHFS IT Policy #020.314 – Password Audit

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.

· CHFS OHRM Personnel Handbook
· CHFS 219 Confidentiality Agreement
· Health Insurance Portability and Accountability Act (HIPAA) of 1996

· National Institute of Standards and Technology (NIST) Special Publications (SP) document SP-800-30 – Risk Management Guide for Information Technology Systems
Procedures:
IT Security Team Responsibility: 

It is the responsibility of the IT Security team to: 
· Process the incidents being reported by an employee, investigate the situation and to make closure once the incident has been completed. 

· If an incident is deemed to be a security breach, Notify the Office of Legal Services (OLS), the employees’ Business Unit, and the OATS Executive Director. 

· Monitor incidents and initiate the escalation process when necessary (see Critical Incident Escalation section below).
Critical Incident Escalations: 
If an incident has been categorized as Critical, that incident should be escalated if the process has not been completed, appropriate action started or appropriate management notification has not occurred within 4 hours of initial notification to IT. Security incidents deemed Critical are listed below: 
Critical Incidents most commonly reported by an employee:

· Compromised/Stolen/Altered Confidential or HIPAA Information, 
· Theft and use of Others ID’s and or Passwords, 
· Lost or disclosed Passwords,

· Shared ID and/or Passwords,
· Unauthorized Monitoring, 
· Unauthorized Use of Remote Control, 
· Unauthorized Solicitation, 
· Illegal Log-in Attempt, 
· Hoaxes, 
· Worm, Virus, Trojan Horse, Root Kits, Phishing,
· Unauthorized Physical Access to a controlled area containing Confidential or HIPAA Information, 
· Computer Equipment and/or Media Lost, Stolen or Damaged, 
Other Critical Incidents:

· Redirected Web Sites,
· Denial of Service,
· Probes/Scans, 
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