Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies
Category: 020.000 Managerial Security
020.201 Server Patch Management
Policy:  Hardware and operating system patches will be applied monthly to all CHFS servers.  Notification will be presented to the Change Control Board (CCB) utilizing the Change Request process (see CHFS IT Policy #010.103).  Emergency patches should be applied to all CHFS servers as soon as possible, but no later than one (1) week.
Scope:  This policy applies to CHFS IT employees.

Policy/Procedure Maintenance Responsibility:  The Office of Administrative and Technology Services (OATS), IT Division of Infrastructure and User Support (DIUS), Operations Branch, is responsible for the maintenance of this policy.
Applicability:  All CHFS IT employees and contractors shall adhere to the following policies.
Exceptions:  Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
All patches and hot fixes will be documented on an IT change control request before being applied to the first server.  The approval process will occur during the weekly CCB meeting with all attendees reviewing and approving or disapproving.  The DIUS Director, or designee, will have final approval.

Upon group approval, this will be the sequence of events:
1. Upon release of patches, install them in a Lab Environment for evaluation.

2. The following week, return to CCB meeting for notification of the application of patches to servers in the Development Environment.

3. Install patches to the Development Environment for evaluation.

4. The following week, return to CCB meeting for notification of the application of patches to servers in the Test Environment for evaluation.

5. Install patches to the appropriate test environment.

6. The following week, return to CCB meeting for notification of the application of patches to servers in the Production Environment.

7. Install patches to the Production Environment.

The responsible application administrator for development and test environments will arrange system down time.  The move to the appropriate production environment will occur after normal business hours with the consent of the responsible application administrator.  Any makeup dates will need CCB approval for any reschedule.
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