
 Cabinet for Health and Family Services Data Use Agreement Instructions
Effective June 16, 2003

A researcher holding protected health information (Data Holder) may use and disclose a limited data set without subject authorization only for the purposes of research, public health or health care operations if the disclosing researcher enters into a data use agreement with the intended recipient of the limited data set (Data Recipient). A researcher may use protected health information to create the limited data set or disclose the PHI to a business associate to create a limited data set on behalf of the researcher. If a researcher becomes aware of the Data Recipient using the Limited Data Set in a manner inconsistent with the Data Use Agreement, the Data Holder should attempt to correct the violation. If the attempt is unsuccessful, the Data Holder must discontinue the disclosure of PHI to the recipient and report the problem to the Cabinet for Health & Family Services Privacy Officer who as appropriate will report it to the Secretary of the Department of Health and Human Services.

A Limited Data Set is protected health information that does not directly identify the patient, but which contains certain potentially identifying information. In order to create a Limited Data Set, the following direct identifiers of the individual or of the individual’s relatives, employers or household members must be removed:

1. Name

2. Postal address other than city, town, state and zip code

3. Telephone numbers

4. Fax numbers

5. E-mail address

6. Social security number

7. Medical record number

8. Health plan beneficiary identifiers

9. Account numbers

10. Certificate/license numbers

11. Device identifiers and serial numbers

12. Web URL

13. Internet protocol (IP) address numbers

14. Biometric identifiers including finger and voice prints

15. Full face photographic images, and

16. Any other number, characteristic, or code that could be used to identify the individual.

While the Privacy Rule specifies what identifiers must be removed in the Limited Data Set, the minimum necessary standard of the regulation remains in effect for any other health information. A researcher should only request the information that is required to support the purpose of the research.

Research utilizing a Limited Data Set is not exempt from CHFS-IRB oversight. However, disclosures in the form of a Limited Data Set are exempted from the HIPAA requirement to account for disclosures. 

The Cabinet for Health & Family Services Privacy Officer and/or CHFS Counsel must approve any modifications to approved CHFS Data Use Agreement template prior to execution. 

Typically this form will be used when (1) the Data Holder is a CHFS researcher and the Data Recipient is at another institution/entity or (2) when the Data Recipient is within the Cabinet for Health and Family Services  The form, however, may be used by others outside The Cabinet for Health & Family Services if the Data Holder will accept this Data Use Agreement. 

Instructions:

1. Complete the Data Use Agreement as indicated – inserting purposes, descriptions and the names of individuals and entities as needed.

2. If any modifications to the standard/approved CHFS Data Use Agreement are needed, submit any modifications to the CHFS Data Use Agreement template or alternate Data Use Agreement to The Cabinet for Health & Family Services Privacy Officer, along with a protocol summary for review.  The CHFS Privacy Officer will forward any recommended modifications to Office of Legal Services as needed.

3. You must submit an existing data application to the CHFS-IRB with the application for a Limited Data Set.

4. If you are the Data Recipient, submit the CHFS-IRB approval letter and the approved CHFS Data Use Agreement to the source of the research data or samples (Data Holder).  If you are the Data Holder, submit the completed CHFS Data Use Agreement to the Data Recipient and request that he/she obtain the appropriate signatures. The Data Holder is responsible for assuring that the appropriate authorized individual for the Data Recipient Entity has signed the Data Use Agreement and returned it to the CHFS Privacy Officer.

5. The Data Holder is responsible for assuring that he/she has the CHFS-IRB approval and an approved Data Use Agreement prior to disclosure of the Limited Data Set.

The Cabinet for Health & Family Services
Research Data Use Agreement

This Data Use Agreement (Agreement) is made and entered into as of this       day of      , 20       by and between the Cabinet for Health and Family Services (“Covered Entity”)  via        (“Data Holder” - Department, Office or Division)   and       (“Data Recipient Entity”) via       (“Data Recipient” - Name of Individual within Data Recipient Entity responsible for receiving and fulfilling the obligations of this agreement).
1. This Agreement sets forth the terms and conditions pursuant to which Covered Entity will disclose certain Protected Health Information (PHI) to the Data Recipient Entity in the form of a Limited Data Set for research purposes. The Cabinet for Health and Family Services Data Holder shall not be required to provide the Data Recipient with any information that does not qualify as part of the Limited Data Set under 45 C.F.R. 164.514(e).

2. The Data Recipient Entity, and any Authorized Individual on the Data Recipient Entity’s behalf (i.e. Data Recipient or any other individual authorized by the Data Recipient Entity), may use the Limited Data Set only for the following purposes*: 

     
(Include a brief description of the research and CHFS-IRB number if the research protocol has been received by a CHFS-IRB)
3.

In addition to the Data Recipient, the individuals, or classes of individuals (e.g. researcher’s staff, collaborators, other clinical sites involved in the research, sponsors, outside laboratories), who are permitted to use or receive the Limited Data Set for purposes of the research project, are:        
3. Data Recipient agrees not to use or disclose the Limited Data Set for any purpose other than the research purposes outlined above or as required by law.

4. Data Recipient agrees to use appropriate administrative, physical, and technical safeguards to prevent use or disclosure of the Limited Data Set other than as provided for by this agreement.

5. Data Recipient agrees to report to the Covered Entity any use or disclosure of the Limited Data Set not provided for by this agreement, of which it becomes aware, including without limitation, any disclosure of PHI to an unauthorized subcontractor, within ten (10) business days of its discovery.

6. Data Recipient agrees to ensure that any agent, including the subcontractor, to whom it provides the Limited Data Set, agrees to the same restrictions and conditions that apply through this agreement to the data recipient with respect to such information.

7. Data Recipient agrees not to identify the information contained in the Limited Data Set or contact the individual.

8. This agreement shall be effective as the date signed by the Data Holder and Data Recipient Entity  or       and shall remain in effect until all PHI in the limited Data Set provided to the Data Recipient is destroyed or returned to the Data Holder. 

9. The Covered Entity reserves the right to terminate this agreement due to a material breach of this Agreement by the Data Recipient.  The Covered Entity may provide an opportunity for the Data Recipient Entity to cure the breach or end the violation. If efforts to cure the breach or end the violation are not successful within the reasonable time period specified by the Covered Entity (typically no more than 30 days), the Data Holder shall discontinue disclosure of PHI to the Data Recipient and report the problem to the Cabinet for Health and Family Services Privacy Officer who, if appropriate, will report it to the Secretary of the Cabinet for Health and Family Services or its designee.

10. The Data Recipient acknowledges and agrees that the Covered Entity has relied upon the promises and covenants made in the Agreement and in disclosing the Limited Data Set.

Covered Entity

Data Recipient Entity 

Recommended by Data Holder:
Data Recipient agrees to comply with these provisions:
Signed: ____________________________
Signed: ____________________________ 
Date:               

Date:        
Typed Name:        
Typed Name:      
Title:        

Title:      


Cabinet for Health and Family Services IRB Information:

Study #:      

Date Approved:      

Attach a copy of the IRB approval letter for review by the Cabinet for Health and Family Services Privacy Officer.
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