Cabinet for Health and Family Services (CHFS) 
Information Technology (IT) Policies
Category: 050.000 Security Awareness Program

050.101 Security Awareness Program

Policy: This section defines and details the requirement and required elements of security education that data owners are expected to implement to safeguard their computing asset or group of assets. Users must be briefed on their responsibilities for computing security before initial access is given to any CHFS computing asset. Users must also be educated annually on their security responsibilities. To satisfy this requirement, the following must be provided:

· Initial briefing

· Annual education
· A written record

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.

Applicability:  All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
1. Establishing a Security Awareness Program

The Security & Audit Section will meet periodically to:

· Review the current status of CHFS’s information security policies and program;

· Review and monitor security incidents that may have occurred within CHFS;

· Approve and review information security projects;

· Approve new or modified information security policies; and

· Perform other necessary high-level information security management activities.

2. Initial Security Awareness Training

All employees and contractors** of CHFS must be provided with sufficient training and supporting reference materials to allow them to properly protect CHFS’s information resources. They must read and acknowledge their understanding of the contents of CHFS’s Security Policies before being granted access to CHFS computing assets.

All new employees to CHFS must attend the orientation provided by the CHFS Office of Human Resources Management (OHRM). Security training is included in the initial training for all staff (see CHFS OHRM Procedures Handbook, Chapter II: 2.10 on the CHFS INTRANET at CHFSNET.KY.GOV.AFA/OHRM/PPH). In addition, all new employees and contractors** will sign the CHFS Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement form (located on the CHFS INTRANET at CHFSNET.KY.GOV.AFA/OHRM/FORMS.HTM Employee Privacy Agreement).

3. Periodic Security Awareness Training

Employees and contractors** must be educated annually on their computing security responsibilities. To satisfy this requirement, the Security & Audit Section will provide security training on a periodic basis. The training will help keep individuals focused on their role in promoting good security practices. The security awareness training must be incorporated in the employee’s annual review.

Due to the sensitivity of their work, all IT employees and contractors** will be required to re-sign the form on an annual basis. Any employee or contractor who transfers into IT from another agency within CHFS will be required to receive security training immediately and sign the form before being allowed IT level security access.

· All IT employees must review and sign the CHFS Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement form annually during the end of year Employee Annual Evaluation process.

· All IT contractors** must review and sign the CHFS Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement form annually at the end of each calendar year.

4. Record

The CHFS Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement form is used to record an individual’s acknowledgement and understanding of security policies and procedures. The first years form must be signed by the individual and will be maintained by OHRM or the Office of Contract Oversight depending upon whether the individual is a state employee or a contractor**.

IT employees and contractors** will be required to re-sign the form on an annual basis. Originals of the signed security forms will be maintained in central IT Divisional files for both State Employees and Contractors**.

Note: **Contractors, as defined in this policy are employed under the Commonwealth’s SDS contract agreements or by personal service contract (PSC). In addition, subcontractors of companies contracted to perform temporary duties and requiring access to IT systems are not required to attend training.
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Cross Reference #

· COT SPPM 15.0 Security Awareness
· There are no corresponding COT policies related to this policy.

· CHFS OHRM Personnel Procedures Handbook, Chapter II: 2.10

· CHFS Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement form
· CHFS IT Policy # 070.203 – Exceptions to Standards and Policies.
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