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1 – ANT2015DB-1A Ltr ANT to PB re Anthem Response PHI breach CAP_dte063015:  

Corrective Action Plan Response – Anthem implemented a complex, three level authentication 
processes for all privileged administrator accounts for access to their databases.   

2 – ANT2015DB-1A Ltr PB to CC re Accept CAP PHI breach_dte072715: 

 Corrective Action Plan Accepted – DMS contingently accepts CAP submitted by Anthem. 

3 – ANT2015DB-2 Ltr ANT to PB re Response Premera BC breach_dte063015: 

Corrective Action Plan Response – Anthem outlined multiple steps to prevent future occurrences 
and commits to notify DMS within 1-2 business days should any such event occur in the future 
where another Blues organization becomes the victim of a cyber-attack.  

4 – ANT2015DB-2 Ltr PB to ANT re Accept CAP Premera BC breach_dte072715: 

Corrective Action Plan Accepted – DMS contingently accepts CAP submitted by Anthem. 

5 – CC2015AR-1 Ltr PB to CC re CAP Request Monitor Requirements_dte071415: 

Corrective Action Plan Requested – Coventry not in substantial compliance with monitoring 
requirements; Coventry failed to provide information requested by DMS staff for monitoring 
purposes. 

6 – CC2015AR-1 Ltr CC to PB re Coventry CAP Response _dte072915: 

Corrective Action Plan Response – Coventry provided an explanation how the data provided initially 
met the requested information; which is why additional data was not submitted. 

7 – CC2015AR-1 Ltr PB to CC re CAP Response Not Accepted_dte081015: 

Corrective Action Plan Not Accepted – DMS unable to locate a detailed plan to ensure future 
compliance and an implementation date (time and manner) as requested in letter dated July 14th. 

8 – CC2015AR-1 Ltr CC to PB re Coventry Updated CAP Response_dte082715: 

Corrective Action Plan Updated Response – Coventry implemented a new desktop procedure 
outlining each department’s responsibility in responding to the state’s request of ad hoc reporting 
to include specific language specified herein.  
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9 – CC2015SE-2 Ltr PB to CC re CAP encounter submission_dte071415: 

Corrective Action Plan Requested – Coventry’s pharmacy subcontractor failed to submit accurate 
encounter data.  

10 – CC2015SE-2 Ltr CC to PB re Coventry CAP Response_dte072915: 

Corrective Action Plan Response – Coventry’s subcontractor made a system modification to remove 
member records whose Medicaid ID was less than 10 digits.  Correct encounter files were 
resubmitted to DMS and accepted.  

11 – CC2015SE-2 Ltr PB to CC re CAP Response Accepted_dte081015: 

 Corrective Action Plan Accepted – DMS accepts Coventry’s CAP. 

12 – HCS2014IPRO Ltr PB to HCS re CAP EQR Performance_dte081015: 

Corrective Action Plan Requested – The SFY 2014 Medicaid Compliance Review conducted by IPRO 
on behalf of the Department found Humana CareSource minimally compliant in several contract 
areas.  

13 – HU2015ICD-1 Ltr HCS to PB re Humana CAP Response_dte070215: 

Corrective Action Plan Response – Humana CareSource will ensure the subject line of manually 
submitted emails accurately reflect the content of the emails and test files so no further confusion 
exists.  Requests DMS to reconsider CAP issuance on the basis of human error. 

14 – HU2015ICD-1 Ltr PB to HCS re CAP ICD Accept_dte071415: 

Corrective Action Plan Accepted – DMS accepts the response and agreed to change this action to a 
letter of concern rather than a corrective action plan.  
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15 –HU2015PC-1 re Humana Credentialing CAP response_dte071015: 

Corrective Action Plan Response – Humana will ensure its credentialing and recredentialing process 
screens any person disclosed as an owner, office, managing employee or board member of a 
provider against sanctions lists through on-going training and professional development. 

16 –HU2015PC-1 re Credentialing CAP Accepted_dte071715: 

Corrective Action Plan Accepted – DMS accepts Humana’s CAP response. 

17 –HU2015PL-1 re CAP Requested Prov Ntwk File_dte072315:  

Corrective Action Plan Requested – Humana failed to leave provider license blank if physician is 
licensed in a state other than Kentucky which is non-compliant with provider network file layout. 

18 –HU2015PL-1 re Humana Prov Ntwk File CAP Response_dte080715:  

Corrective Action Plan Response – Senior staff will review the file load and assist any new employees 
to ensure compliance with appendix L of the MCO contract.  

19 –HU2015PL-1 re Prov Ntwk File CAP Accepted_dte081715:  

Corrective Action Plan Accepted – DMS accepts Humana’s CAP response. 

20 –PP2015ESE-2 re Delegations Enctr Data CAP Requested_dte072715:  

Corrective Action Plan Requested – Passport failed to oversee and remain accountable for functions 
and responsibilities delegated to subcontractor; and failed to submit accurate encounter data. 

21 –PP2015ESE-2 re Passport CAP Response_dte081015:  

Corrective Action Plan Response – Subcontractor making system enhancements.  Failed encounter 
file corrected and resubmitted. 

22 –WC2015NA-1 re WellCare Prov Ntwk CAP Response_dte071015: 

Corrective Action Plan Response – WellCare to review Third Party Vendor (TPV) network files prior 
to file submission to the Department. 

23 –WC2015NA-1 re Prov Ntwk CAP Accepted_dte072315: 

Corrective Action Plan Accepted – DMS accepts WellCare’s CAP response. 
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Anthem Blue Cross and Blue Shield Medicaid 
13550 Triton Park Boulevard 
Louisville, KY 40223 

June 30, 2015 

Patricia Biggs 
Director, Division of Program Quality and Outcomes 
Department for Medicaid Services 
275 E Main St. 6C-C 
Frankfort, KY 40621 

RE:  Identifying # ANT2015DB-1A 

Dear Ms. Biggs, 

Anthem Blue Cross and Blue Shield Medicaid (Anthem) is responding to the notification of Corrective 
Action received from the Department for Medicaid Services (DMS) on June 17, 2015.  The letter was in 
regards to Anthem’s cyber-attack and noted that Anthem was not in compliance with Appendix O of our 
contract with DMS by not following required procedures regarding the breach of unsecured PHI.   

Since learning of the incident, Anthem has taken the following steps in order to prevent future 
occurrences of this nature.  We have implemented a complex, three level authentication process for all 
privileged administrator accounts for access to our databases.  The security and system event logging 
capabilities have been enhanced and expanded, more than doubling the amount of information 
captured and stored.  Security has been further enhanced for end user convenience system access to 
items such as calendars, contact lists and email.  This access now requires two-factor authentication that 
includes mandatory use of a token.  We have added additional sensors and monitoring agents and have 
increased security spending to expand staffing resources.  Anthem associates no longer have access to 
their personal email accounts using corporate desktops and laptops in Anthem offices or when 
connected remotely to our network.  This incident was not related to the use of personal email 
accounts; however, we felt this was one more step we could take that would increase our security by 
eliminating the risk of use of web-based email systems that are subject to viewing by outside entities.  
We also continue to explore all possible avenues of continued heightened security measures and will do 
so well into the future.   

We will follow up with additional updates regarding this event, as well as the detailed listing of affected 
members and the corresponding PHI details.  There is an on-going investigation into this incident by 
Anthem in conjunction with the Federal Bureau of Investigation (FBI).  At this time, there is no estimated 
timeframe for completion; however, Anthem will continue to cooperate with federal law enforcement 
officials throughout the process.  We will also provide DMS with updates during this time until 
completion.   

We are available to discuss any questions or concerns and thank you for your time and consideration. 

Sincerely, 

Amy Hayden 
Manager, Regulatory Services 
Anthem Blue Cross and Blue Shield Medicaid 





 
 

 
 
 

Anthem Blue Cross and Blue Shield Medicaid 
13550 Triton Park Boulevard 
Louisville, KY 40223 
 

 

June 30, 2015 

Patricia Biggs 
Director, Division of Program Quality and Outcomes 
Department for Medicaid Services 
275 E Main St. 6C-C 
Frankfort, KY 40621 
 
RE:  Identifying # ANT2015DB-2 
 
Dear Ms. Biggs, 
 
Anthem Blue Cross and Blue Shield Medicaid (Anthem) is responding to the notification of Corrective 
Action received from the Department for Medicaid Services (DMS) on June 17, 2015.  The letter was in 
regards to the cyber-attack of which Premera Blue Cross was victim and noted that Anthem was not in 
compliance with Appendix O of our contract with DMS by not following required procedures regarding 
the breach of unsecured PHI.   
 
Anthem learned of the Premera cyber-attack on March 17, 2015.  This attack was completely separate, 
and unrelated, from Anthem’s own cyber-attack.  While we were informed about the attack on this 
date, we were not yet aware of the affected membership.  It took additional time for Premera and 
Anthem to perform the needed research to narrow down what Anthem Kentucky Medicaid members, if 
any, had been affected as well as any other Anthem, Inc. members in other markets.  Anthem was 
provided with the names of our affected members on March 19, 2015.  While Premera is not an Anthem 
company and has no relationship with our organization, our members were affected because both 
Premera and Anthem are Blues plans.  Our affected members had received services while out of state 
and the servicing providers followed the procedure of submitting their claims through the Blues card 
program.  The individuals committing the cyber-attack therefore had access to their information.   
 
Premera has committed to the following steps in order to prevent future occurrences of this nature. 

• Removed compromised systems from the Premera network and rebuilt those systems 
• Blocked known malicious sites to the web proxy 
• Blocked attacker controlled IP addresses 
• Implemented a DNS black hole solution (internal DNS servers identify known malicious 

domain names to the IP addresses of an internal monitoring server) 
• Validated that all network remote access mechanisms require strong two-factor 

authentication 
• Reset all Windows domain and local credentials 
• Removed local administrator privileges for Windows domain accounts that do not require 

them 
• Strengthened Windows password policy to protect against password cracking and brute 

force attacks 
• Enhanced Windows event logging 
• Reduced the exposure of Windows credentials in memory 
• Enhanced network device logging capabilities  



• Installed enhanced monitoring tools to provide reports of any new attacks on the Premera 
network 

• Enhanced and expanded security and system event logging capability 
• Stopped the ability for employees to access personal email accounts, as well as many 

websites, from Premera’s network 
• Increased the sensitivity of the existing ProofPoint application so that suspicious embedded 

links and attachments are blocked from delivery to employees 
• Enhanced employee education on the risks of the phishing tactics used by cyberattackers 

In order to maintain compliance with our contract requirements, should any such events occur in the 
future where another Blues organization becomes the victim of a cyber-attack, Anthem will notify DMS 
within 1-2 business days of receiving notification.  This notice will confirm the incident and inform DMS 
that it is a preliminary notification that will be followed with confirmation of whether any PHI of any 
Anthem Kentucky Medicaid members was accessed.  The confirming notification will contain the specific 
details of the affected members, including a description of the PHI involved.  We believe it is in the best 
interest of all parties to provide notification for all such incidents, even if the result is that no Anthem 
members were affected, as was the case with CareFirst BlueShield.   
 
We will follow up with additional updates regarding this event, as well as the detailed listing of affected 
members and the corresponding PHI details.   
 
We are available to discuss any questions or concerns and thank you for your time and consideration. 
 
Sincerely, 
 

 
Amy Hayden 
Manager, Regulatory Services 
Anthem Blue Cross and Blue Shield Medicaid 

















































July 2, 2015 

Re: HU2015ICD-1 

Dear Ms. Biggs, 
 Humana-CareSource disagrees with the HU2015TICD-1 notice of noncompliance and is seeking 
reconsideration. Section 16.0 and 17.1 of the Medicaid Managed Care Contract guides us to Appendix C, 
D, and E on how the files must be formatted. The test file for the claims file submission referenced in the 
notice of noncompliance was submitted in the appropriate format for this test file type as required 
according to the Contract including the use of “Test_” when submitting test files as indicated during 
previous KDMS Humana Weekly IT calls.  A screen shot of the submitted file name cited in this notice of 
noncompliance is listed below for your reference:    

S. No File name 
Claim 
count 

1 TEST_KYW837P_9900005018_D_20150619_020537.zip 9235 

The file cited in the notice of noncompliance provided the correct file naming convention and file layout 
according to the contract requirements and guidance provided by KDMS in the Humana Weekly IT Calls 
for the type of claim file submitted.  However, when manually submitting the test file through email, the 
staff member inadvertently added reference to ICD-10 to the subject line.  This test file submitted was 
not related to ICD-10, and therefore does not require to ICD-10 file naming convention.  In the 
aforementioned section of the Medicaid Managed Care Contract, there is no guidance on requirements 
for subject lines of emails when transmitting these test files manually. This issue was identified by 
Humana-CareSource and conveyed to Jan Thornton on 6/23 during the KDMS Humana Weekly IT call. 
Based upon these facts, Humana-CareSource respectfully requests to overturn this notice of 
noncompliance.  

In the future, Humana-Caresource will ensure the subject line of manually submitted emails accurately 
reflect the content of the emails and test files so no further confusion exists. 

In the future we will be submitting test files related to ICD-10 according to guidance in the Medicaid 
Managed Care contract. The subject line will reflect the content test file contained in the email.  

Thank you for your reconsideration. 

Chad Pendleton 
 Executive Director, Kentucky Medicaid 
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HU2015PC-1 Provider Credentialing and Recredentialing CAP 

Corrective Action Plan 

Date: July 10, 2015  

Topic: Provider Credentialing and Recredentialing 

Unique Identifier: HU2015PA-1 

Compliance Regulation/Requirement:  

Section 27.2 of the Managed Care Contract (“Contract”) between the Commonwealth of Kentucky and Humana-CareSource states that 
“the Contractor shall conduct Credentialing and Recredentialing in compliance with 907 KAR 1:672 and federal law.”  Section 27.2(D) 
states “The process for verification of Provider credentials and insurance shall be in conformance with the Department’s policies and 
procedures.  The Contractor shall meet requirements under KRS 205.560(12) related to credentialing.  The Contractor’s enrolled 
providers shall complete a credentialing application in accordance with the Department’s policies and procedures.”  Verification of 
Provider’s credentials shall include: (L) Documentation of sanctions or penalties imposed by Medicare or Medicaid.   

Background:  

On June 17th, the Commonwealth of Kentucky, Department for Medicaid Services (“Department”) became aware of a provider (BHSO) 
whose application for credentialing had been submitted by Humana-CareSource which included a board member of that provider who 
had been excluded from Medicaid and Medicare participation.  
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HU2015PC-1 Provider Credentialing and Recredentialing CAP 

Summary of actions taken/to be undertaken and completion dates: 
 

Deficiency Corrective Action Due Date 

Failure of Humana-CareSource 
to meet requirements under 
KRS 205.560(12) related to 
credentialing.  
 
Recommendation: Ensure 
credentialing and 
recredentialing process 
screens any person disclosed 
as an owner, officer, managing 
employee or board member of 
a provider against sanctions 
lists. 
 
 

1. Humana-CareSource will ensure its credentialing and re-
credentialing process will include screening any person 
disclosed as an owner, officer, managing employee or 
board member of any provider applying for initial 
enrollment or recredentialing.  
 

2. Humana-CareSource will continue providing training and 
professional development to staff regarding credentialing 
and recredentialing policies and procedures to ensure that 
processes remain in sync with KDMS policies, procedures, 
and expectations.  

 

a. On July 2, 2015, during Humana-KDMS monthly 
Operations meeting, a request was made to 
schedule training for Humana’s credentialing staff 
with KDMS Provider Enrollment, in order to ensure 
that our processes remain in sync with KDMS 
policies, procedures, and expectations. Currently, 
we are awaiting notification from KDMS of when this 
can be scheduled. 

 
 

Implemented 
 
 
 
 
 
 
On-going 
 
 
 
 
In process 
 

  
 
Certification:  
 
The undersigned have read this Corrective Action Plan and agree to its terms and requirements. 
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HU2015PC-1 Provider Credentialing and Recredentialing CAP 

Business Owner Signature:      Date:         7/10/2015                     
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HU2015PL-1 Provider License CAP 

             
 

Corrective Action Plan 
 

 
Date:    August 7, 2015              
         
Topic:    Provider License    
 
Unique Identifier:  HU2015PL-1 
 
 
Compliance Regulation/Requirement:   
 

APPENDIX L of the Managed Care Contract (“Contract”) between the Commonwealth of Kentucky and Humana-CareSource titled 
“MCO Provider Network File Layout” states: Provider License Character 10 – Must be submitted for physicians and leave blank if 
physician is licensed in a state other than Kentucky.  
 
Background and Root Cause Analysis:   
 
On July 16, 2015, five records submitted by Humana-CareSource via a file from Beacon, a subcontractor, were rejected for failure to 
leave provider license blank if a physician is licensed in a state other than Kentucky. The license numbers were entered into the report 
with all the numbers and characters listed on the license per verification.  Beacon had a new employee assisting with the file load who 
failed to leave the provider license blank.   
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HU2015PL-1 Provider License CAP 

Summary of actions taken/to be undertaken and completion dates: 
 

Deficiency Corrective Action Due Date 

Failure to leave provider 
license blank if a physician is 
licensed in a state other than 
Kentucky.   
 
 
 

1. Beacon is aware that the limit of licensure numbers is 10 
characters and will truncate numbers in order to fit the size 
limitation per the reporting specifications and requirements 
under the Contract.  Senior staff will review the file load 
and assist any new employees to ensure compliance with 
this provision.  
 

2. Beacon will provide training and oversight of staff who are 
conducting the file load.  

 
 

Implemented 
 
 
 
 
 
 
Implemented  
 
 
 

  
 
Certification:  
 
The undersigned have read this Corrective Action Plan and agree to its terms and requirements. 
 
 
 

Business Owner Signature:      Date:         8/7/2015                     
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