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Health Information Exchange





KHIE Site to Site VPN Form
Version 3.1

Please fill out the following information and return it to jesse.jordan@ky.gov
Note: A site to site VPN cannot be configured without all the required fields.  

This VPN form contains all information necessary to do the initial configuration on the customer side.
	Your VPN Contact
	
	KHIE VPN Contact

	Name:
	* Required
	
	Name:
	

	Company:
	* Required
	
	Company:
	

	Phone:
	* Required
	
	Phone:
	

	Email:
	* Required
	
	Email:
	


All VPN requests must be approved by an KHIE Account or Project Manager

Name of KHIE Account/Project Manager = Jesse Jordan

Customer name = * Required 

(Example ‘Laboratories of XXX’)

RHIO/Governing body name = * Required
 (Example ‘RHIO of YYY’)
KHIE VPN peer IP = 208.37.137.4
Customer VPN peer IP = * Required
TEMPORARY pre-shared key for use for initial configuration = F$iijexCC2Vvi@FQI4XqvgA!

(The key will be changed before any network traffic is allowed to pass other than ICMP ping tests) 

Phase 1 Transform-set

DH Group 2—ESP—3DES—SHA1—Lifetime 86400 seconds (24 hours)

Phase 2 Transform-set

No PFS—ESP—3DES—SHA1—Lifetime 28800 seconds (8 hours)
KHIE interesting traffic endpoint IP address = 208.37.137.200

Customer interesting traffic endpoint IP address (es) 
	Customer  IP Addresses

	* Required

	

	

	

	

	

	

	


NOTE: NO SUBNETS ALLOWED – YOU MUST SUBMIT THE HOST IP ADDRESSES TO BE USED
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