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070.116
Licensed Software Use

Policy: CHFS expressly prohibits the duplication, distribution, sale, or illegal installation of any licensed software, purchased by the Commonwealth or this cabinet, that violates any or all of the provisions of the vendor/manufacturer’s licensing agreement. No software exceeding the number of licensed copies shall be installed on any computer, workstation, server, switch or other network device within the cabinet.

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) Chief Information Officer (CIO) or designee is responsible for the maintenance of this policy.
Applicability:  All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Responsibility: It is the responsibility of all cabinet personnel to be aware that all software installed on state computers is licensed and for official use only. Software must be acquired by requisition utilizing a CHFS96 and submitting it to the CIO for approval and documentation. Removing copies of media or the copying of installed software with the intent of installing the software on another computer, for personal use is a violation of Federal Copyright laws. Authorized Cabinet technicians must also have an in-depth understanding of, and keep in total compliance with, all software licensing provisions of state owned software. It is also the responsibility of all Cabinet personnel to report any incident of software license abuse to the IT Security & Audit Section.

Exceptions: There are circumstances where original software media may be copied for the purpose of preserving the original media in a secured storage area. Copies of licensed software are only to be used by IT personnel during initial installation of software, reinstallation after a computer malfunction, or in creating backup images. Original software codes, licenses, certificates, etc. are stored and maintained by OATS.
Policy Violations: Violations of this policy may be categorized as “Software Piracy” and / or “Theft of Intellectual Properties”. Individuals found to be in violation of this policy shall be subject to disciplinary actions that may result in, and not be limited to, suspension, termination, and may also be subject to criminal prosecution.

References:

· The ‘‘Intellectual Property Protection and Courts Amendments Act of 2004’’.

· [Copyright Act of 1976], Pub. L. No. 94-553, 90 Stat. 2541 (for the general revision of copyright law, title 17 of the United States Code, and for other purposes), October 19, 1976.

· [Copyright Amendments], Pub. L. No. 96-517, 94 Stat. 3015, 3028 (amending §101 and §117, title 17, United States Code, regarding computer programs), enacted December 12, 1980. 
· Piracy and Counterfeiting Amendments Act of 1982, Pub. L. No. 97-180, 96 Stat. 91, 93 (amending § 506(a), title 17, United States Code and title 18 of the United States Code), enacted May 24, 1982.

KRS 434.855 Misuse of computer information.

(1) A person is guilty of misuse of computer information when he or she:

(a) Receives, conceals, or uses, or aids another in doing so, any proceeds of a violation of KRS 434.845; or

(b) Receives, conceals, or uses or aids another in doing so, any books, records, documents, property, financial instrument, computer software, computer program, or other material, property, or objects, knowing the same to have been used in or obtained from a violation of KRS 434.845.

(2) Misuse of computer information is a Class C felony.

Effective: July 15, 2002

History: Amended 2002 Ky. Acts ch. 350, sec. 6, effective July 15, 2002. – Created 1984 Ky. Acts ch. 210, sec. 4, effective July 13, 1984.

KRS 514.030 Theft by unlawful taking or disposition -- Penalties.

(1) Except as otherwise provided in KRS 217.18 1 or 218A. 1418, a person is guilty of theft by unlawful taking or disposition when he unlawfully:

(a) Takes or exercises control over movable property of another with intent to deprive him thereof; or

(b) Obtains immovable property of another or any interest therein with intent to benefit himself or another not entitled thereto.

(2) Theft by unlawful taking or disposition is a Class A misdemeanor unless the value of the property is three hundred dollars ($300) or more, in which case it is a Class D felony; or unless:

(a) The property is a firearm (regardless of the value of the firearm), in which case it is a Class D felony; or

(b) The property is anhydrous ammonia (regardless of the value of the ammonia), in which case it is a Class D felony unless it is proven that the person violated this section with the intent to manufacture methamphetamine in violation of KRS 21 8A. 1432, in which case it is a Class B felony for the first offense and a Class A felony for each subsequent offense.

Effective: July 14, 2000

History: Amended 2000 Ky. Acts ch. 233, sec. 8, effective July 14, 2000. – Amended 1998 Ky. Acts ch. 301, sec. 9, effective July 15, 1998. -- Amended 1994 Ky. Acts ch. 314, sec. 2, effective July 15, 1994. – Amended 1992 Ky. Acts ch. 451, sec. 1, effective July 14, 1992. -- Created 1974 Ky. Acts ch. 406, sec. 119, effective January 1, 1975.
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