Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies
Category: 020.300 Administrative Security

020.311  Internet Site Filtering
Policy: All CHFS domain employees and contractors will be assigned to an Internet Site Filtering group based on the access required by the employee’s duties. CHFS IT establishes the filtering groups. 
CHFS IT, in consultation with the Commonwealth Office of Technology (COT), determines Internet sites that need to be blocked or blacklisted from normal use and which sites should be whitelisted.
All CHFS employees and contractors are responsible to acknowledge the Cabinet’s acceptable use policy with the full understanding that any Internet activity is available for monitoring and reporting. No employee or contractor shall be given, nor shall they assume, any right to privacy with regard to the use of state IT resources or Internet access (see CHFS IT Policy #020.306).
Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services who have a CHFS domain account. 
Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability: All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Review Cycle: Annual

Timeline:

Revision Date: 7/30/2008
Review Date: 7/29/2008
Effective Date: 7/30/2008
Cross Reference #

· There are no corresponding COT policies related to this policy.

· CHFS IT Policy #020.306 – Internet, Computer Workstation & Electronic Mail Acceptable Use.

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.

· CHFS OHRM Personnel Handbook – Section 2.4 – Internet, Computer Workstation & Electronic Mail Acceptable Use Policy.
IT PROCEDURES

FILTER ASSIGNMENTS
Default Filtering Assignments:

All CHFS personnel will be placed into the CHFS controlled Default internet filtering group.  All other network users will be routed through the COT controlled Default internet filtering group.
Changes to Filtering Assignments:

Filtering change requests are made by Director level management or above by sending an email to the ‘CHFS IT Security Team’ for their employees. Once the request is approved, the individual employee will be placed in the appropriate internet filtering group (see Filter Group definition list below). 


DEFINED FILTER GROUPS
The following COT defined filter groups are used by CHFS. Note: Some sites may be blocked at one filter group level and left unblocked at other filter group levels.
	Filter Group
	Filter Group Definition

	LOW 

(CSM-CHFS-LOW)
	Low filtering. Does not bypass CHFS or COT blacklisted sites. Allows for access to whitelisted sites. 

Group selections are controlled by CHFS IT.

	CHFS DEFAULT

(CHFS-DEFAULT (1,2,3,4))
	Standard default assignment for all employees. Does not bypass CHFS or COT blacklisted sites. Allows for access to whitelisted sites.
Group selections are controlled by CHFS IT.

	LOCKDOWN

(CSM-GROUP-LOCKDOWN)
	Highest level of lockdown. Allows limited access to the Society/Education/Religion group of sites (Cities / Regions / Countries, Education, Governmental Organizations, & Non-Governmental Organizations). Does not bypass CHFS or COT blacklisted sites. Allows for access to whitelisted sites.
Group selections are state wide and controlled by COT.

	OPEN

(CSM-GROUP-OPEN)
	Wide Open - not filtered at COT, bypasses COT blacklisted sites. Allows for access to whitelisted sites.
RESTRICTED USE. Requires IT Executive Management Approval.


NOTE: If it becomes necessary to shutoff all internet access, the appropriate manager can use the same process and request a complete ‘Internet SHUTDOWN’ for an employee.


CHANGES TO FILTERS

Internet Site Category Changes to CHFS controlled filter groups:
1. CHFS IT makes the determination when specific internet site category changes are necessary for the CHFS controlled filter groups (LOW and DEFAULT).
2. Recommendations for changes are sent to IT & OHRM management for approval.
3. After approval by IT & OHRM Management, the IT Security Team will forward the change request to COT to update the CHFS controlled filter group. 

4. After COT has modified the requested filter group, the IT Security Team will verify that the filter operates appropriately.

SPECIFIC SITE BLOCKING
Changes to Site Blocking:

· Blacklisting – The specific site will be blocked for all state employees and takes specific COT approval

· Whitelisting - The specific site will be unblocked for all state employees and takes specific COT approval

Site blocking or unblocking: Once the request is approved, it will follow the process below.
Process for Requesting a site to be blocked or unblocked:
1. Requests are made by Director level management or above by sending an email to the ‘CHFS IT Security Team’.  Requests for specific sites or groups of sites to be placed in the BLOCKED or UNBLOCKED category will be reviewed by IT Management prior to being approved.

2. The Division of Infrastructure and User Support (DIUS) & the IT Security Team will review all requests and make recommendations for changes in AD groups.

3. After approval by IT Management, the IT Security Team will forward the blocking/unblocking request to COT for inclusion in the CHFS blocked sites. 

4. After COT has blocked/unblocked the site(s) requested, the IT Security Team will verify that the sites are blocked/unblocked.
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