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020.205 IT Network Systems Vulnerability Assessment Policy

Policy: CHFS complies with and adheres to the Commonwealth Office of Technology (COT) Policy #CIO-082, Critical Systems Vulnerability Assessments. 
It is the policy of this Cabinet to establish procedures to assess all aspects of network vulnerabilities. Vulnerability assessments of Cabinet IT resources shall be performed within the criteria stated in COT Policy CIO-082 and with the full cooperation of COT, in addition to performing in-house vulnerability checks. It shall also be Cabinet policy to identify all critical systems on the CHFS network for the express purpose of probing for vulnerabilities at a greater frequency. Critical systems are those that support one or more critical business applications. These systems shall include, but not be limited to, servers, network switches, web proxy devices and CHFS firewall devices, etc. It is also the responsibility of the DIUS to inform COT of the details regarding changes to the CHFS infrastructure.

Scope: This policy applies to all CHFS IT employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: It is the responsibility of the Office of Administrative and Technology Services (OATS) IT Security & Audit Section to update this policy and associated procedures, whenever changes to the infrastructure or enterprise environment occur. 
Applicability: All CHFS IT employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Responsibility: CHFS OATS Division of Infrastructure and User Support (DIUS) Operations Branch is responsible for maintaining a list of all servers within the Cabinet and performing vulnerability checks against each on a recurring basis. It is the responsibility of DIUS to determine that any outside entity, organization or third-party contractor, contracted to perform vulnerability assessments, is a qualified organization and has signed the appropriate Cabinet confidentiality statement prohibiting the divulgence of sensitive information. DIUS shall provide a list of Cabinet servers to the outside entity responsible for performing the periodic vulnerability assessment.

DIUS shall act as the liaison with COT for all vulnerability/penetration testing. DIUS shall notify COT, Security Services a minimum of three (3) business days prior to the start of vulnerability or penetration testing. The results of the vulnerability assessments and/or penetration tests shall be reviewed by the IT Security & Audit Section and forwarded to the Cabinet’s Chief Information Officer (CIO) for final disposition. The CIO, in concert with the IT Security & Audit Section shall determine what actions, if any, need be implemented to further secure the CHFS network.

Review Cycle: Annual.
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Cross Reference #

· COT Enterprise Policy CIO-082 – Critical Systems Vulnerability Assessments
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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