Cabinet for Health and Family Services (CHFS)
Information Technology (IT) Policies

Category: 020.300 Administrative Security

020.305 Network UserID/Password
Policy: CHFS complies with and adheres to the Commonwealth Office of Technology (COT) Policy #CIO-072 – User ID & Password Policy. 
All data and media must be sufficiently protected and monitored, consistent with CHFS IT security policies and procedures, to prevent unauthorized use, modification, disclosure, destruction, and denial of service. Security controls must be applied in a manner that is consistent with the value and classification of the data (CHFS IT Policy #010.105). Access to data must be granted to users only on a "need-to-know" basis, subject to approval by the designated data owner of the data assets.

CHFS employs complex passwords to protect cabinet Information Technology resources and the associated data. Complex passwords shall be constructed, used, changed and safeguarded, in accordance with the directions and provisions contained in this policy. The criteria for selecting a complex password are outlined within this document.

Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability: All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
RESPONSIBILITY FOR COMPLIANCE
IT is responsible for enforcing and managing this password policy, assuring that employees within CHFS have been made aware of the provisions of this policy, that compliance by the employee is required, and that intentional or inappropriate use shall result in disciplinary action up to and including dismissal pursuant to KRS1 8A and 101 KAR 1:345. Supervisors are responsible for assuring that their staff adheres to the CHFS password policy and for reporting non-compliance to the CHFS Security & Audit Section. The CHFS IT Security & Audit Section is responsible for determining the type and severity of incidents being reported to the CHFS Office of Human Resource Management (OHRM) for discipline.

Password Audits:
The IT Security & Audits Section shall perform monthly audits of all CHFS network passwords (CHFS IT Policy #020.314). If appropriate, the user will be notified via email that their password does not meet the required complexity and that it should be changed immediately.

USERID Usage:

UserIDs are individually owned in order to maintain accountability. Only one individual, who is responsible for every action initiated by that account, is allowed to use the assigned UserID. The system shall display the last use of the individual’s account so that unauthorized use may be detected. It is prohibited to log someone else in under your account. If it is necessary to allow someone else access to your workstation you are required to logoff and have the other user logon with their credentials.

Password Usage: Passwords are the first line of defense for securing our network in order to protect the network and data from compromise.
Password Protection:

1. Strong password usage shall be enforced. Per this policy, IT shall randomly audit passwords to ensure user compliance.

2. Account Lockout will occur after 3 unsuccessful logon attempts. If an incorrect password is entered three times consecutively, your network user account will be locked. At that time, you will not be able to log into the network until a network administrator unlocks your account. You will be required to contact the CHFS Network Help Desk to reinstate your account (502-564-0104 option #5) or 866-231-0003.

3. User Validation. Before a network administrator will reset a password, and to confirm the identification of the caller, the network administrator will request the last four (4) digits of the callers Social Security Number (SSN). Once the users’ identification has been confirmed, the network administrator will reset the account and/or the users’ password.

Password Construction:

Passwords are constructed differently depending of the network account type (CHFS IT Policy #020.301). The descriptions listed in this policy cover a regular account. Privileged account password construction, where different from a regular account, will be notated.

Network passwords must be a minimum of eight (8) characters in length consisting of a combination of letters, numbers and special characters. The use of “dictionary words” is expressly prohibited, as they are easily cracked and defeat network security measures.
Examples
	Password
	Status
	Reason

	12345
	Invalid
	Not enough characters, numbers only and numbers are in sequence.

	Monday1
	Invalid
	Not enough characters, does not contain special characters, is a dictionary word and is easily recognized by password cracking software.

	Wav2q46et
	Invalid
	Does not contain special characters.

	;rsx3G6Dwp*
	Valid
	Password contains at least 8 characters and combines all the necessary complex password characteristics.


Password Characteristics:
1. Maximum password age is 30 days. 
2. Minimum password age will be 1 day.
3. Normal account password length must be at least 8 characters. 
4. Privileged account password length must be at least 14 characters .
5. Passwords must be alpha, numeric and contain special characters. 
6. Passwords must be unique to a user within a user group (ex: Sunflox#1, 2, 3, etc. in a related office workgroup). 
Passwords MUST BE: 

1. Kept confidential (employees shall sign a new Confidentiality and Security Agreement during their annual review). NEVER SHARE YOUR PASSWORD!  Sharing passwords is not only a breach of security but it will result in disciplinary action. Logging on to the network under another’s UserID and password shall also result in disciplinary action.

2. Changed every 30 days unless otherwise approved. This means that the network will require each user to change their password at least every 30 days. At the appropriate time, the network will warn you that your password is about to expire or has expired and will require that you enter a new password. To update your password, enter your “old password,” your “new password,” and then “confirm” your new password by entering it again. Passwords are case sensitive and must conform to the password standards.
3. Changed immediately if the password is suspected of being compromised.

4. Encrypted when held in storage or when transmitted across the network when the path is connected to an external network (outside CHFS).

5. At least 8 characters. This means that all passwords must contain a minimum of 8 characters. Privileged accounts must have a minimum length of 14 characters.

6. Mixed case alpha, numeric and special characters. This means that all passwords must contain a minimum of at least one character from each of the four following sets:

a. Upper Case Letters (A, B, C, ... Z)

b. Lower Case Letters (a, b, c, ... z)

c. Numerals (0, 1, 2, ... 9)

d. Non-alphanumeric (special) characters (valid characters are:   =  ,  +  ?  !  @  #  ,).

7. Changed immediately when an audit shows the password to be weak.

8. Changed immediately upon receipt of the initial password.
Passwords WILL NOT be:

1. Reused prior to the 13th iteration. The network operating system will “remember” your last thirteen (13) passwords and prohibit them from being reused. Your new password cannot be the same as any of your last thirteen passwords.
2. Changed more than once per day. A password must be at least one day old before the network will allow you to change it.

3. Shared with other users.

4. Repeated sequences of letters or numbers.

5. Words containing English or foreign dictionary words.

6. Written down and/or affixed to the monitor, keyboard, or to any other part of the workstation or in plain sight of the workstation.

7. The names of persons, places or things identifiable with the user (hometown, pets name, etc.). This means that your passwords shall not contain any part of your e-mail name or any part of your full email name. 
8. The same as the USERID. Your password must not contain any part of your UserID (account first or last name).
9. The default passwords or initial (temporary) passwords first issued by a network administrator.

10. Hard coded into software (unless prior approval is obtained from the Cabinet Security Officer, see the non-expiring password section below).

11. Used for Cookies for Automatic Login to online/internet sites. This means users shall refuse all offers by software / websites to place a cookie on their computers so that they can automatically login the next time that software or site is visited / activated.
Non-Expiring Passwords:

There are two types of Non-Expiring passwords: (1) Hard coded passwords for applications or service accounts, and (2) Individual USER accounts. All requests for non-expiring passwords must be submitted to the CHFS Security & Audit Section for approval. The request must be in writing and contain information regarding the platform on which the UserID and password are used; the sensitivity of the data accessed; the function being performed and a detailed justification for the non-expiring password. Exceptions to this policy will be on a case-by-case basis. The number of non-expiring passwords will be held to a minimum. All approvals for non-expiring individual USER account passwords will be for no more than one year must resubmit another request. Approval for service account, hard coded, application passwords require only the initial approval.

Non expiring passwords must adhere to the password characteristics of a Privileged Account.

The CHFS IT Security & Audit Section will monitor, at least annually, the list of individual non-expiring password USER account requests. The CHFS IT Security & Audit Section will monitor, at least annually, the use of hard coded Service Account non-expiring passwords to ensure that the application is still in use. There may be times when it would be necessary to change the hard coded passwords (example: when it is suspected that passwords may have been compromised).
Procedures:
Initial Password Creation

The IT network administrator will create your initial password while an IT technician is setting up your workstation. At that time you will be given your password, by the technician, to allow your initial login. You will automatically be required to change your password at your first logon. A dialog box will appear on your screen that asks you to type in your current password, a new password and confirm the new password by typing it in a second time.
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When you click 'OK' you will be notified that your password has been changed. Should the system indicate that your password was not successfully changed, please contact your local IT Technician immediately.

Please note that this same dialog box will appear when you are required to change passwords due to their expiration date.

Changing Passwords

If for any reason you decide to change your password before its expiration date the following will apply:

1. Press CTRL, ALT and DELETE buttons at the same time
2. You will see the window as shown below

3. Click on "Change Password"
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Logon Information

0.Jne H. User is logged on as GWU-SEASYoeuser

Logon Date: 11/14/57  1:59:58 PM

Use the Task Manager to close an application that is not responding

[ Lock Workstation | [ Logafr | [shutDown_|

[iChange Password]| [ TaskManager | [ Cancel |





4. The same dialog box will appear requesting your old password, new password and confirmation of new password.

5. Please note that your user name and domain will already appear in the box. 
6. Your last step should be to click on "OK".
Review Cycle: Annual.

Revision Date: 6/4/2008
Review Date: 6/4/2008
Effective Date: 9/2/2002

Cross Reference #
· COT Enterprise Policy #CIO-072 – User ID & Password Policy
· CHFS IT Policy #101.105 – Data Classification
· CHFS IT Policy #020.301 – Network User Accounts

· CHFS IT Policy #020.314 – Password Audit
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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