Cabinet for Health and Family Services (CHFS) 
Information Technology (IT) Policies
Category: 020.300 Administrative Security

020.307 Connectivity to Public Networks via Laptop Computers (Including 
Wireless Connections)
Policy: This policy defines the nomenclature, guidelines, and procedures to address the additional security requirements of CHFS owned or managed laptop computers connecting to public networks.  Additional requirements include, but are not limited to: (1) security awareness and training, (2) security configuration adjustments, (3) local disk encryption and (4) up-to-date operating system and anti-virus software. Laptop users must not store or transfer protected health information as defined in HIPAA to the laptop unless it is encrypted.
Laptop Users Responsibilities:

· Laptop users should complete the CHFS on-line Mobile User Training course.

· When finished using the laptop turn it off. Do not just close the laptop, place it in hibernation, or place it in sleep mode.
· Laptop users should keep their laptops with them or locked in a secure place. Unless otherwise restricted by Airline or Governmental agencies NEVER check the laptop or put it into checked baggage, keep possession of it at all times. 
· Laptops must be connected to the CHFS network once per month, powered on, and left attached overnight to receive security software updates through the network.
Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who access public networks using a CHFS owned or managed laptop. 
Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.
Applicability:  All CHFS employees and contractors who use laptops shall adhere to this policy.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Responsibility for Compliance: Each agency is responsible for assuring employees and contractors using a CHFS owned or managed laptop have been made aware of the provisions of this policy.  Actions that expose the Commonwealth’s network infrastructure and data to unauthorized use or attacks may result in disciplinary action pursuant to KRS 18A up to, and including dismissal.
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Cross Reference #

· CHFS IT Policy #020.305 – User ID Password Policy 
· CHFS IT Policy #020.309 – Workstation Security Policy
· CHFS IT Policy #020.315 – Laptop Security

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies

Procedures:

· All sensitive data including HIPAA compliant information must be encrypted and transferred over secure network connections such as HTTPS:// or the Commonwealth’s Virtual Private Network (VPN).
· The wireless connection’s File and Printer Sharing for Microsoft Networks must be disabled when not connected to the CHFS network. It must be enabled at all times when being connected CHFS network.
· No "computer-to-computer (ad-hoc)" capabilities of the Wi-Fi network device are allowed and this feature must remain disabled.  A computer-to-computer (ad-hoc) wireless network transmits information from computer to computer without the use of a central base station or access point.
· All laptops must utilize encryption technology to encrypt all information stored or carried on external media. The encryption must secure the data by requiring a password or other secure authentication mechanism to protect the data from unauthorized access. Passwords should follow CHFS IT password standards (see CHFS IT Policy #020.305). 
· Laptop users should complete the CHFS on-line Mobile User Training course.
· All wireless laptop connections must have a current and up-to-date Host Based Firewall or Intrusion Protection system enabled. The user must not disable the firewall except when directed by an IT technician done during troubleshooting a reported issue,
Employee Responsibility:

· Data on the hard drive is not encrypted until the computer is properly shut down.  When finished using the laptop, properly shut it down.  Do not just close the laptop, place it in hibernation, or place it in sleep mode.  
· Do not store confidential client or sensitive information, like HIPAA protected information on the laptop itself.  Keep this information on the state network servers and arrange to access the information from these secure servers when needed.  
· Exercise caution when using laptops for password-protected services utilizing public networks.  For instance, be careful accessing a private email account like gmail or any other service that requires a password, but is not a secured connection, while on a public network. 
· Laptop users should keep their laptops with them or locked in a secure place. Unless otherwise restricted by Airline or Governmental agencies NEVER check the laptop or put it into checked baggage, keep possession of it at all times. The highest profile cases of data loss have come from lost or stolen laptops.
· Laptops must be kept up-to-date with security patches and anti-virus updates.  If the laptop cannot regularly be connected to the state network to receive normal updates, contact the CHFS Network Helpdesk for the best ways to stay current.
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