Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies
Category:  065.000 Application Environment
065.011 CHFS DNS Methodology
Policy: All Domain Name Services (DNS) for Universal Resource Locators (URL) used by cabinet staff must follow this policy and procedures.  This policy is intended to promote cabinet awareness through public use of CHFS web platforms.  Its primary purpose is to give site credibility to the users of our cabinet sponsored web sites.  Using this format also gives the user the address back to our primary State of Kentucky CHFS Cabinet Internet / Intranet web sites.
Scope: This policy applies to all CHFS employees, contractors, including all persons providing contractor services, or outside individuals who use or disseminate CHFS content through the medium of web services. 

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) Division Infrastructure and User Support (DIUS) is responsible for the maintenance of this policy.

Applicability: All CHFS employees, contractors, and outside users of web-based application shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
CHFS DIUS Operations Branch (OPS), reserves the right to change this policy as security parameters change.  DNS naming conventions, their setup, configuration, and management used by the CHFS web sites are controlled by DIUS OPS.

Review Cycle: Biennial
Timeline:

Revision Date: 
05/13/2009
Review Date: 
05/27/2009
Effective Date: 
05/29/2009
Cross-Reference #

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies
· COT Standard #7010 - Internet Domain Naming Conventions

Deviation to the DNS Standard: 
Deviation from this standard must be approved in advance by the CHFS IT Information Security Section, DIUS OPS and the COT Exchange team.

Definitions:

DNS - Domain Name Service:  A system for converting host names and domain names into IP addresses on the Internet or on local networks that use the TCP/IP protocol.
Note: When the Commonwealth Office of Technology (COT) looks at the DNS tables on DNS servers, ownership of a CHFS DNS entry is much easier to determine.  In the past, this policy has also reduced a large number of unauthorized state and federal DNS extension requests prior to their submission to the COT request process.

USE ENVIRONMENT:
1. All DNS entries for the CHFS must be documented in the CHFS URL Inventory spread sheet and conform to CHFS, State of Kentucky and Federal standards.
2. All CHFS request must be submitted to the CHFS DIUS OPS group thru the submission of a CHFS 96.
3. It is the responsibility of the CHFS DIUS OPS group to maintain and enforce relevant standards and policies prior to request being submitted to COT registration.
The standard fourth level domain name format used by the CHFS for DNS request is as follows:

· "*.chfs.ky.gov" for EXternal URLs


· "*.chfsnet.ky.gov" for INternal URLs
The “.chfs.ky.gov / .chfsnet.ky.gov” portion of the URL identifies which State of Kentucky cabinet owns a DNS name and controls the web site.
Process to receive an exemption from this policy to obtain a third level DNS entry:
1. Complete the process as described in the CHFS IT Policy #070.203.
2. Once approved by CHFS IT Management:  DIUS OPS will submit a standard COT DNS request.
a. Internal to COT: Forward the request to the COT Office for Enterprise Policy and Project management and or its subcommittee called Enterprise Architecture Standards committee for approval.  

b. As part of the process to receive approval, the CHFS CIO must submit a justification to the exemption in order for the CHFS to receive a 3 level domain “*ky.gov” DNS entry.
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