Cabinet for Health and Family Services (CHFS)
Information Technology (IT) Policies
Category: 065.000 Application Development
065.001 Server Environment Management Policy
Policy: The purpose of this policy is to outline the framework through which CHFS will manage its own Windows-based server environments.  CHFS Division of Infrastructure and User Support (DIUS) provides the following Windows-based shared server environments for each software application developed/maintained internally by CHFS: 
· Development 
· Test
· User Acceptance Testing (UAT)/Training

· Production 
CHFS manages Windows based servers.  IBM, AIX, and Unix/Linux based servers are managed by COT.  For CHFS Managed Servers, the following applies:

· The Development and Test environments will be completely virtualized, including database servers. 

· UAT/Training and Production environments will be virtualized, except for database servers. 

· All load balancing will be hardware-based, which is done in the UAT/Training and Production environments. 

· Application staff will have limited access to servers as defined in the procedures document. 
Scope: This policy applies to all CHFS employees and contractors, including all persons providing contractor services, who use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) DIUS is responsible for the maintenance of this policy.

Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
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Cross-Reference #

· CHFS IT Development Standards

· CHFS IT User Requirements Document

· CHFS IT Technical Design Document

· CHFS IT Policy #010.103 – Change Control

· CHFS IT Policy #040.101 – Servers – Server Backup
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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