
Cabinet for Health and Family Services (CHFS) 
Information Technology (IT) Policies
Category: 020.300 Administrative Security

020.309 Workstation Management
Policy: CHFS complies with and adheres to the Commonwealth Office of Technology (COT) Policy #CIO-079, Logon Security Notice.  All CHFS workstations (desktop or laptop) shall have adequate controls to provide operational support, confidentiality, integrity, and availability of data.  
Scope: This policy applies to all CHFS employees and contractors, including all persons who provide contractor services, use, process, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services CHFS IT Policy Review Team is responsible for the maintenance of this policy.
Applicability: CHFS employees and contractors shall understand and comply with this policy to prevent the compromise of state owned resources and to ensure continued secure operation of CHFS workstations.  It shall be the responsibility of all CHFS supervisory personnel to educate and monitor their personnel regarding CHFS workstation policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
1. Log On Security Banner:
All CHFS owned workstations shall display a log on security banner as stated in CHFS IT Policy #020.303.

2. Screensaver: 
A password protected screensaver shall be utilized on all CHFS desktop computers. The screensaver shall have a time threshold that will initiate the screensaver whenever the computer is idle for a pre-determined time. The screensaver will be password protected and may only be unlocked by the UserID displayed on the screen.  The screen saver should not be downloaded from or interactive with the internet. 
3. Passwords: 
Every user account in this cabinet shall have a unique password associated with it. Passwords are the first and most important, line of defense in keeping a workstation secure. More information regarding passwords is available in CHFS IT Policy #020.305. Local Accounts: All unnecessary local user accounts will be disabled to further enhance workstation security. All required local accounts will comply with all applicable CHFS policies and standards.
4. Software: 
The installation of any software by non CHFS IT Staff is prohibited. All CHFS workstations are configured to prohibit the installation of unauthorized software and to minimize executable software. Although these controls are in place, it is imperative that all users understand that only CHFS cabinet approved software shall be permitted on workstations connecting to the CHFS domain. Software applications licensed to individual users, freeware, shareware, or those licensed to entities other than CHFS shall not reside or be used on CHFS equipment. Categories of prohibited software include, but are not limited to:
· Games

· Internet browsers other than Microsoft Internet Explorer

· Software applications not listed in the CHFS standard suite of software

· System Utility tools that may alter the configuration / settings of the computer

Exceptions for Software: There may be a justifiable requirement for the use of non-CHFS approved software.  Requests for exceptions shall be e-mailed to the CHFS IT Procurement using a CHFS 96 form and must have a detailed justification, signature of the manager and an estimated period of use.
5. Other:

a) Hardware:  Unauthorized hardware including personal devices is not to be installed or connected to CHFS owned or managed equipment.  The introduction of privately owned peripherals to the CHFS infrastructure including but not limited to; memory sticks, USB storage devices, scanners, cell phones, cameras, printers, hubs, routers or wireless devices is expressly prohibited.

b) Modems:  The use of a modem on a CHFS resource (workstation, printer, server, etc.) is not permitted without obtaining prior authorization. Requests for authorization shall be e-mailed to the Chief Information Officer (CIO) using a CHFS 96 form and must have a detailed justification, signature of the manager and an estimated period of use.  For those workstations running an application authorized to use a modem, the modem must be configured to permit outbound traffic only. An auto-answering modem attached to a workstation constitutes critical system vulnerability and must not be installed without CHFS IT approval.
c) Security Software:  CHFS owned or managed workstations must have Cabinet approved security software installed and maintained.

d) Miscellaneous Items:  Due to the damaging effects of magnetic fields, any small magnets must be kept away from computer monitors and processors.  Additionally, electronic devices such as; space heaters, fans, coffee pots, microwaves, refrigerators, etc. should not be connected to the same circuit as computer equipment.
e) Mobile Devices:  Laptop / mobile computing devices must adhere to CHFS IT Policy #020.307.
f) Photographic Devices:  Digital cameras, cell phones with photographic capability or any device with imaging capabilities shall not be used to capture images in any work area, cubicle or office area where sensitive information or paper documents are open to view or around any CHFS workstation while the computer is powered on.
6. Desktop Audits: 
IT support personnel shall perform random desktop audits, throughout all CHFS offices, to ensure compliance with this policy. Audits shall consist of, but shall not be limited to:

· Software inventory

· Check of security software, configuration and activity

· Hardware inventory

· Equipment condition / functionality / power supply

· Local environment

· Local accounts

Supervisors may submit an email request for a desktop audit to the CHFS CIO. Employees found to be in violation of or ignoring this policy shall be subject to disciplinary action.

When responding to a CHFS Network Helpdesk, IT technicians shall make repairs and conduct a desktop audit. Prior to closing the User Request, the responding technician is required to leave the workstation configured as to be fully compliant with all CHFS standards and policies.
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