Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies

Category:  065.000 Application Environment
065.007 CHFS File Transfer Methodology
Policy: All files transferred to or from the cabinet must be sufficiently protected and monitored, consistent with CHFS IT security policies and procedures, to prevent unauthorized use, modification, disclosure, destruction, and denial of service. Security controls must be applied in a manner that is consistent with the value and classification of the data (see CHFS IT Policy #010.102). 
Scope: This policy applies to all CHFS employees, and contractors, including all persons providing contractor services, or outside individuals who use file transfer services, or store computerized data relevant to agency business on a CHFS maintained server.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS) IT Security & Audit Section is responsible for the maintenance of this policy.

Applicability: All CHFS employees, contractors, and outside users of file transfer services shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Background: 

IT Operations reserves the right to change this policy as security parameters change.  FTP connections and the individual parameters such as FTP Port Protocol, password complexity, and platform architecture used for these connections are controlled by IT Operations.
Procedures:

1. Connections from external locations can only be made via following protocols: HTTPS, SFTP, and FTPS.
2. Connections to and from Internal locations can only be made via following protocols: HTTPS, SFTP, FTPS and FTP.

3. Account Username ID schemas can vary depending on the type of process in use, but are controlled by IT Operations.
4. Account passwords should be set up in accordance with CHFS IT Policy #020.305. Passwords can vary depending on the process in use.  The complexity requirements are controlled by IT Operations.  In general, CHFS uses a “very Complex” password requirement.

5. FTP platform access is granted on an “As need basis” coordinated through each platform / project administrator in conjunction with recognized IT operation policy. FTP account access is granted for the maximum of 1 year. Renewals are required for all accounts 90 days prior to expiration. Initial FTP access and renewals must be made utilizing the CHFS IT form located at the web site http://itmp.chfs.ky.gov/NetworkRequestForm/FTP.aspx. FTP account request for individuals outside of CHFS must include a properly signed “FTP Acceptable Use Policy.doc” and a photo copy of their valid driver’s license.
6. The retention period for data files moved to and subsequently imported into a CHFS BizTalk platform is 90 days.  
7. The retention period for data files located on CHFS FTP servers is 90 Days.  

8. All Data older than 90 days is automatically deleted without notification.  See CHFS IT Policy #065.006.

9. Normal backups will be made of all FTP server files every night. Backups are retained for 1 year.
10. CHFS IT Operations will provide a log file of all transfers attempted and completed each month. Log files will be retained for 1 year for audit purposes.
11. CHFS IT Operations will provide a complete list of authenticated users each month to the Security & Audit section.

12. CHFS IT Security will conduct audits, at least annually, of the FTP authentication process and review of all audit logs.

Definitions:

FTP: File Transfer Protocol

DMZ: Demilitarization Zone

HTTPS: Hypertext Transfer Protocol over Secure Socket Layer, or HTTP over SSL
SFTP: Secure File Transfer Protocol:  FTP over SSH (multiple versions)

FTPS:  commonly referred to as FTP/SSL, a type of encryption used in the transfer process
Standards:

The CHFS standard for new file transfer procedures is Standard Networks MoveIT DMZ – Central, and can be used in conjunction with Microsoft IIS / FTP. 
Exceptions to Standard: Deviation from this standard must be approved in advance by the CHFS IT Information Security group, IT Governance and IT Operations.

Review Cycle: Annual

Timeline:

Revision Date: 7/30/2008
Review Date: 04/16/2008
Effective Date: 7/30/2008
Cross-Reference #

· There are no COT policies related to this policy.

· CHFS IT Policy #010.102 – Data Media Security

· CHFS IT Policy #010.104 – Data Encryption of Sensitive Information

· CHFS IT Policy #020.301 – Network User Accounts
· CHFS IT Policy #020.305 – User ID / Password

· CHFS IT Policy #065.001 – Server Environment Management

· CHFS IT Policy #065.006 – Data Retention Policy 
· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.
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