Cabinet for Health and Family Services (CHFS) 
Information Technology (IT) Policies:

Category: 040.000 Contingency Planning / Operations 040.101 Servers – Server Backup

Policy: To minimize the possible disruption to business operations, CHFS shall establish and maintain an effective schedule for the backup of critical data.
Scope: This policy applies to all CHFS maintained servers.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services Operations (OATS) Branch is responsible for the maintenance of this policy and the backup infrastructure.

Applicability:  All CHFS employees and contractors shall adhere to the following policies.
Exceptions: Any exceptions to this policy must follow the procedures established in Policy 070.203.
Data Backup:
When data is deemed essential to the continued operation of critical department functions, it shall be backed up at regular intervals. The default interval is daily.
It is the responsibility of the CHFS OATS Division of Systems Management (DSM) Branch Manager to ensure that the project manager, database administrator, application developer, or the technical architect works with the agency whose program owns the server data to determine what is to be backed up. The CHFS OATS staff member shall submit the Backup Protection Request form, found below.

CHFS shall meet Internal Revenue Service (IRS) Publication 1075 requirements. Data backup media will appropriately labeled with IRS approved wording. 
Retention Period:

· Weekly full backup tapes are sent to off-site storage and retained for 30 days.

· The last weekly full backup of each month is sent to off-site storage and retained for 12 months. 

Backup Protection Request:
To request a server be backed up, the CHFS BACKUP PROTECTION REQUEST FORM, (found on the CHFS Intranet OATS forms page) must be completed and submitted to the CHFS Network Helpdesk (CHFSNetworkHelpdesk@ky.gov).  
Backup Restore Request:
To request information be restored from backed up data send a completed BACKUP RESTORE REQUEST FORM and submit it to the CHFS Network Helpdesk (CHFSNetworkHelpdesk@ky.gov).

Review Cycle: Biennial
Timeline:

Revision date: 08/24/2011 

Review date: 08/24/2011
Effective date: 12/13/2006 

Cross Reference #
· CHFS IT Policy # 070.203 – Wavier on Standards and Policies

Page 1 of 2

