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Definition: 
As per COT #5010:
An intrusion can be defined as any set of actions that attempt to compromise the integrity, confidentiality, or availability of a resource.  Intrusion Detection and Prevention are the processes of examining network and service activity for harmful or denial of service attacks and rendering the attacks ineffective.  The attacks represent all forms of potentially harmful and malicious activities to the Commonwealth’s network services, and information systems.  Intrusion Detection and Prevention services inspect raw network packets and examine host log files for matching against known attack patterns.

Rationale: 
As per COT #5010:
The communications infrastructure is the most important component in the delivery of consistent, high quality services across the enterprise. Data transmitted on the Commonwealth network and data stored on the various computer devices can be assumed to comprise a mix of proprietary and non-proprietary information, confidential and non-confidential records, business function transactions, and general research data from the Internet. As such, agencies have security, contractual and other legal interests in protecting the confidentiality, integrity, and availability of information.

The Governor’s Office for Technology is responsible for assuring the safe and uninterrupted transmission of all protocols on the enterprise network, enterprise applications and services, while the agencies are responsible for agency owned host protection. The GOT responsibility extends to the boundary of each individual agency location.

Approved Standards: 
As per COT #5010:
Products must support approved Enterprise standards in the following categories: 

· Operating systems—specific Unix operating systems (OSs), MS Windows

· Network topologies—Ethernet, T1/E1 

· Switched networks 

· Protocols—TCP/IP, UDP 

· Applications—FTP (Internal only) SFTP, FTPS, SSH, HTTP, HTTPS, Telnet 

· Firewalls

Products should be OBDC-compliant for links to EAS-approved databases.

Approved Product(s):

As per COT #5010:
Top Layer Products

· Attack Mitigator IPS

· APPSafe
Internet Security Systems Products

· RealSecure Network Protection

· RealSecure Server Sensor
· RealSecure Site Protector
Justification/Comments:

As per COT #5010:
While a large number of products exist with widely varying price structures available, any selection should complement the existing network architecture and firewall strategy and integrate into a composite intrusion detection methodology.  
Technical and Implementation Considerations:

As per COT #5010:
Most traditional intrusion detection systems take either a network or host-based approach to recognizing and deflecting attacks.  In either case, products look for attack signatures, specific patterns that usually indicate malicious or suspicious intent.  When a system looks for patterns in network traffic, frequency or threshold crossing and statistical anomaly detection, the system is network-based.  When a system looks for attack signatures in log files, key system file changes (check sums) and port activity, the system is host-based.  Each approach has strengths and weaknesses; each is complementary to the other.  A truly effective intrusion detection system will employ both technologies.

Emerging Trends and Architectural Directions:

As per COT #5010:
Intrusion detection is transitioning into intrusion prevention technologies and is the next trend emerging in network and host enterprise security. Intrusion prevention, at its most basic, requires the recognition of intrusions in real time and being able to recognize both known and unknown types of attacks, then providing a mechanism to block the intrusion. Multiple detection techniques, including traditional signature detection, anti-virus, and protocol anomalies, are required to fully integrate with a vulnerability assessment tool and firewalls.
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