Cabinet for Health and Family Services (CHFS)

Information Technology (IT) Policies
Category:  065.000 Application Development

065.009 Reporting Server Environment Management Policy 
Policy: All data viewed through reporting platforms by internal CHFS Staff or external public users must be sufficiently protected consistent with CHFS IT security policies and procedures, to prevent unauthorized use, modification, and or disclosure of information in accordance with the security level for the content being accessed on CHFS reporting platforms.  Security controls must be applied in a manner that is consistent with the classification of the data.  The management of reporting services and the servers they reside on are controlled by this policy without regard to the designation of the reporting services being a shared or dedicated reporting service environment.
Scope: This policy applies to all CHFS IT employees including but not limited to full and part time employees, temporary workers, volunteers, contractors, all persons providing contractor services and those employed by others to do CHFS work, who use, process, or store computerized data relevant to agency business on a CHFS maintained server or workstation.

Policy/Procedure Maintenance Responsibility: The Office of Administrative and Technology Services (OATS), IT Division of Infrastructure and User Support (DIUS), Operations Branch is responsible for the maintenance of this policy. 

Applicability: All CHFS employees and contractors shall adhere to the following policy.

Exceptions: Any exceptions to this policy must follow the procedures established in CHFS IT Policy #070.203.
Background:

IT utilizes a multi-tiered server environment for development, test, and production.  Reporting projects are managed by IT personnel and will follow the guidelines set forth in this policy.
1. Reporting Service Environments:
For applications, there is a minimum of three sets of Reporting Service Environments from the following list: Dev, Test, Training, and Production.  Additional Reporting Service Environments may be added as situations dictate. Functional control of the Reporting services on all Reporting Service Environments resides with the appropriate IT production level Reporting Service Administrators.  Only the specified CHFS Production level Reporting Service Administrators will have administrative access to Development, Test, and Production Reporting Services on CHFS reporting servers.  This access does not include local administrative access to the server environments.  Movement of Reports from one Reporting Service Environment to another Reporting Service Environment resides with and is the responsibility of the appropriate IT production level Reporting Service Administrators and there support staff in the IT Operations Branch.  
2. Reporting Service Servers:
The IT Operations Production Reporting Service administrators group maintains the reporting services on all CHFS Reporting Servers.  Functional administrative control of local resources and the policy, procedures, and or the security protocols used for maintaining reporting services on their respective servers environments resides with the OIT Operations group.
3. Reporting Service Server Environments:
a. There is a minimum of three sets of Reporting Service server environments:  Development, Test, and Production.  Functional control of the reporting services resides with the appropriate IT Reporting Service Administrators.  Application developers will only be given the ability to upload reports to reporting services on Development reporting serves and then only into the preconfigured repository for their specific application or platform with the additional constraints as seen in subsection “b & c” below.  Furthermore, movement of reports with respect to their developmental life cycle from Dev to the Test,  from Test to Production Reporting Server Services, must go through the appropriate process controlled by the standard CHFS Change Control procedures in conjunction with and limited to the facilitation by IT Production level Reporting Service Administrators and there support staff. 
b.  Due to the environmental constraints where both internal CHFS and external Public users may be accessing reporting services on a production-reporting server, the use of a specific CHFS domain service accounts are required to provide access to any report located on any CHFS reporting server.  This protects and restricts access to reports for users that gain through the portal or runtime environment within a publically available application.  This account is to be restricted specifically to the report repository for that application or platform.  For internal users who browse respective reports via a web interface, applying the appropriate global group, which includes their CHFS domain account, is also required in order to lock down access.  Where applicable, when an external user logs into a reporting service’s external DMZ “Runtime Environment” for report access, those users get an internal (to that reporting platform’s reporting service) account to provide an additional layer of network security.  This security protocol is to be applied starting at the development environment level and with each level up to production. 
c. For external users accessing reports in an application portal or runtime environment, removing the browser bar from the interface is required to increase platform security and reduce server side security risks.
4. Reporting Server / Service  Management:

a. IT follows a Change Management process for migrating applications from the test environment to the production environment.  All requests for movement to that environment must go through the Change Management team for review and approval (See the Change Control Procedural Documentation document.).

b. Change Management for migrating Reports from the development environment to the test environment is under the direction of the designated IT Reporting Admin team.

c. Since not all existing Reports services follow this new server environment, developers must work with the appropriate IT personnel to establish the development and test server environments for report source code.  All report code must be located in VSS server and placed in the appropriate VSS directories.  Any corrections or modifications to an existing report will be made using the progressive deployments to CHFS multi-tiered server environments in coordination with the appropriate IT personnel. 
d. As development starts on a new system, the first tasks are to set up the VSS directory, the application directory, and the DB directory on the appropriate development servers.  This deployment is accomplished by working with IT personnel who have control over those servers.  Specific procedures for these steps are located in the attached document: (CHFS Procedure - Utilizing Microsoft Visual SourceSafe (VSS) to Deploy CHFS Web Applications).
e. All reporting platforms MUST have their own exclusively used SQL reporting service account with its associated groups.

f. All application reporting platforms must have its dedicated CHFS domain service accounts applied the their respective folders in all three reporting environments

g. Any report promotion to production MUST have incidences in DEV and Test and have a CHFS Change Control ticket approved for the deployment.
h. Application reporting platform folder names will be the same in all environments.

i. Duplicated reporting content in folders with different names will not be allowed on any respective level of reporting environment. 
j. The One folder per platform policy has one exception.  TRAIN folder can have duplicate content and be located on the TEST level environment.
k. Accessing the reports by NetBIOS/machine name is prohibited.  Only URL addressing is allowed.

Definitions:
1. Shared environment:   A Shared Reporting environment is any environment where non-related application, database, report, or other services for different application platforms (Development, Test, Training, and Production) are housed on the same server.
2. Dedicated environment:  A dedicated Reporting Development, Test, and Training Environment would have exclusive use of specific services provided on a server.  
By definition, a dedicated environment could have functionally related applications, databases, report services that are tied to each other as the result of required access to dedicated data or content.  However, “functionally related services” cannot be based on the type of services rendered on the server and or not their connection to the logistical departmental ownership of the infrastructure used by a platform

3. CHFS Reporting branch Admin
a. Any IT Reporting Branch team member.

i. This designated group maintains all Reporting services on Shared Reporting servers.

ii. This designated group is the primary group responsible for promoting all reports from Dev to TEST and Production environments on all Reporting services on located Shared or Dedicated Reporting servers.

4. Operation’s Reporting Admin:
a. Any IT Operations web / Reporting team member.

i. This designated group maintains all Reporting services on Shared Reporting servers.

ii. This designated group maintains all OS environments on Shared Dedicated Reporting servers.

5. Application’s Reporting Admin 


a. Any IT application Branch member who is designated by a branch manager for shared and dedicated application reporting service environments in DEV, Test, or Production.

i. This designated person maintains only Reporting Services on Reporting service environments. 

ii. The designation of a Report Service admin is restricted to one member per application branch without regard to the number of dedicated or shared application to reporting service associations for that branch.

iii. This designated group is the secondary group responsible for promoting all reports from Dev to TEST and Production environments on all Reporting services on located Shared or Dedicated Reporting servers in the absence of the IT Reporting branch and Operation’s Reporting Admins

Note: This does not include the server OS environments on dedicated Reporting environments
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· There are no COT policies related to this policy.

· CHFS IT Policy #010.103 – Change Control 

· CHFS IT Policy #070.203 – Exceptions to Standards and Policies.

· CHFS IT Procedure #065.010 – Utilizing Microsoft Visual SourceSafe (VSS) to Deploy CHFS Web Applications - version 1.0  (dated 5/14/2003)
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