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1. Introduction

1.  Objectives

The primary objective of this document is to establish standards and policies for the use and management of the Cabinet‘s internal and external SharePoint environments. Other objectives include:

· Define roles and responsibilities for business users and IT support staff;

· Define what content is appropriate to be stored and shared in each of the environments; and

· Create an effective support system with proper channels of escalation for end users and support staff.

1.  Goals
The SharePoint solution governed by this document enables the creation, management and sharing of business assets in a business-driven environment for collaboration, classification, retention, auditing and business intelligence review throughout the Cabinet. Through the included features and customization, the solution will replace cumbersome business processes; improve dissemination, retention and retrieval of organizational intelligence. Cost savings also are expected through the reduction of work process errors owing to the one document, one version, one location standard; reduction/elimination of snail mail for the document transmission; potential to expand anytime, anyplace access to content; allowing fewer people to perform business activities, etc. 
1.  Audience

This document is intended to be read by any Cabinet staff who maintains, creates, approves or contributes content to the environments.

1.  Scope

This governance policy applies only to the CHFS-managed internal and external SharePoint environments.

1.  Risks/Concerns

The following are risks to an effective governance plan:

· Inadequate support from business and IT management to effect proper, consistent governance;

· Administrators or users who do not comply with plan provisions;

· Lack of consistent plan enforcement; and
· Inadequate staff with proper training to use, support and maintain the system.
2. Definitions and Acronyms

Confidential Content: Not to be transmitted to or shared with anyone without authorization to view the content. Includes HIPAA-protected information.
Copyrighted Content: Assumed to be protected by copyright and will be dated and marked as copyrighted. Copyrighted content will show the copyright owner’s name and will not be reproduced in electronic or hard copy form without authorization.

External Content: As determined by the content owner, content that needs to be shared with authorized users outside CHFS. Authorized user is further defined in Section 4.4, bullet 2.

External Platform: SharePoint environment accessible by CHFS and public account holders.

Feature(s): A feature is a collection of resources or functionality on a website. Examples of feature resources include policy manuals and agency forms. Feature functionality examples include an animated slideshow or online work request submission form with tracking and status.

Internal Content: Content accessible by CHFS account holders and content not to be transmitted outside the Cabinet. 

Internal Platform: SharePoint environment accessible by CHFS AD account holders.

Metadata: Metadata is information associated with content in SharePoint to provide contextual clues to the subject, audience and/or intent of the content and to create relationships with similar content. 
Privileged Content: Is regarded as attorney-client communication and will be dated or transmitted to or shared with anyone without authorization to view it.

Public-Use Content: Contains no proprietary or confidential information and may be shared with anyone.

SharePoint Designer: Microsoft application integrated with SharePoint used to perform advanced customizations.

Tag: A tag is a type of metadata that is subject specific. For example, lists of tags are developed for a particular library to identify the content within the library. 
Web Technologies: Grouped technologies commonly used on the Web. Examples include cascading style sheets, extensible markup language, hypertext markup language and java script.

Web User Interface (UI): Web UI is defined as functionality accessible through a Web browser. This specifically excludes SharePoint Designer.

3. Roles and Responsibilities
3.  Stakeholders
Executive Sponsor (OATS Deputy Executive Director/CIO)
This role champions the solution. The primary responsibility of the executive sponsor is strategic, positioning the solution as a critical mechanism for achieving business value and helping to communicate the value of the solution to the management levels of the organization.

Architecture Review Committee

Under direction of the EA group, the committee oversees solution development issues and major logistical and technical changes with the environment.
Steering Committee

The steering committee is a collaboration between business and IT staff responsible for meeting the goals of the solution. This committee is typically comprised of representatives of each of the major businesses represented in the solution, such as communications, human resources and IT staff.
SharePoint Support Team
This team handles all project management, technical writing, mid-level user support and acts as the liaison between the SharePoint developers and all other groups and individuals. Also provides site design consulting with users to ensure best practices are followed and that the appropriate SharePoint environment and features are used to achieve objectives. This team defines and executes the security plan for sites based on security policies and standards and develops user support and project-related materials for end users.
Server Support Team

The technology support team ensures the technical integrity of the solution. The team is responsible for regular backups of the solution and its content. Team members set up and maintain the security model in Active Directory Domain Services (AD DS) and perform all central administration functions including the creation of site collections.

SharePoint Developers

SharePoint developers manage the overall design and functional integrity of the solution from a technology perspective and work in partnership with the SharePoint Support Team. Developers create and implement the overall metadata management plan and are responsible for maintaining the metadata dictionary over the life of the solution. Developers create new Web Parts, sub-sites, column types, web controls and provide enhancements to pages or new uses for the solution and are responsible for any customizations using SharePoint Designer.
Business Owner

The business owner provides and is responsible for the content of a solution or project. He/she directs the overall design and functionality integrity of the solution from a business perspective. The business owner does not have to be an IT expert. This role has the authority to make decisions relative to the solution including, but not limited to, user and workflow requirements, group membership and content/site retention schedules.

Site Managers

Leveraging existing experience and lines of communication, site managers support the successful deployment of SharePoint Server in the organization by sharing best practices and lessons learned in a Community of Practice team site (https://public.chfs.ky.gov/sites/TRN) that functions as a knowledge base and best practices repository. Members serve as SharePoint advocates and change agents. Staff in this role also provides second-line technical support for the solution and acts as liaison between the business unit and IT staff. Where site design has been delegated to business users, site managers create and maintain the site (or site collection) design, follow design best practices and guiding principles to ensure that even sites with limited access are optimized for end user value. Site managers define and execute the security plan for the site based on information security policies and compliance with content policies and standards.
User Administrators
User administrators perform the centralized, primary role to ensure content for a particular page/site is properly collected, reviewed, published and maintained over time. The user admin is an expert in the content showcased on the site or page and likely will need to learn about SharePoint Server; but, his/her primary expertise is business focused. User admins also manage the site day-to-day by executing functions required to ensure content on the site or page is accurate and relevant, including management of records retention codes and group membership. User admins monitor site security to ensure the security model for the site matches the goals of the business and support users of the site by serving as the primary identified point of contact for the site.
Power Users

Power users are typically site managers who have had training, demonstrated competence and knowledge of SharePoint and have passed user certification and been approved by the Steering Committee. Power users will have additional permissions, be able to create sub-sites, site columns, content types, lists, libraries and modify default public views and create custom pages. Power users who also have SharePoint Designer (SPD) training may be granted access to their sites via SPD if approved by OATS Division of Systems Management (DSM) Director, OATS Division of Infrastructure and User Support (DIUS) Director and/or OATS Executive Director/CIO.
3. Custom Permissions Levels
	Permission
	Site

Manager*
	User

Admin*
	Edit/Add

Contribute*
	Add Only

Contribute*
	Access Web Contributor*
	Power User**

	Manage Lists
	X
	
	
	
	
	X

	Override Check Out
	X
	
	
	
	
	X

	Add Items
	X
	X
	X
	X
	X
	X

	Edit Items
	X
	X
	X
	
	X
	X

	Delete Items
	X
	X
	
	
	X
	X

	View Items
	X
	X
	X
	X
	X
	X

	Approve Items
	X
	X
	
	
	
	X

	Open Items
	X
	X
	X
	X
	
	X

	View Versions
	X
	X
	X
	X
	
	X

	Delete Versions
	X
	X
	
	
	
	X

	Create Alerts
	X
	X
	X
	X
	
	X

	View Application Pages
	X
	X
	X
	X
	
	X

	Manage Permissions
	
	
	
	
	
	X

	Create Sub-sites
	
	
	
	
	
	X

	Manage Web Site
	X
	
	
	
	
	X

	Manage User Group Membership
	X
	X
	
	
	
	X

	Add and Customize Pages
	X
	
	
	
	
	X

	Create Groups
	
	
	
	
	
	X

	Browse Directories
	X
	X
	
	
	
	X

	View Pages
	X
	X
	X
	X
	X
	X

	Enumerate Permissions
	X
	X
	
	
	
	X

	Browse User Information
	X
	X
	X
	X
	X
	X

	Manage Alerts
	X
	
	
	
	
	X

	Use Remote Interfaces
	X
	X
	X
	X
	
	X

	Use Client Integration Features
	X
	X
	X
	X
	
	X

	Open
	X
	X
	X
	X
	X
	X

	Manage Personal Views
	X
	X
	X
	X
	
	X

	Add/Remove Personal Web Parts
	X
	X
	
	
	
	X

	Update Personal Web Parts
	X
	X
	
	
	
	X


*Custom Permission Level

**Must be certified and approved by Steering Committee

4. Guiding Principles

Principles listed here lay out best practices for all users. 
4.  Implementation
SharePoint is a versatile tool that can be extended to meet many Cabinet needs on shared infrastructure. However, SharePoint may not be the best solution for all needs. The architecture review committee will have the final decision on implementation. See Customization Policies and Standards for more.

4.  General

· Policies are tied to the scope and intention of the site. Governance policies will vary depending on the security, audience and content requirements.

· Because SharePoint is a shared solution, all agencies using the environment must adhere to and contribute to the maintenance, best practices and ongoing cost of the environment.

· Staff assuming roles at each level will need training. Site managers, user admins and business owners will need to pass a competency test before elevated permissions will be granted. This will help ensure that the training was successful and that the trainee retained the necessary information. 

4.  Security
· Content with sensitive information must meet requirements of IT security and applicable Cabinet standards and policies:

· http://chfs.ky.gov/os/oats/policies.htm
· http://technology.ky.gov/governance/Pages/policies.aspx
· http://chfsnet.ky.gov/oats/OATS%20Forms%20Library/CHFS%20219%20Confidentiality%20Feb%202008.doc 
· Security plans will be based on roles that will govern control and permissions on each area of the environment.

4.  User Accounts
· The Kentucky Enterprise User Provisioning System (KEUPS) is an end-to-end solution that provides automated user provisioning, automated support for application access and single sign on to enable secure and effective use of applications hosted within the CHFS environment.

· CHFS domain users and users otherwise in the state’s primary Active Directory forest (DS.ky.gov) will not use KEUPS, as logging into the network enables them to access CHFS public SharePoint sites.

· KEUPS will be used to provision non-CHFS and non-ds.ky.gov accounts (CIT or citizen, accounts) and is accessible at https://keups.chfs.ky.gov/home/default.aspx. 

· Users with CIT accounts may request access to CHFS public SharePoint sites (https://public.chfs.ky.gov) which will assign them to AD group CIT\CHFS_SP_Public_Visitors. 
· CIT\CHFS_SP_Public_Visitors is a member of the SharePoint group CHFS Visitors. 
· This AD group also can be added to site collection-level visitors groups or individuals can request and be added ad-hoc to subsite SharePoint groups. 
· These ad-hoc permissions will be controlled by the site managers.

· Access to CHFS SharePoint applications will be allowed through KEUPS. Application is defined as:

· A site collection that will contain roles for thousands of users, other than CIT\CHFS_SP_Public_Visitors, making ad-hoc role management impractical. (The software threshold is 5,000 users per SharePoint group. Beyond that limit – users must be placed into AD groups. A SharePoint group then can contain 5,000 AD groups – bundling 25 million users.)

· A site collection with roles handled only through KEUPS workflow and not ad-hoc by the site manager. Site managers cannot add users, on-the-fly, to SharePoint groups within an application.
· A site collection accessed directly from KEUPS menu and not through the CHFS public SharePoint sites. Even though that site collection physically will reside within the CHFS public Web application, it will not be listed on the site directory. Access will be through KEUPS alone.
· Use of KEUPS with a new application requires approval from the executive sponsor (OATS deputy executive director/CIO).

4. Site Design
· Provide a consistent user experience - users should be able to consistently find key information on any collaboration site and search for the content they need.
· Design to minimize training requirements for end users – use the best (and simplest) feature for each business objective.

· Ensure that design decisions are user centric. Optimize metadata and site structure to provide the best value for users, not just the content contributor.
· Follow the basic inverted pyramid principle when designing pages and site structure. The most important, widely used information should be the most prominently and clearly visible with content of declining importance assuming corresponding levels of prominence. Sites should employ simple, intuitive navigation.

· Use metadata where ever possible to improve search accuracy. Further explanation of metadata is available in section Content Types and Metadata.
· Site managers and user admins must understand the objectives of the recommended site design standards and make changes only when they can be justified with a valid business need. Although staff in the aforementioned roles may have permission to make changes to the template, they agree to not arbitrarily make changes based on personal preference. Any suggested changes must be escalated to appropriate staff as indicated in section Communications Plan.

· All sites/pages must have a clearly identified content owner. This gives users the opportunity to contact staff if content is out of date or inaccurate. 
4.  Content
· All content will adhere to the one file, one version and one location best practice. Uploads will be made by the owners of the content. Users can request that information not available be uploaded or posted.

· Users will create links to content but will not make copies for convenience on their personal hard drives or My Sites. 
· Edit in place, do not delete documents to create new versions. With version control enabled, documents can be revised and reviewed by appropriate staff then published when changes are completed. This will preserve links created by users.

· Site managers and user admins are accountable but every contributor is responsible for content management. All posted content should be accurate, relevant and current. Users also can assist in notifying content owners, site managers or user admins when content needs to be updated or archived.
· Whenever possible, send links to content rather than consuming more resources by attaching files that already exist in SharePoint including My Sites.

· Copyrighted material will not be added to the site without proper licensing or written approval.

5. Design Policies and Standards
5.  Creating Sub-sites
· Content ownership: When an agency or team will be the owners of a significant volume of content, a sub-site may be warranted.
· Security: If there is a significant amount of content to be restricted, a sub-site may be warranted.

· Navigation: Always seek to minimize navigation levels. Only create sub-sites where content ownership and or security are the primary considerations. If a sub-site is created it must follow the site structure standards.

5.  Page Layout and Organization
· Consistency: All pages will have the same theme and basic layout. For more information regarding navigation and layout see the Informational Web Site Standards found at http://chfsnet.ky.gov/oats/wt/Documents/InformationalWebSiteStandards.docx .
· First screen: Ensure that the most important information is visible on the first screen and in the upper left area of the page without requiring the user to scroll.
· Keep it simple: Not every page needs to be a dashboard. Avoid the practice of adding a view of all the content on the site on the home page as this can quickly become overwhelming for users. Focus on the most important information and services and provide links to other content or pages.

5.  Content Types and Metadata
· Only the Server Support Team and SharePoint developers can create site columns and content types. They also manage the content type hub.

· The Server Support Team, SharePoint Support Team and SharePoint Developers will manage the metadata dictionary located at the content-type hub.
· Requests for changes to content types, site columns or metadata should follow the communications plan.

5.  Site Structure
· Only the SharePoint support team, SharePoint developers and power users will create sub-sites.
· The portal will closely follow Cabinet organizational structure, with major agencies having their own site collections in parallel at the root of the application with sub-sites for all agencies contained therein. 
· Any site known to be temporary will be treated as a project site.

· Any project site that requires permissions in excess of read for users across site collections will be created at the root project site collection. Any project site that involves multiple agencies in the same site collection will be created in the project sub-site of that site collection. Individual agency project will be created in that agency’s project sub-site.
· Any site that is not an agency site is considered a solution.

· Any solution site that requires permissions in excess of read for users across site collections will be created at the root portal site. Any solution that requires permissions in excess of read for users across agencies in the same site collection will be created at the root of the site collection. Solutions for an agency will be created as a sub-site of that agency’s site.
· Any content for distribution outside of the agency will be stored and displayed on the agencies’ site to simplify permission management.

5.  Security
· Implementing and enforcing the permission and group policies and standards are the responsibility of the Server Support Team, SharePoint Support Team, SharePoint developers, site managers and user admins.
· Groups will be created by the SharePoint Support Team, SharePoint developers or site managers who have had proper training and passed applicable tests.

· Group membership is the responsibility of site managers and user admins.

· No permission will be granted to individual accounts.

· Permission inheritance never will be manually broken for folders or items on any site. 
· Permission changes as part of an automated workflow process is permitted.
· Access requests will be sent to distribution lists not individual e-mail accounts. Distribution lists will include site managers (including backups) and members of the SharePoint Support Team. Requests will be reviewed and approved by the business owner. Modifications will be made by the appropriate staff member with permissions.
5.  Permissions and Groups
· Every site collection will have a full control and site manager group at the collection level.
· The Site Collection full control group is included on every item on all sites. Certain types of content may supersede this requirement as designated by executive management. Membership will be managed by the Server Support Team and SharePoint Support Team. Only members of the IT department with experience/training can be members but are not required to be a part of any established group designated in Groups and Individuals.

· The site manager group at the site collection level will include a mid-level support person and at least one back up. The members of this group must be included in all other Site Manager groups created in all sub-sites when this group is not designated as the site managers of a site and be part of the Site Manager or Power User group defined in Groups and Individuals in this document.
· Group memberships are managed by a group owner. Any group with permissions more restrictive than site manager will have its membership managed by the Site Manager group. All Site Manager groups will be managed by the Full Control group.
6. General Content Policies and Standards

6.  Posting Content to Existing Pages or Sites
· Content ownership: Only post content that you own, which means either the content was created by you or your agency. For convenience you can add links to content you do not own or manage.

· Content life cycle: All content should have a life or review cycle. Content that reaches the end of its life cycle may be archived or deleted depending on the nature of the content and any relevant regulations/laws. Content on a review cycle should be periodically reviewed to ensure it is up to date. A defined cycle should be determined and posted for all content.

· Copyright: Never post content that is not known to be owned by the Cabinet or content the Cabinet does not have the legal right to be post online. This includes scanned PDFs, images, articles from copyrighted sources or any content the Cabinet does not have the legal right to post online. Instead, create a link to the content.

· Embedded links: Any document with embedded links should point to major pages where the user can easily navigate to the referenced content. Never link to specific files pages deep in the site structure. This increases the chance that the link will be broken. Alternatively, links can point to search results pages using keywords and best bets to assist users in locating content.

· Text and Images: Text and images should follow the Informational Web Site Standards available on the Cabinet intranet site at http://chfsnet.ky.gov/oats/wt/Documents/InformationalWebSiteStandards.docx 
6.  Posting Content to the Home Page
Content on all home pages should be up to date, relevant and important information for users. The home page is a shared area and should be used to benefit all users. Content should be dynamic or often updated but not completely static. Do not post instructions on how to use the site on the home page. Instead post a prominent easily visible link to a page with instructions. This reduces clutter and wasted space for returning users who already know how to use the site.
6.  Posting Content to Personal Pages
Any information posted on personal pages can be reviewed during audits by appropriate staff. There is no guarantee or expectation of privacy and no private information will be posted to a My Site. Any content posted must follow the rules in the My Site Guidelines.

Note: If My Sites are approved supplemental documentation will be developed.
6.  Social Tags and Ratings
Ratings are intended to allow users to place value on the usefulness/quality of content on the site. This needs to be clearly conveyed to users when they rate any content. There should be a link near the ratings button that displays information on what the ratings mean and how they are used. Social tags also should have a link to information on what the tags mean and how they can be used.
6. Content Auditing and Review
Site managers, user admins, SharePoint Support Team, SharePoint developers, Server Support Team and the business owner will participate in the audit process. Audit focus areas include compliance with security, ADA, standards, policies, best practices and guidelines. Audits should occur once a year. A comprehensive audit will be conducted within six months of the solution implementation date and follow-up audits will occur annually. 
7. Content Specific Policies and Standards

7.  Blogs and Wikis
· No personal information will be posted and all content will be business related.
· If comments are enabled, users must be notified of and adhere to the comments rules.

· Anonymous comments are not permitted.

· Any area with comments must be monitored by a moderator or team of moderators.

· Any blog must have a content update frequency of at least once a month.

· Wikis that allow unrestricted contribution must have a moderator to approve/reject all suggested changes. Fact/ accuracy checking is required before wiki contributions are published.
· Only internal or public- use information may be posted/stored in any blog or wiki site.

7.  Announcements
· Announcements should be timely and relevant to the site/content where they are displayed.
· No versions will be saved.

· Retention should be set for three months or fewer, at which time items automatically should be deleted.

· Content should not be duplicated in e-mail messages. Users should be driven to the site to get updates and content. Making the site a single shared source for communication will encourage use and adoption of the site.

· Content in an announcement should be brief, concise and provide links to more information whenever possible. Length should be 50 words or fewer.

7.  Calendars and Calendar Views
· No full-size calendar views will be displayed on site home pages. Summary views may be used.
· No content will be placed to the left or right of a calendar view to prevent horizontal scrolling.

7.  Picture and Video Libraries
· Only content the Cabinet has the legal right to post online can be uploaded.
· Images to be displayed on pages with text must fit within the size requirements identified in Informational Web Site Standards, found here http://chfsnet.ky.gov/oats/wt/Documents/InformationalWebSiteStandards.docx 
· Photos for use only in galleries can be no larger than 800px by 800px.

· Photo galleries must use a tool for organizing and displaying meaningful, relevant content.
· Video libraries must be requested and approved by the Steering Committee. 

7.  Document Libraries
· All libraries should be reviewed to identify appropriate metadata for documents contained therein.
· Use of folders will require justification and must be approved by the SharePoint Support Team and site managers. Folder depth should never exceed two levels.

· No library will have infinite saved versions. If versions are saved, major versions should be set to 10 with drafts saved for one major version. Exceptions to this require justification and approval by the SharePoint Support Team and Server Support Team.
7. Documents
· Embedding links in documents should be avoided when possible.

· Files with embedded URLs must point to pages or sites not to specific files.

· Documents should be converted to HTML pages whenever possible.

· Access databases should be designed for and published to SharePoint and limited to power users.

7.  Lists
No list will have infinite saved versions. If versions are saved, major versions should be set to 10. Exceptions to this require justification and approval by the SharePoint Support Team and site managers.
7.  Custom Pages
· Should have a defined purpose and audience.
· Should be stored in a library designed specifically for pages, not stored with other documents.

· Custom pages should be added to the site navigation and have at least one tag.

7.  Discussion Boards
· Every board must have a moderator who can police the content, keep users on topic, delete inappropriate posts, enforce comment rules and create new topics and responses to posts as appropriate to keep the conversation useful and productive.
CHFS Discussion Board and Comment Rules: 
https://internal.chfsinet.ky.gov/sites/PRJ/2010Migration/Shared%20Documents/CHFS%20Website%20Discussion%20Board%20and%20Comment%20Rules.docx 
· Only work-related topics are allowed, all others may be deleted without notice.

· Topics or discussions that produce valuable content should be migrated or rewritten and stored on a page, blog or wiki for archiving and reference.

· Anonymous posts will not be allowed.

· Only internal or public-use content may be posted and discussed on any board.

8. Customization Policies and Standards
Any customization will be limited to staff who has the necessary training, has passed applicable tests indicated in Section 10 and is approved by the Steering Committee.
8.  Implementation
During project discovery phase, if the requirements cannot clearly be met with out-of–the-box functionality using only the WebUI, the architecture review committee will be consulted on the implementation of the requested customization. 
This group of IT professionals will determine the best solution to meet the customer’s needs. Possible decisions include out-of-the-box SharePoint, SharePoint Designer, SharePoint development, custom .NET application or any combination thereof.
8.  WebUI
Customization using the WebUI includes WebPart placement, WebPart configuration, navigation structure and configuring personal views.
8.  SharePoint Designer
SPD can be used to create workflows, actions (contextual menu), lists, libraries, columns, content types, data views, pages, master pages and layouts.
8.  Visual Studio
VS can be used to create custom workflows/actions, custom columns, custom WebParts, custom controls and other customization that requires installation and testing. Developed code should be deployed as a solution package.
8.  Personal Views
Personal views should not display information that may overburden the system.

9. Training

Some roles may require a specific level of training and permissions to perform required duties.
9.  Users

Access to training will be available online, in various forms.
9.  Site Managers

Must receive in-house site manager training and be appointed by agency executive management
9.  User Admins

Must receive in-house training specific to their sites, be involved in the creation and implementation of their sites or have demonstrated proficiency in SharePoint administration as defined in Section 3.1. Online support resources are available.

9.  Power User

Must be a site manager or user admin, have had training, passed certification test available on the SP site and been approved by the Steering Committee. In this instance the agency is responsible for obtaining training for individuals. 
10. Communication Plan

All communication should be handled online via the site (https://public.chfs.ky.gov/sites/TRN) whenever possible. Escalation of issues or questions will follow the linear vertical path listed below.
1. Users/Business Owners
2. User Admins

3. Site Managers

4. SharePoint Support Team
5. SharePoint Developers

6. Server Support Team
11. Support Plan

Several layers and methods of support will be provided to users and will follow the Communication Plan. Online resources will be available to assist users in resolving issues on their own. Discussion boards will be available to allow peer-to-peer and admin-to-user issue resolution. An online issue submission form will be available to submit, track and resolve issues. Issues received via e-mail should be routed to the issue submission form for tracking.
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