APPOINTMENT AND SCHEDULING REQUIREMENTS FOR PERSONAL HEALTH SERVICES

In consideration of the patient population needs and to promote efficiency in local health department operations, a patient appointment system is essential.  The following are general guidelines regarding patient appointments with specific requirements for the WIC program (in accordance with federal regulations and state policy):

All Local Health Department Personal Health Services

· Every effort shall be made to provide health services within ten (10) calendar days from a patient’s request for an appointment.

Appointments/Scheduling for WIC Applicants

· Applicants for WIC services shall be determined eligible or ineligible, provided notice of such, and if eligible, issued food instruments within certain time frames.

· The time frame for migrants, pregnant women and infants is a maximum of ten (10) calendar days from their request for services.

· The time frame for all other WIC applicants to be served should be ten (10) calendar days from their request, but in no event shall the time exceed twenty (20) calendar days.

· The name, address, telephone number and date of request for WIC services shall be recorded for all applicants.

Late Arrivals or Missed Appointments for WIC Services

· Pregnant women missing initial WIC certification shall be contacted regarding their appointment.

· Priority shall be given to providing services within the pregnant woman’s first trimester.

· WIC patients who are late for their food instrument pick-up appointments shall be served on the day of the appointment.

· Missed appointments for WIC certification shall be rescheduled as soon as possible, but not to exceed thirty (30) days of the missed appointment.

Making the Appointment System Functional

· If these appointment-scheduling objectives cannot be met, the health department director shall perform an analysis of the appointment/scheduling process, patient caseload, patient/clinic flow, and staffing complement.

· The Department for Public Health will provide input and guidance, if requested. 

PATIENT FEES & SERVICES

Public health services benefit the entire population.  The local health department (LHD) shall make personal and environmental health services available to all persons within the appropriate guidelines prescribed by the Department for Public Health (DPH).  With the exception of communicable diseases and family planning services, priority may be given to residents of the health department’s service area.  Local health departments do not possess the discretionary authority to exclude aliens (non United States citizens) solely on the basis of their alien status.

Patient Fees

A patient fee may be assessed for personal health services (except WIC, HANDS, Fluoride Varnish, Folic Acid Supplementation/Counseling and smallpox vaccines) if the patient does not have any governmental or private insurance coverage as the primary payor or unless otherwise directed by law or regulation. See  902 KAR 8:170,  Section 3 [4] for specific requirements regarding patient fees. 

There are three methods by which patient fees may be assessed:

1.
Applying the Uniform Percentage Payment Schedule with the fee determined by the patient’s ability to pay; 

· Patient fees based on the Uniform Percentage Payment Schedule with the fee determined by a patient’s ability to pay begin at 0% for patients with an income below 101% poverty* and ends at 100% pay for patients with an income above 250% poverty. (See the LHD Patient Self-Pay Fee Matrix and the Uniform Percentage Payment Schedule in AR Volume II, Patient Services Reporting And Billing Procedures.)
2.
Applying a nominal flat fee up to five (5) dollars; and

· A nominal fee, i.e. flat fee up to five (5) dollars is charged for communicable disease services, e.g. childhood immunizations, adult flu and pneumonia immunizations, etc. as specified by the Department for Public Health. 
3. 
Charging a fixed full charge.

· A fixed full charge is applied to certain services approved by DPH. (See the LHD Patient Self-Pay Fee Matrix in AR Volume II, Patient Services Reporting And Billing Procedures.)
LHDs that have chosen not to use the “Uniform Percentage Payment Schedule” are calculating patient fees in a number of other ways which are too numerous and complex for explanation here.

There are no charges made to school age children served at a school based clinic if requested by the LHD and authorized by the DPH. See 902 KAR 8:170, Section 3. 

* Poverty level as per DHHS Poverty Income Guidelines published annually in the February edition of the Federal Register.

Inability To Pay Patient Fees

· In accordance with 902 KAR 8:170, Section 3, inability to pay the assessed patient fee shall not be a barrier to services.

Non-Payment of Patient Fees

· If a local health department develops a policy that may result in referral of services due to non-payment of fees, the policy must be approved by the Department for Public Health before implementation.

Personal Health Services To Be Provided With No Patient Fees

· Services provided to persons determined eligible for the Special Supplemental Nutrition Program for Women, Infants and Children (WIC), the Health Access Nurturing Development Services (HANDS), Fluoride Varnish and Folic Acid Supplementation/Counseling shall be provided free of charge.

NOTE: The Kentucky HIV/AIDS Care Coordinator Program is administered by a limited number of LHDs in the state. Following is the Kentucky HIV/AIDS Care Coordinator Program Client Eligibility Guidelines.
Kentucky HIV/AIDS Care Coordinator Program

Client Eligibility Criteria

All clients must provide the information requested below.  Clients applying for financial assistance through KHCCP, KADAP and/or KHICP must meet all of the following criteria in order to be determined eligible for service:
(1.) Report Household Size- includes the client, family members, spouse, partner or non-family members that reside together.

(2.) Household Income- 

· Must be at or below 300% of the federal poverty level, adjusted for family size. 

·  Income is based on GROSS total income.

·  Income MUST be reported for the client, legally married spouse, any children under the age of 18, and for all other family and/or non-family members that occupy a single residence and contribute toward the daily living expenses and/or assist the client with medical bills.  

· EXCEPTION-children, under the age of 18, who are working and individuals who do not directly contribute toward the daily living expenses and/or medical bills of the client within the residence (i.e. someone who rents a room, apartment, house, etc. and pays his/her own bills and living expenses separate from the other people that occupy that room, apartment, house, etc.). 

·  Income must be verified annually by one of the following:
1. Two most recent pay stubs, or

2. Most recent W-2 forms or 1099, or

3. Award letter or statement from Social Security documenting income, or

4. Check stub from Social Security Disability/Supplemental Security Income, or

5. Most recent calendar year’s Tax Return, or

6. Food Stamp award letter, or

7. Signed statement of no income (only for those clients who report having no income).  He/she must state how he/she is meeting the needs of daily living.

· The Program reserves the right to ask a client to complete a 4506 T IRS form in order to document income.
(3.) Client’s household cash assets must be less than $10,000.  The program reserves the right to verify cash assets.

(4.) Be HIV positive. Provide complete name-linked verification of HIV positive status within 30 days of initiating the first Care Coordinator Program visit.  The following items may be used to verify HIV status:

· Positive confidential Western Blot test result; or

· Signed and dated written statement from a medical care provider (please use the Medical Documentation form); or
· A Counseling and Testing counselor may sign and verify HIV status; or

· A discharge summary or other hospital record that verifies diagnosis; or

· Medicaid or Social Security document that verifies diagnosis.

(5.) Be a current resident of the state of Kentucky.  Client verification MUST match the physical address of record and be verified by one of the following:

· Valid Kentucky driver’s license or state identification card; or

· Copy of a signed lease agreement; or

· Current utility bill; or

· Statement from a person providing room and board.

(6.) Sign and date the Informed Participation Agreement (IPA).

(7.) Sign and date the agency’s HIPAA Release of Information form.

(8.) Client agrees to abide by the established guidelines for conduct, agrees to participate in the development of the Care Plan and agrees to cooperate with the interventions, goals, and objectives of the Care Plan.

(9.) Client agrees to provide factual documentation to complete:

· the initial intake process within 30 days of the initial interview.

· the annual face to face case review

     (10.) Clients must abide by the KHCCP Voucher Policy.  (See Appendix 18)

      (11.) Incarcerated Individual:

· Clients who are incarcerated for a period not to exceed 30 days may remain eligible for the Care Coordinator Program 

· Clients who are incarcerated for a period greater than 30 days will be documented closed in the client’s file and will not be eligible for any KHCCP services during the period they are incarcerated

· A client may re-apply for the Care Coordinator Program once released from jail/prison or within 30 days of release date.  If application is approved, client will be eligible for services upon being released from incarceration.

  The Care Coordinator Program is largely a federally funded program and is considered the payor of last resort.  Financial assistance is NOT guaranteed.  Funding is limited and services may be terminated without cause.  Services in each region may vary depending on funding and service priorities.  The Care Coordinator Program cannot make payments directly to clients.

Care Coordinator Program

Reinstatement Policy:

Clients who have been dismissed from the KHCCP have the right to reapply to the Care Coordinator Program six (6) months after the date of dismissal, not including the exceptions noted below.  It is the client’s responsibility to make contact with their respective Care Coordinator region in order to reapply for the Care Coordinator Program after the six (6) month period.  After the client is reinstated into the Care Coordinator Program, if, at any time, the client does not adhere to his/her responsibilities outlined within the Informed Participation Agreement (IPA), the client will be dismissed from the Care Coordinator Program for a period of one (1) year.  The client may, once again, reapply to the Care Coordinator Program by contacting the respective Care Coordinator region one (1) year from the date of dismissal.  After this second time, any client who does not adhere to his/her responsibilities outlined within the IPA will be terminated from the Care Coordinator Program without the possibility of reinstatement.

Clients will not be reinstated if the following occurs:

· Clients become physically abusive or make direct or indirect threats to harm any staff within the Care Coordinator Program, agency staff, other clients, and/or state Care Coordinator Program staff;  and

· Clients falsify documentation or information related to their eligibility for the Care Coordinator Program.

CIVIL RIGHTS ACT of 1964
 
In compliance with ”Title VI of the Civil Rights Act of 1964”, “Title IX of the Education Amendments of 1972,”  “Section 504 of the Rehabilitation act of 1973,”  and the “Age Discrimination Act of 1975,”   all services of local health departments shall be conducted in a manner that no person will be excluded from participation in, be denied the benefits of, or otherwise be subjected to discrimination on the grounds of race, color, disability, national origin, sex, age or religion. 
The responsibility for carrying out the procedures necessary for proper compliance shall be delegated to the Director/Health Officer or, in his absence, to an authorized employee of the local health department.  Responsibilities shall include:

1. Informing local health department staff of their obligations under Title VI (during the orientation and training process for new employees, through annual training for all front-line employees and front line supervisors, and through the ready accessibility of administrative policies to staff).  The training must include collection and use of data, effective public notification systems, complaint procedures, compliance review techniques, resolution of noncompliance, requirements for reasonable accommodation of persons with disabilities, requirements for language assistance, conflict resolution and customer service; and

2. Informing all patients, clientele, and the general public that local health department services are provided on a nondiscriminatory basis (printed materials regarding availability of local health department services which are distributed to the general public shall contain a statement to this effect).  Appropriate Equal Employment Opportunity (EEO) Title VI and “and Justice for all” posters shall be posted in the health department’s lobby or reception areas; and

3. Informing all vendors and contractors furnishing services to the local health department of their obligations under Title VI (contracts and written agreements with vendors and contractors shall reference compliance with the Civil Rights Act); and

4. In the event of a complaint, informing the parties concerned of their right to file a complaint with the Department for Public Health (Administration and Financial Management Division), the federal program agency and/or the Federal Department of Justice; and
5. Kentucky DPH Civil Rights Training Module – 1009052 has been developed and placed on TRAIN for use in civil rights training which is required annually for front-line staff and supervisors. Any questions concerning TRAIN should be directed to David Knapp at (502) 564-4990 ext. 3630 or david.knapp@ky.gov. 
6. For the WIC Program, following WIC Program Notification and Complaint Procedures:

a. Written materials provided to the general public that explain the WIC Program must contain the following nondiscrimination statement: 

“In accordance with Federal law and U.S. Department of Agriculture policy, this institution is prohibited from discriminating on the basis of race, color, national origin, sex, age or disability.”

To file a complaint of discrimination, write USDA, Director, Office of Civil Rights, 1400 Independence Avenue, S.W., Washington, D.C. 20250-9410 or call (800) 795-3272 (voice) or (202) 720-6382 (TTY).  USDA is an equal opportunity provider and employer.”
If the material is too small to permit the full non-discrimination statement to be included, the material must at a minimum include the statement, “This institution is an equal opportunity provider” in print no smaller than the text.

b. If a person believes they have been discriminated against because of race, color, national origin, sex, age, or disability, the complaint shall be filed by writing USDA, Director, Office of Civil Rights, 1400 Independence Avenue, SW, Washington, DC 20250-9410 or calling (800) 795-3272 or (202) 720-6382 (TTY). USDA is an equal opportunity provider and employer.
NOTE:
A general brochure entitled Title VI follows in this section. The brochure describes the rights of individuals and a process for complaints. The brochure is available to be copied and posted in a conspicuous place for view.

COMPLIANCE WITH TITLE VI

(Persons with Limited English Proficiency)

In order to ensure compliance with "Title VI of the Civil Rights Act of 1964", Policy Guidance Document: Enforcement of Title VI of the Civil Rights Act of 1964––National Origin Discrimination Against Persons With Limited English Proficiency ("LEP Guidance"), a LHD must ensure that a person identified as having a limited English language proficiency (LEP) and who is eligible for services in the LHD has meaningful access to the benefits. LEP persons are defined as persons who cannot speak read, write, or understand the English language at a level that permits them to interact effectively with providers. To facilitate the treatment and communication and to ensure that each patient is able to understand his/her care and make and communicate informed choices, the LHD shall have interpreter services and or other adaptive equipment made available upon the timely request of the individual or staff member.

In Order To Ensure That Appropriate Assistance Is Provided, A LHD Shall:
1. Assess 

· Conduct an assessment of the language needs of the population in the service area.

· Identify the resources that will be needed to provide effective language assistance.

· Identify the resources needed, the location of the resources and how to obtain the resources in a timely manner.

· Identify for each patient their communication needs, taking into account the nature and extent of English language proficiency as well as the need for adaptive equipment. 

· Identify for each patient the points of contact during services where language assistance is likely to be needed.

2.
Develop a Comprehensive Written Policy on Access – Develop a written policy on communication.

· Each LHD shall have a written policy which identifies policies and procedures for:

· Identifying and assessing the language need of applicants/recipients.

· Providing the range of language assistance options.

· Providing notice of the right to free language assistance.

· Periodically training staff.

· Monitoring the provision of assistance to the speech or hearing impaired and those with LEP.

· Provide translated materials, if appropriate.  A LHD with fewer than 100 applicants/recipients in a language group does not need to provide translated written materials.  

· Each LHD should have the ability to provide meaningful communication by selecting from the following options:

· Hiring trained and competent bilingual staff.

· Hiring interpreters who are skilled and trained.

· Contracting with an outside interpreter service.

· Arranging for the services of voluntary community interpreters.

· Arranging for the use of a telephone language interpreter service such as the Language Line, which provides professional interpretation 24 hours a day.

· Each LHD should maintain a master list of names and phone numbers of available interpreters.

3.
Train staff on the policy and ensure that it is understood and carried out. This training should be a part of the orientation training for each employee and updated annually or biannually per agency policy.  Ensure staff is trained on techniques for effective use of interpretive services.

4.
Monitor – Conduct regular oversight of the language assistance program to ensure all persons have meaningful access to service. 

Interpreters

· Interpreters may be in the possession of a national interpreter certificate or verification of equivalent qualifications obtained in another state that demonstrates a proficiency level sufficient to meet the needs of the individual.

· Each interpreter shall sign a confidentiality statement prior to providing services. Signed statements shall be kept on file.

· Friends, family, intimate partners and minor children should not be used as interpreters. They can only be used by a LHD after an applicant/ recipient has been informed of the right to free interpreter services, declines the services and requests their use. The LHD should suggest that a trained interpreter sit in on the encounter to ensure accurate interpretation. The LHD will document the offer and declination in the patient’s medical record. 

· If the applicant/recipient believes the interpreter provided is not sufficiently qualified to provide services, the individual or responsible party may request interpreter services of a higher skill level.

Recommended Skills and Qualities of Interpreters:
· Speaking and listening proficiency in at least two languages
· Strong communication skills including listening, oral comprehension and speaking skills

· Able to document effectively when applicable

· Knowledge of medical terminology and procedures

· High level of cultural awareness and responsiveness

· Desire to facilitate communication between health care providers and LEP patients

· Ability to put aside personal beliefs, including political, cultural and religious beliefs and ideas

· Compassionate, but able to remain impartial

· Drive to continuously improve and perfect skills in working languages, interpretation techniques and medical vocabulary and procedures

· High attention to detail

· Ability to remain focused and attentive

· Ability to adhere to established professional code of ethics, protocols and confidentiality

· Ability to translate brief written text such as application forms, signage or medication labels  
Examples Of Practices Which May Violate Title VI Are:

· Providing services to LEP persons that are more limited in scope or are lower in quality than those provided to other persons;

· Subjecting LEP persons to unreasonable delays in the delivery of services;

· Limiting participation in a program or activity on the basis of English proficiency;

· Providing services to LEP persons that are not as effective as those provided to those who are proficient in English; or

· Failing to inform LEP persons of the right to receive free interpreter services and/or requiring LEP persons to provide their own interpreter.

Title VI Information

Information on Title VI of the Civil Rights Act of 1964 can be obtained from the Departmental Title VI Coordinator or from the Cabinet Title VI Coordinator located in the Office of Program Support.  

Internal Complaint Procedure: Any person who believes she or he or any special class of individuals is subject to discrimination under Title VI may file an oral or written complaint through a representative or directly with the Departmental Title VI Coordinator or the Cabinet Title VI Coordinator located in the Office of Program Support.  Complaints should be filed within 90 days of the alleged discrimination.

External Complaint Procedures: Any person who believes she or he or any special class of individuals is subject to discrimination under Title VI may file a written complaint with the KY Commission on Human Rights, Heyburn Building, 7th Floor, 332 West Broadway, Louisville, Ky. 40202. Telephone, (502) 595-4024 or toll-free, 1-800-292-5566.

WIC Program Complaint Procedure: If a person believes they have been discriminated against because of race, color, national origin, sex, age, or disability, the complaint should be filed by writing USDA, Director, Office of Civil Rights; 1400 Independence Avenue, SW; Washington, DC 20250-9410 or calling (800) 795-3272 or (202) 720-6382 (TTY).
Written Materials Provided To The General Public That Explain The WIC Program Must Contain The Following Nondiscrimination Statement:

“In accordance with Federal law and U.S. Department of Agriculture policy, this institution is prohibited from discriminating on the basis of race, color, national origin, sex, age or disability.”

To File A Complaint of Discrimination regarding the  WIC Program, write: USDA, Director, Office of Civil Rights; 1400 Independence Avenue, SW; Washington, DC 20250-9410 or call (800) 795-3272 or (202) 720-6382 (TTY). USDA is an Equal Opportunity Employer.”

Cabinet for Health

& Family Services

Title VI Coordinators
Dept. for Medicaid Services

(502) 564-4321

Dept. for Public Health

(502) 564-6663 x 3744

Dept. for MH/MR Services

(502) 564-4527

Office of Aging Services

(502) 564-6930

Office of the Inspector General

(502) 564-2888

Comm. for Children with Special

Health Care Needs

(502) 595-3264

CHFS Title VI Coordinator

(502) 564-5080

The Cabinet for Health and Family Services does not discriminate on the basis of race, color, national origin, sex, age, religion, or disability and provides, on request, reasonable accommodations including auxiliary aids and services necessary to afford an individual with a disability to participate in all services, programs and activities. To request materials in an alternate format, contact the Office of Communications, 275 East Main Street, Frankfort, Ky. 40621. Telephone, (502) 564-6788. Hearing – and speech-impaired persons can contact the Cabinet by using the Kentucky Relay Service, a toll-free telecommunication device for the deaf (TDD).  For Voice to TDD, call 1-800-648-6057.  For TDD to voice, call 1-800-648-6056.            




TITLE VI OF THE CIVIL RIGHTS ACT





What is Title VI?

Title VI of the Civil Rights Act of 1964 is a national law that protects people from discrimination based on race, color, or national origin in connection with programs and activities that receive federal money.  

The federal law states:  No person in the United States shall, on the ground of race, color, or national origin, be excluded from participation in, be denied benefits of, or be subject to discrimination under any program or activity receiving federal financial assistance.

What are the Cabinet’s responsibilities regarding Title VI?

Kentucky Revised Statute 344.015 requires state agencies to develop Title VI Implementation Plans and submit annual compliance reports to the state Auditor of Public Accounts.  All employees of the Kentucky Cabinet for Health and Family Services have a duty to provide program benefits and services in a non-discriminatory manner.  This requirement also applies to businesses and other entities receiving federal money from the Cabinet.

What is discrimination?

Discrimination limits equal access to services, opportunity or other benefits.  Some examples of illegal discriminatory practices under Title VI include:

· Denying any individual services, opportunity or other benefits for which she or he is otherwise qualified under a federally-funded program.

· Providing any service or benefit to a person that is different or provided in a different manner from that which is provided to others.

· Subjecting a person to segregated or separate treatment in any manner related to receipt of service.

· Restricting a person in any way in the enjoyment of services and other benefits provided to others.

· Administering a program in a way that limits participation by any group of recipients or subjects them to discrimination.

· Permitting discriminatory activity in a facility built in whole or part with federal funds.

· Failing to advise the population eligible to be served or benefited by a program about the existence of the program.

· Locating a facility in any way that would limit or impede access to a federally-funded service or benefit.

What discrimination issues ARE NOT covered by Title VI?

Title VI does not address discrimination based on age, sex, disability, geographical locale or wealth.

Title VI does not…

… relate to discrimination against people with disabilities.

…
apply to employment, except where

employment practices result in discrimination against program beneficiaries or where the purpose of the federal assistance is to provide employment.

…
guarantee increased purchases from minority-owned businesses.

Who is responsible for Cabinet compliance with Title VI?

Responsibility is vested with the Secretary of the Cabinet or his/her designee.  The Office of Program Support is responsible for coordinating Title VI compliance between various Cabinet agencies and administering the complaint process.


STANDARDS FOR INTERPRETIVE SERVICES
This communication addresses the Standards for interpreters either employed or contracted by local health departments.  The Department for Public Health and its contracted local health departments must make available to all eligible persons benefits of programs provided through these Agencies and funded by Federal monies.  Failure to provide quality interpretive services may not permit eligible persons to receive benefits to which they are entitled.  Quality interpretive services may be assured when standards for performance are established and those performing these services are held accountable to meet these standards.

There are standards for interpretive services, some of which include:

1. Knowledge and understanding of the target language.

2. Appreciation of cultural differences and assumptions

3. Knowledge and understanding of health care terminology and the ability to interpret and explicate technical expression.

4. The ability to translate brief written text such as application forms, signage or medication labels.

5. Knowledge of and adherence to a prescribed standard of interpretive practice

6. A demonstrable ability to apply language knowledge, medical terminology, cultural understanding in a cross linguistic interview.

Assessing adherence to these standards requires specific knowledge.  The LEP Section within DCBS routinely assesses interpreters and AHEC also conducts cultural and interpreter training sessions.  To ease the burden associated with measuring compliance to standards, interpreters either employed or contracted by local health departments should present evidence they have successfully completed a program as outlined above either at employment or within 1 year of their employment date.  

The Department may evaluate the program referenced by an employee at their initial hire to determine adherence to standards.  If an employee enters into a program after their initial employment, the Department for Public Health may evaluate the program. 

COMMUNICATING WITH THE PUBLIC

Keeping the public informed about services available through the local health department (LHD) is an important function. The Department for Public Health recommends that at least annually, information about available services be disseminated through the local news media, broadcast on TV, through websites and/or brochures. Included in this section is an article, “Working With The Media: A Basic Survival Guide” that provides tips for working with the media written by Gwenda Bond of the Office of Communications, Cabinet for Health and Family Services.

In accordance with KRS 424.220 the annual financial statement for the LHD is to be published in the local newspaper. Information regarding environmental health activities is to be disseminated to the public at least semi-annually. (See Environmental Health Services Guidelines in the AR Volume I, Section IX: Service Descriptions and Guidelines for further guidance re program publicity and consumer education.)

In case of a disaster, the public is to be informed by the LHD by providing the community with accurate situation appropriate health related information, educational materials, media releases, and health alerts. (See “Responsibilities of Local Health Departments in Preparing For and Responding to Bioterrorism and Other Public Health Emergencies”  located in this section.
DAYS AND HOURS OF OPERATION
Local Health Departments’ regular working hours shall be Monday through Friday from 8:00 a.m. to 4:30 p.m., including providing services during the lunch hour. Any exceptions to being open during the lunch hour must receive approval from the Department for Public Health, Administration and Financial Management Division. The exception must indicate how the working public will be accommodated during alternative service hours.

Notice of Hours of Operation to the Public
In accordance with 902 KAR 8:160, Section 11, the LHD must post the hours of operation and must publish in advance if there is to be a closure.

Closure of Local Health Departments 

Local health departments are expected to be open on all days except those listed in 902 KAR 8:120, Section 18, Holidays. See AR Volume I, Section IV: Personnel. The actual day the holiday is to be observed is routinely established by the Governor’s office.

The following are exceptions:

Inclement weather that causes the local health department to close.

Staff meeting(s) and/or training session(s) that require attendance of all employees.

All other closures for either a partial day or a longer period of time must have the approval of the Department for Public Health, Division of Administration and Financial Management. The request for exception must indicate provisions that have been made for services a patient may need during the time of the closure such as WIC, Home Health visits, etc.

Extended Hours
· In order to accommodate the working public, local health departments/boards of health shall assess the feasibility of offering extended hours. Early morning, late afternoon, evening and weekend hours shall be considered in addition to regular working hours. Extended hours shall be a decision of the governing board of health with input from local health department patients and a community assessment. The decision of the boards of health approving or disapproving extended hours shall be reflected in the board’s minutes. If the local health reporting and billing system will be needed for the extended hours, prior arrangements must be made with the DPH Administration and Financial Management Division. See “Custom Data Processing (CDP) Extra Hours Procedures” located in this section.
NOTE: Employee work schedules may be adjusted (in conjunction with management) to ensure adequate coverage during all times of service activities.
FAIR HEARINGS
All administrative hearing procedures are governed by KRS Chapter 13B.  

The following are eligible for a fair hearing:

· Persons who have been denied services;

· Persons whose participation in a service has been discontinued;

· Persons who have been notified to repay the cash value of improperly received WIC benefits;

· Persons who have not had a grievance resolved to their satisfaction; and

· Public and certain classes of citizens who have been adversely affected as a result of the interpretation/enforcement of an environmental law, regulation or ordinance.

The KRS Chapter 13B applies to all local health departments (LHDs) in Kentucky. A general, uniform hearing procedure for the Cabinet for Health and Family Services has been adopted, Administrative Regulation 902 KAR 1:400.

However, due to tighter federal time frames for fair hearings than is required by KRS Chapter 13B, the WIC Program’s fair hearing policies for applicants, participants and vendors are governed by Administrative Regulation 902 KAR 4:040. 

All requests for hearings shall be honored unless:
1. The request is withdrawn in writing by the requesting party or his/her representative;

2. The requesting party or his/her representative fails, without good cause, to appear at the originally scheduled hearing or any “make-up” hearing; or

3. The requesting party has already had a hearing on the issue in question and cannot provide evidence that circumstances have changed sufficiently to justify another hearing.

When a hearing request is received, the local health department shall in all cases:
1. Establish and maintain a hearing file documenting all correspondence and contacts with the party requesting a hearing; and

2. Notify the appropriate DPH division or branch of the hearing request.

Persons aggrieved by an action of the LHD may request an opportunity to present his/her views before the Cabinet or its designated agent.  The procedures will be in accordance with 902 KAR 1:400 which sets forth a uniform hearing procedure for the Cabinet for Health and Family Services and/or any other applicable laws and regulations.  The following are general procedures and time frames:

1. The requesting party or his/her representative has a right to a conference hearing if requested within ten (10) days of the date of the notice of proposed adverse action.

2. Within five (5) days of the conclusion of the conference hearing, a report will be issued to the requesting party detailing the settlement and providing further right to appeal.

3. The requesting party may file a written request to appeal to the Commissioner for Public Health, Cabinet for Health and Family Services, 275 East Main Street, Frankfort, Kentucky 40621 within ten (10) days of receipt of the conference hearing report.

4. The notice of appeal and the appeal procedures shall be in accordance with Administrative Regulation 902 KAR 1:400. and KRS Chapter 13B.

Deficit Reduction Act of 2005

§6032 Employee Education About False Claims Recovery

Effective Date: 01/01/07

The purpose of this policy is to fulfill the terms of the Deficit Reduction Act which requires DPH to establish a policy which provides detailed information about the Federal Civil False Claims Act, the Federal Program Fraud Civil Remedies Act, state laws pertaining to false claims, and whistleblower protections under such laws. 

1. FEDERAL CIVIL FALSE CLAIMS ACT

The Civil False Claims Act (31 U.S.C. §3729 et seq.) is a statute that imposes civil liability on any person who: 


• knowingly presents, or causes to be presented, a false or fraudulent claim, 


  record or statement for payment or approval, 


• conspires to defraud the government by getting a false or fraudulent claim 


  allowed or paid, 


• uses a false record or statement to avoid or decrease an obligation to pay the


  Government, 


• and other fraudulent acts enumerated in the statute. 

The term "knowingly" as defined in the Civil False Claims Act ("FCA") includes a person who has actual knowledge of the information, acts in deliberate ignorance of the truth or falsity of the information, or acts in reckless disregard of the truth or falsity of the information. No proof of specific intent to defraud is required.

The term "claim" includes any request or demand for money or property if the United States Government provides any portion of the money requested or demanded.

Potential civil liability under the FCA currently includes penalties of between five thousand five hundred and eleven thousand per claim, treble damages, and the costs of any civil action brought to recovery such penalties or damages. 

The Attorney General of the United States is required to diligently investigate violations of the FCA, and may bring a civil action against a person. Before filing suit the Attorney General may issue an investigative demand requiring production of documents and written answers and oral testimony. 

The FCA also provides for Actions by Private Persons (qui tam lawsuits) who can bring a civil action in the name of the government for a violation of the Act. Generally, the action may not be brought more than six years after the violation, but in no event more than ten. When the action is filed it remains under seal for at least sixty days. The United States Government may choose to intervene in the lawsuit and assume primary responsibility for prosecuting, dismissing or settling the action. If the Government chooses not to intervene, the private party who initiated the lawsuit has the right to conduct the action. 

In the event the government proceeds with the lawsuit, the qui tam plaintiff may receive fifteen to twenty-five per cent of the proceeds of the action or settlement. If the qui tam plaintiff proceeds with the action without the government, the plaintiff may receive twenty-five to thirty per cent of the recovery. In either case, the plaintiff may also receive an amount for reasonable expenses plus reasonable attorneys' fees and costs. 

If the civil action is frivolous, clearly vexatious or brought primarily for harassment, the plaintiff may have to pay the defendant its fees and costs. If the plaintiff planned or initiated the violation, the share of proceeds may be reduced and, if found guilty of a crime associated with the violation, no share will be awarded the plaintiff. 

Whistleblower Protection. The Civil False Claims Act also provides for protection for employees from retaliation. An employee who is discharged, demoted, suspended, threatened, harassed, or discriminated against in terms and conditions of employment because of lawful acts conducted in furtherance of an action under the FCA may bring an action in Federal District Court seeking reinstatement, two times the amount of back pay plus interest, and other enumerated costs, damages, and fees. 

2. FEDERAL PROGRAM FRAUD CIVIL REMEDIES ACT OF 1986

The Program Fraud Civil Remedies Act of 1986 ("Administrative Remedies for False Claims and Statements" at 38 U.S.C. §3801 et seq.) is a statute that establishes an administrative remedy against any person who presents or causes to be presented a claim or written statement that the person knows or has reason to know is false, fictitious, or fraudulent due to an assertion or omission to certain federal agencies (including the Department of Health and Human Services).

The term "knows or has reason to know" is defined in the Act as a person who has actual knowledge of the information, acts in deliberate ignorance of the truth or falsity of the information, or acts in reckless disregard of the truth or falsity of the information. No proof of specific intent to defraud is required. 

The term "claim" includes any request or demand for property or money, e.g., grants, loans, insurance or benefits, when the United States Government provides or will reimburse any portion of the money. 

The authority, i.e., federal department, may investigate and with the Attorney General’s approval commence proceedings if the claim is less than one hundred and fifty thousand dollars. A hearing must begin within six years from the submission of the claim. The Act allows for civil monetary sanctions to be imposed in administrative hearings, including penalties of five thousand five hundred dollars per claim and an assessment, in lieu of damages, of not more than twice the amount of the original claim.

3.
State Medicaid False Claims Act 

Kentucky law imposes criminal and civil penalties on any person who commits a fraudulent act on the Kentucky Medicaid Program.  See KRS Chapter 205.8451 et seq. A “fraudulent act” includes those acts set forth in KRS 205.8463. Specifically, a person has committed a fraudulent act when the person (1) intentionally, knowingly, or wantonly makes, presents or causes to be made or presented to an employee or officer of the Cabinet for Health and Family Services any false, fictitious or fraudulent statement, representation or entry in any application, claim, report or document used in determining rights to any benefit or payment; (2)  knowingly or wantonly devises a scheme or plans a scheme or artifice, or enters into an agreement, combination, or conspiracy to obtain or aid another in obtaining payments from any medical assistance program under KRS Chapter 205 by means of any fictitious, false, or fraudulent application, claim, report or document submitted to the Cabinet for Health and Family Services, or intentionally engages in conduct which advances the scheme or artifice; or (3) engages in any other act set forth in KRS 205.8463. 

Any person who commits a fraudulent act as defined in KRS 205.8463 shall be guilty of anywhere from a Class A misdemeanor, imprisonment for not more than twelve (12) months and/or a fine of five hundred dollars ($500) to a Class C felony, imprisonment for not less than five (5) years nor more than ten (10) years and/or a fine of not less than one thousand dollars ($1,000) and not greater than ten thousand dollars ($10,000) or double the offender’s gain from commission of the offense, whichever is greater. See KRS 205.8463, 532.005, 532.030, 532.060, 532.090, 543.030 and 534.040. In addition to these penalties, any provider who has been found by a preponderance of the evidence in any administrative process to have knowingly submitted or caused claims to be submitted for payment for furnishing treatment, services or goods under a medical assistance program provided for under KRS Chapter 205, which payment the provider was not entitled to receive, shall be liable for restitution; civil payments and interest; legal fees; and costs of investigation and enforcement as well as be subject to removal as a participating provider for a specified period of time.  See KRS 205.8467. The State shall also have a lien against all property of any provider or recipient who is found to have defrauded the Medicaid program for the amount equal to the sum defrauded plus any interest and penalties.  See KRS 205.8471. The terms and conditions of a State imposed lien is set forth in KRS 205.8471.

Any person who knows or has reasonable cause to believe that a fraudulent act and/or a violation of KRS Chapter 205 has been or is being committed by any person, corporation, or entity, shall notify the state Medicaid Fraud Control Unit or the Medicaid Fraud and Abuse hotline and provide the information required under KRS 205.8465(1).  See KRS 205.8465. Any person making such a notification regarding the offenses of another shall not be liable in any civil or criminal action based on the report if the report was made in good faith. See KRS 205.8465.  Additionally, no employer shall, without just cause, discharge or in any manner discriminate or retaliate against any person who in good faith (1) makes a report required or permitted by KRS 205.8451 to 205.8483 or (2) testifies, or is about to testify, in any proceeding with regard to any report or investigation.  See KRS 205.8465.

The state agency administering the Medicaid Program may also impose administrative sanctions on providers convicted under the Statute.  See 907 KAR 1:671.

4.
State Administrative Sanctions Against Medicaid Providers
Administrative sanctions also may be invoked against a Medicaid provider who has been determined to have engaged in unacceptable practices. See 907 KAR 1:671. “Unacceptable practices” means conduct by a Medicaid provider which constitutes “fraud” or “provider abuse” as defined in KRS 205.8451(2) or (8) or willful misrepresentation, and includes those practices identified in 907 KAR 1:671, Section 1, Paragraph (40). Specifically, unacceptable practices include, but are not limited to, presenting a false claim for services; submitting false information to obtain greater compensation than that to which the provider is entitled; submitting a claim by a provider terminated or excluded from the Medicaid Program; conversion; soliciting or accepting bribes or kickbacks; engaging in conspiracy, complicity or criminal syndication; failing to meet disclosure requirements; and other acts. See 907 KAR 1:671, Section 1, Paragraph (40).

“Fraud” means an intentional deception or misrepresentation made by a recipient or a provider with the knowledge that the deception could result in some unauthorized benefit to the recipient or provider or to some other person. See KRS 205.8451(2). It includes any act that constitutes fraud under applicable federal or state law.  See KRS 205.8451(2).

“Provider abuse” means practices of a health care provider that are inconsistent with sound fiscal, business or medical practices and that result in unnecessary cost to the Medical Assistance Program established pursuant to KRS Chapter 205, or that result in reimbursement for services that are not medically necessary or that fail to meet professionally recognized standards for health care. See KRS 205.8451(8). It also includes practices that result in unnecessary cost to the Medical Assistance Program. See KRS 205.8451(8).

Sanctions may include but are not necessarily limited to liability for civil payments; restitution of overpayments; costs of investigation and enforcement of civil payments; legal fees; withholding of payments; and termination and exclusion from the Medicaid Program.  See KRS 205.8467 and 907 KAR 1:671, Section 5, Paragraph (2).

The factors considered in determining sanctions or the duration of exclusion are as follows: (1) the number and nature of the unacceptable practice incidents; (2) the nature and extent of the adverse impact the violations had on recipients; (3) the amount of damages to the Medicaid Program; (4) past criminal records of activities involving a child, patient or adult in matters of abuse, neglect, sexual abuse, malpractice, or the personal involvement in fraud or another violation of 42 U.S.C. 1128a-b13, that may have been discovered as a result of the investigation of the unacceptable practice or other related material facts that may impact the health, safety and well-being of Medicaid recipients; and (5) the previous record of violations by the provider under Medicare, Medicaid or other program administered by the Department for Medicaid Services located within the Cabinet for Health and Family Services. See 907 KAR 1:671, Section 5, Paragraph (5).

5.  State Insurance Fraud and Reporting Immunity Act

Kentucky provides for criminal and civil penalties related to insurance fraud and has established within the Office of Insurance a Division of Insurance Fraud Investigation to investigate and prosecute violations. See KRS 304.47-010 et seq.  Generally speaking, a “fraudulent insurance act” includes, but is not necessarily limited to, acts made with knowledge and the intent of obtaining an undeserved economic benefit or to deny another a benefit in connection with an insurance transaction. A “fraudulent insurance act” includes all those acts set forth in KRS 304.47-020(1). Any person who commits a fraudulent act under KRS 304.47-020(1) is, depending upon the amount received and number of offenses committed, guilty of anywhere from a misdemeanor, imprisonment for not more than a year, and/or a fine, per occurrence, of not more than one thousand dollars ($1,000) per individual nor five thousand dollars ($5,000) per corporation or twice the amount of gain received as a result of the violation, whichever is greater, to a felony, imprisonment for not less than ten (10) years nor more than twenty (20) years and/or a fine, per occurrence, of not more than ten thousand ($10,000) per individual nor one hundred thousand dollars ($100,000) per corporation or twice the amount of gain received as a result of the violation, whichever is greater. KRS 304.47-020. The person committing the fraudulent act also may be ordered to make restitution to any victim who suffered a monetary loss. KRS 304.47-020

In addition to criminal liability, a person who violates the statute may liable for civil payments and damages and all reasonable investigation and litigation costs including attorneys’ fees.  See KRS 304.47-020

The following individuals having knowledge or believing that a fraudulent insurance act or any other act or any other act or practice which may constitute a felony or misdemeanor under KRS 304.47-010 et seq. is being or has been committed shall notify the Insurance Fraud Division: (a) any professional practitioner licensed or regulated by the Commonwealth except as provided by law; (b) any private medical review committee; (c) any insurer, agent or other person licensed under this chapter; and (d) any employee of the persons named in paragraphs (a) to (c) above.  See KRS 304.47-050. Any other person having knowledge or believing that a fraudulent insurance act or any other act or practice which, upon conviction, constitutes a felony or misdemeanor under KRS 304.47-010 et seq. is being or has been committed may notify the Insurance Fraud Division. See KRS 304.47-050.  

Notwithstanding the above, any person having knowledge or believing that a fraudulent insurance act or any other act that may be prohibited under KRS 304.47-010 et seq. is being or has been committed, may notify any law enforcement agency. See KRS 304.47-050.  Reporting to any other agency does not relieve those listed above of their mandatory duty to report to the Insurance Fraud Division. See KRS 304.47-050.

If the reporter acts without malice, fraud or gross negligence, the reporter is immune from any civil liability for libel, slander, or related cause of action arising out of the report. See KRS 304.47-050.

6.  State Employment Protection Act

State employees who report violations of state or federal law or regulation are provided protection against retaliation or disciplinary action related to the report pursuant to the “Kentucky Whistleblower Act.”  See KRS 61.101 et seq. The Act prohibits an employer from subjecting to reprisal or directly or indirectly using, or threatening to use, any official authority or influence, in any manner whatsoever, which tends to discourage, restrain, depress, dissuade, deter, prevent, interfere with, coerce, or discriminate against any employee who in good faith reports, discloses, divulges, or otherwise brings to the attention of identified personnel any facts or information relative to an actual or suspected violation of any law, statute, executive order, administrative regulation, mandate, rule, or ordinance of the United States, the Commonwealth of Kentucky, or any of its political subdivisions, or any facts or information relative to actual or suspected mismanagement, waste, fraud, abuse of authority, or a substantial and specific danger to public health or safety. See KRS 61.102.  Additionally, no employer shall subject to reprisal or discriminate against, or use any official authority or influence to cause reprisal or discrimination by others against, any person who supports, aids, or substantiates any employee who makes public any wrongdoing set forth above. See KRS 61.102.

“Employer” means the Commonwealth of Kentucky or any of its political subdivisions and any person authorized to act on behalf of the Commonwealth, or any of its political subdivisions, with respect to formulation of policy or the supervision, in a managerial capacity, of subordinate employees.  See KRS 61.101.

“Identified personnel” means the Kentucky Legislative Ethics Commission, the Attorney General, the Auditor of Public Accounts, the General Assembly of the Commonwealth of Kentucky or any of its members or employees, the Legislative Research Commission or any of its committees, members or employees, the judiciary or any member or employee of the judiciary any law enforcement agency or its employees or any other appropriate body or authority.  See KRS 61.102.

Employees alleging a violation of the Kentucky Whistleblower Act may bring a civil action for appropriate injunctive relief or punitive damages, or both, within ninety (90) days after the occurrence of the alleged violation. See KRS 61.103.

Employees alleging a violation of the Kentucky Whistleblower Act also are afforded administrative remedies granted by KRS Chapters 16, 18A, 78, 90, 95, 156 and other chapters of the Kentucky Revised Statutes.  See KRS 61.103.

Notwithstanding the Kentucky Whistleblower Act, an employer may discipline or impose punitive action on an employee who discloses information which the employee knows (1) to be false or which the employee discloses with reckless disregard for its truth or falsity; (2) to be exempt from required disclosure under the provisions of KRS 61.870 or 61.884; or (3) is confidential under any other provision of law. See KRS 61.102.

7.  State Computer Crime Act

Kentucky provides criminal penalties related to knowingly and willfully, directly or indirectly, accessing, causing to be accessed or attempting to access a computer without the effective consent of the owner, (1) for the purpose of devising or executing any scheme or artifice to defraud or obtaining money, property or services for themselves or another by means of false or fraudulent pretenses, representations or promises; (2) which results in loss or damage; or (3) which does not result in loss or damage. See KRS 434.840 et seq.

A “computer” includes any computer software, computer program, data, computer, computer system, computer network or any part thereof.” See KRS 434.840.  For additional definitions of these terms, please see KRS 434.840.

Depending on the purpose for which the crime was committed and whether any loss or damage was sustained as a result of commission of the crime, any person convicted of a computer crime is guilty of anywhere from a Class B misdemeanor, imprisonment for not more than ninety (90) days and/or a fine of a two hundred fifty dollars ($250) to a Class C felony, imprisonment for not les than five (5) years nor more than ten (10) years and/or fine of not less than one thousand dollars ($1,000) and not greater than ten thousand dollars ($10,000) or double the offender’s gain from commission of the offense, whichever is greater. See KRS 434.840 et seq., 532.005, 532.030, 532.060, 532.090, 543.030 and 534.040. 

GRIEVANCE/COMPLAINT PROCEDURES FOR ANY MEMBER OF THE PUBLIC OR PATIENT

All local health departments shall establish an internal grievance procedure to assure prompt and equitable resolution of complaints alleging discrimination, unfair or inappropriate treatment of any member of the public or any patient(s). These procedures shall be sufficiently broad to address complaints concerning medical/clinical and environmental health services and shall be in accordance with 902 KAR 8:160.

Complaint procedures shall be developed to protect the rights of the complainant, to meet due process requirements, and assure compliance with federal laws and regulations governing equal opportunity, ADA, and participation in certain federal grant programs.

In addition, the following elements shall be included in the complaint procedure:

1.
Complaints may be written, verbal, or anonymous. Complaints shall contain the name and address of the person filing the complaint, if the complaint is not anonymous. The following information shall be obtained on all complaints: (a) the date(s) the alleged incident occurred, (b) the location at which the alleged incident occurred, (c) the employee or contracted agent against which the complaint is filed, and (d) a description of the alleged incident.

A complaint shall be filed within 60 days of the alleged incident. However, Civil Rights and ADA grievances allow 180 days after the complainant becomes aware of the alleged violation.

GUIDELINES FOR ADA

The Department for Public Health and all local health departments (LHD’s) are committed to the full implementation of the "Americans with Disabilities Act" (ADA). It is the policy of the department to maximize the full inclusion and integration of people with disabilities in all aspects of employment and all programs, services and activities. LHDs shall ensure their services, facilities and practices conform with the requirements of ADA, and to the extent feasible, modify services, policies and practices to conform to the ADA requirements.

All employees must comply with the following policies regarding the ADA:

Discrimination Prohibited: Employees with disabilities who are otherwise qualified may not be discriminated against in any areas of employment including, but not limited to, job application and compensation procedures, fringe benefits available by virtue of employment and activities sponsored by the state.

Limiting, Segregating, and Classifying: Employees with disabilities shall not be limited, segregated, or classified in a way that adversely affects their employment opportunities or status.

Contractual or Other Arrangements: Local health departments will not participate in contractual or other arrangements or relationships that would subject qualified employees with disabilities to the discrimination prohibited by the ADA.

Reasonable Accommodations: Local health departments will make reasonable accommodation to the known physical or mental limitations of an otherwise qualified employee with a disability, unless it can be shown that the accommodation would impose an undue burden. After a qualified employee requests reasonable accommodation, all agencies will make every reasonable effort to find out what is needed and provide the appropriate accommodations. This is to be an interactive process with the agency consulting with the employee with a disability.

Retaliation and Coercion: Local health departments will not coerce, intimidate, threaten, harass, or interfere with any individual exercising or enjoying his/her rights under Title I of the ADA or because that individual aided or encouraged any other individual in the exercise of rights granted or protected by Title I of ADA. Employees may file a complaint as set forth in Employee Grievances and Complaints in AR Volume I, Section IV:  Personnel. Please direct any questions or concerns to your agency ADA Coordinator.

INFORMATION TECHNOLOGY

Public Health information technology uses over 2,000 high capacity personal computers linked through the Kentucky Information Highway (KIH).  The Department for Public Health and every local health department must adhere to the following:

Policies And Procedures

The Cabinet for Health and Family Services will publish policy and procedural guidance related to information technology used in the KIH environment. Personal computers not connected to KIH need not comply with state standards for hardware and software.  For those PCs that do connect to the KIH, state standards and Cabinet policies and procedures must be followed.  Health department compliance and assistance is critical to protect patient information and the integrity of the network.

Computer Use/Access

Local Health Departments must have a computer use/access policy and procedure for authorizing access to computer equipment. Each user at a local health department must have an access and security password assigned in order to sign on and use local health department computer equipment. Consult the local personnel office to view a copy of the confidentiality document signed on access as an employee. Users are responsible for proper use and access to the equipment, and for helping safeguard the integrity of the network. Security breaches or compromises are to be reported immediately to supervisors. Failure to do so risks inappropriate access to patient health information which is a violation of federal law (Health Insurance Portability and Accountability Act [HIPAA] of 1996). It also creates the risk of improper access or manipulation of accounting and personnel data in the system. Each local health department shall have an Information Technology (IT) Administrator who manages local access and coordinates support issues with the Cabinet for Health and Family Services.

Security

Health departments must create policies and procedures for access to personal computer equipment, rules for day to day use, and purging and protecting the network when users no longer are granted access. Policies will include guidance for disposition of PC hard drives when made available for surplus, if the hard drive has ever contained protected health information (PHI). Policies will also include the disposition of CDs, printer ribbons, flash drives, etc which may contain confidential information. 

1. Security includes a security and confidentiality statement related to proper use of the equipment, safeguarding of information, and monitoring of systems access.  

2. The policy will outline uses of equipment, risk management to protect patient identifiable information, and how to participate in security management.  

3. The Cabinet for Health and Family Services has provided a password security policy and procedure for access to and use of equipment that accesses KIH. Users must be made aware of the contents of the procedure and the reasons for its existence. Staff must know how the procedure works to ensure appropriate and timely access to PCs for daily function. Training will be accomplished on system admission, at least annually.  Following is the password policy.

COMPUTER SECURITY USE OF PASSWORDS

Policy

The Department for Public Health (DPH) and all local health departments (LHDs) shall have a computer security program that includes the periodic changing of computer access passwords.  The purpose is to minimize the risk of inappropriate access to or disclosure of health department information.  Users who violate this policy will be held responsible for a breach of security, will be subject to disciplinary action, and will be accountable for any impact a violation may have on the integrity of data or performance of the network.

Background
1.
Password violations are the number one security problem on networks today.  This policy is designed to ensure that all Public Health and individual data stored on the network are protected through reasonable and appropriate use of password security.  This policy is part of compliance requirements of the Health Insurance Portability and Accountability Act (HIPAA), a federal statute intended to assure the privacy and confidentiality of patient identifiable information.

2. 
An initial password is chosen for the user at the time they receive their account; the network password is set as the individual’s last name.  For access, a user is expected to change the password during the first login.  This action provides secure access to CHSDPHLHD Domain.

3. 
Examples of activities, which will jeopardize a user’s privilege to access the computer resources, include:

· Writing down their password and posting it in the work area.

· Sharing their password with others.

· Keying in their password for others to use.

· Sending their password over the Internet or through E-mail.

· Giving their password to an unknown person either in person or over the phone.

Password Procedures

1.  
Required considerations when selecting a password:
a.
Words may not be derived from any word used in a dictionary.

b.
Use of proper names is not allowed.

c.
Password must be at least eight (8) characters in length.

d.
Password must be a combination of alpha and numeric characters.

e.
Passwords will be changed every 30 days.  The computer system will alert the user at login approximately 14 days prior to expiration.  It will do so each day thereafter at login until the expiration date.  On expiration date, the user will be unable to login to the system.  The user would then have to contact their IT Administrator who will work with the IT staff at the Department for Public Health (DPH) to reset the machine and permit a new logon. Positive identification will be required in all cases for a reset of access.

f.
The minimum duration of a password is one day, i.e. the password cannot be changed twice in the same day.

g.
A user has the opportunity to put in their password three times before they are locked out and must be reset by a network administrator.
2.
Below are recommendations to follow when selecting passwords.

· Non-obvious passwords are more assured if they:

· Are 8 characters or more.

· Consist of a mixture of upper-and lower-case letters.

· Contain at least one digit (0-9), or special characters.

· Suggestions for selecting GOOD passwords:

· Passwords should be easy to remember so they don’t need to be written down.

· The user should be able to type their password quickly, so no one looking over their shoulder can steal it.

· Put together an acronym.

· MHALL1     (“Mary had a little lamb1”)

· Make a sentence:
UrOK4me 

· Examples of BAD Passwords:

· Any proper name (like Smith or John).

· A place or proper noun (like Duluth).

· Any word in the English or Foreign dictionary.

· A street name, telephone number, license number.

· A birthday or anniversary date.

· Passwords with the same letter (like aaaa).

· Simple patterns of letters from the keyboard (like qwerty).

· Any of the above spelled backward.

· Any of the above followed by a single digit.

· Easily associated with the user or their interests.

· If the user writes down their password, follow these precautions:

· Do not identify it as a password.

· Do not attach it to ANY part of the computer or work area.

· Make the written version different from the original.

· Do not include the computer or account name.

3. 
Instructions for changing the password.

a.
Self-initiated change of password:

· Log onto the computer; 

· Press Ctrl-Alt-Del

· A dialog box labeled “Windows NT Security” will appear.

· Click 'Change Password'; 

· A dialog box labeled “Change Password” will appear.

· In the item labeled “Old Password”, type in your old password.

· Type a new, valid password for “New Password.”

· Retype the new password for “Confirm New Password” and click 'OK'; 
· A message will indicate successful completion.

b.
Automated prompt for change of password:

· The automated system will alert the user when it is time to change his/her password, 14 days prior to the expiration date.  The notice will appear when the user first logs on to the computer system.

· It will ask the user if they want to change their password.
· If the user says no, the prompt will disappear and the logon will continue.
· If the user says yes, they will be prompted to type in a new password and will then be asked to type it in a second time, then click on OK.  At that point, the new password is in place.
· If the user says no, the same prompt will appear again each day when the user logs on until the user changes it or until expiration date.
4.
The Computer/Network Security Policy outlines the consequences of making passwords available to other users.  Should a password be compromised, the owner should change his/her password immediately to avoid future unauthorized access.  Immediately after making such a change, the individual must contact the local IT Administrator to report the suspected compromise.  Otherwise, passwords are required to be changed every 30 days as a routine practice.  The computer system will alert you approximately 14 days before expiration.
Confidentiality/Privacy Of Patient Information

Local health departments are required to comply with the HIPAA federal statute related to the privacy and confidentiality of patient identifiable information.  Each health department must have an active HIPAA program that not only complies with federal requirements, but demonstrates the measures taken to ensure current compliance and future quality assurance for continued compliance.   

The first part of the statute deals with the privacy of Patient Health Information (PHI).  This section has bearing on getting patients consent for treatment, and the rights of patients to access and amend their PHI.  It also has language on releasing information to other covered entities and business associates, as in what is the minimum necessary information to perform a function or service and how oral communications will be conducted.

The federal statute also requires agreements with providers and other agencies with whom the health department does routine business if patient identifiable information is shared in any way.  All contracts, agreements or other legal documents that create relationships where patient identifiable information is involved must have contractual language or a trust agreement signed by both parties that states both understand and will abide by the contents of the HIPAA statute.  Employee privacy and confidentiality statements will include a HIPAA compliance comment for use, review and signature by all staff.  This is part of the positive, proactive means of assuring that patient information is not mishandled.

The second part of the statute deals with the security of data in an electronic and paper format.  It will be necessary for each local health department to develop or modify polices that deal with mechanisms for processing records and computer workstation usage.  On the technical side, such issues as authentication, access control levels and physical security and disaster recovery are covered. Policies will also include the disposition of CDs, printer ribbons, flash drives, etc which may contain confidential information. 

Health departments are responsible for knowing and using federally mandated universal coding of patient encounters as of the final published effective date.  Staff will be responsible for knowing and adhering to the requirements of HIPAA, regardless of their role.  Health departments are responsible for providing initial training to staff on the contents of HIPAA and to provide, at minimum, annual update training.  The DPH Administration and Financial Management Division serves as the department point of contact in assisting with questions and issues related to HIPAA.
Support/Maintenance

Personal computers are the property of the local health department unless otherwise provided by an external agency such as WIC.  Routine support and maintenance of those personal computers, software and peripherals are the responsibility of each health department.  A limited number of federally provided computers and/or printers have been made available for WIC and Environmental use, but with the understanding that care and maintenance will be provided by local health departments.  They are also specifically tagged as state property.

1. Health departments have agreed to abide by state standards for PCs and should check with the Department for Public Health before purchasing new or replacement equipment if the PC will be used on the KIH.  Health departments are also responsible for virus protection software to protect the KIH from compromise.  The state has provided initial software support to create the working environment.

2. Health departments are encouraged to develop in-house support capability or enter into support agreements for the care and maintenance of their equipment as a way of ensuring continuity and equipment availability.  Larger health departments and district health departments may find that adding an information technology specialist to permanent staff might be more cost effective.

3. Health departments will maintain a master inventory of equipment and accessories on hand.  It is important to keep track of each equipment item’s capacity when purchased, and date of purchase to permit life cycle replacement planning.  A life cycle replacement plan is encouraged as a way of maintaining the viability of the information technology capability of the health department.  Average life cycle is four to five years.  Age, use of equipment, loaded software, and changes in software technology are some but not all of the considerations to make in creating and maintaining the plan.

4. The current minimum and recommended standards for desktop computers, tablets and internet/bandwidth speed are as follows:

Tablet PC

	
	Minimum
	Recommended

	Processor
	1.1 GHz Centrino
	1.5 GHz Core Duo

	Memory
	512 MB
	1 GB

	Disk Storage
	80 GB
	120 GB

	Operating System
	Windows XP, Tablet Edition
	Windows XP, Tablet Edition or

Windows Vista


Desktop

	
	Minimum
	Recommended

	Processor
	2.0 GHz Pentium 4
	2.8 GHz Pentium 4 Dual Core

	Memory
	512 MB
	1 GB

	Disk Storage
	80 GB
	120 GB

	Operating System
	Windows 2000 or XP
	Windows  XP or higher


Internet Speed/Bandwidth.  To get the desired results from the new Web Based Systems a site should have DSL, Cable or 512 Frame Relay.   The number of PCs connected will also affect the performance. The following is the recommended number of PCs and the internet speed/bandwidth: 

1-20 Pc’s = Cable/DSL or a Frame Relay with a 512 K Connection or Higher.

>20   Pc’s = Cable/DSL or a Frame Relay with a T1 Connection or Higher.

5. An information technology training program is necessary as a means of staff empowerment and effectiveness.

6. The Department for Public Health has responsibility for maintaining operation of the health department network.  Custom Data Processing, Inc. is the contracted vendor to provide systems, accounting and payroll data for most health departments.  For direct questions on their use, CDP can be contacted or a DPH Service Request can be forwarded to the DPH Help Desk.  DPH will provide routine maintenance and support assistance where possible, but will have primary responsibility for maintaining viability of the network.  DPH will be responsible to communicate with the Governor’s Office of Technology if a network issue related to areas under their control are detected or suspected.

Help Desk Support

(See Administrative Reference Vol. II  - Patient Services Reporting and Billing Procedures for the Core Bridge Software Security and Service Reporting Help Desk.) 

1. Each health department must have an assigned IT administrator who will serve as the Department for Public Health point of contact.  LHDs should use care in selecting the individual for the IT administrator to have the most IT knowledgeable person.  This person will act as the point of contact with DPH and provide advice and support to local users.  This avenue of support should be utilized before contacting DPH Help Desk.

2.
DPH will have and maintain a permanent IT Help Desk capability.  It will be manned from 7:30am (Eastern Time) until 5:00pm (Eastern Time) each work day.  The purpose of the Help Desk is to:
a.
Provide network support to health departments.

b.
Serve as liaison with Governor’s Office of Technology to work planning issues, network issues, and related technology issues.

c.
Provide limited user support to health departments, within capability and scheduling.

Systems Planning

1. Local health departments have responsibility for local hardware and software.  Each LHD is responsible for creating and maintaining a local systems replacement plan and accompanying fiscal plan for life cycle replacement of hardware and software used.  Replacement items must meet state standards as provided by GOT for all equipment and/or software that will connect to the Kentucky Information Highway (KIH).

2. The Cabinet Help Desk is available to provide assistance with systems planning.  Use of information technology to create business solutions is encouraged.  The Cabinet IT function provides all reasonable assistance to help create local area networks and other applications that provide cost savings and efficiencies in accomplishing the mission of public health.

Web Development

Use of the Internet to communicate programs, information and ideas is encouraged.  Health Departments should take full advantage of this media to communicate.

CUSTOM DATA PROCESSING (CDP) Extra Hours Procedures

1.
Health Department e-mails request to the Division of Administration and Financial Management (anthony.moore@ky.gov) with the following information:

a. Dates.

b. Time.

c. Reason.

d. LHD states their agreement to pay CDP to have the system operating ($85.00 an hour), i.e., LHD needs to have the PSRS System available on the weekend to catch-up on normal work.

2.
If LHD requests the state to pay, i.e, in the event of a disaster or special seasonal clinics (flu shot or school immunization clinics) Division of Administration and Financial Management will consult with Local Health Department Operations to determine appropriateness and DPH will pay to have the system operational statewide.

3.
Division of Administration and Financial Management will contact CDP Chicago, @ (708) 579-6740 to confirm if system can be up for specified time. 

4.
Once approved Division of Administration and Financial Management will:


a.
Complete Extra Hours Request form to CDP.


b.
Fax form along with Health Department’s letter to CDP Chicago, @ (708) 352-3177.

5.
Division of Administration and Financial Management will:

a. Contact Local Health Help Desk Staff to post on 500 screen notifying all LHDs of the availability of the system statewide.

b. Request verification from Local Health Help Desk that screen has been sent.

c.
Once verification received, contact the person making the original request to let them know that system will be up for requested time period.

d.
Notify IT Help Desk advising them of CDP availability.

OPEN RECORDS

(KRS 61.870 THROUGH KRS 61.884)

In accordance with KRS 61.876 the local health department shall have written policies and procedures for complying with the Open Records statute. These policies and procedures shall be posted in a conspicuous location that is accessible to the public.

The internal policies and procedures of the local health department must name an official record custodian to handle releases of information. Policy shall specify conditions under which information shall be released, e.g., (1) Patient information shall be released under a patient/parent or guardian signed release; (2) Financial information of the agency is considered a public record; (3) Restaurant inspections are open records; (4) What employee information is considered a public record; and (5) Method for accessing vital records. The health department then has up to three working days to respond to the request. Respond does not mean information requested must be released. The requestor may be asked to put the request in writing and be told a time to return. Any request for records concerning WIC vendors shall be referred to the State DPH Nutrition Services Branch.

The following procedures shall also be adhered to:

1.
If the local health department to whom the application is directed does not have custody or control of the public record, the custodian shall notify the applicant and shall furnish the name and location of the custodian of the public record, if such facts are known;

2.
If the public record is in active use, in storage or not otherwise available, the records custodian shall immediately notify the applicant and shall designate a place, time and date for inspection of the public records, not to exceed three working days from receipt of the application, unless a detailed explanation of the cause is given for further delay and the place, time and earliest date on which the public record will be available for inspection.

3.
If the applicant places an unreasonable burden on the local health department or if the custodian has reason to believe that repeated requests are intended to disrupt other essential functions of the local health department, the official custodian may refuse to permit inspection of the public records or to mail copies of the records. However, in accordance with the Open Records Law, refusal shall be sustained by clear and convincing evidence.

OSHA COMPLIANCE

All local health departments shall comply with applicable Occupational Safety and Health Administration (OSHA) laws and regulations.  Health departments shall be required to develop written plans in the following areas:

1. Emergency evacuation procedures and fire prevention and control procedures (site/or facility specific).

2. An annual Bloodborne Pathogens Exposure Control Plan to include training of all employees, (training for employees is required upon initial employment and annually thereafter); annual evaluation of safe needle devices, adoption of universal or standard precautions, and logs of needle-stick injuries. For additional guidance on the Bloodborne Pathogens Control Plan, see the KDPH Guidelines for LHD Bloodborne Pathogen Exposure Control Plan for OSHA Compliance in the AR Volume II.

3. A hazard communication plan which identifies through material safety data sheets (MSDS) the hazards of chemicals in the workplace; precautions to reduce the likelihood of exposure; and actions to take in the event of exposure.  There shall be an annual training program for employees on chemical hazards and all new employees shall receive training.  
1910.1020 (d) (ii) (B)  Material safety data sheets (MSDS) and paragraph (c) (5) (iv) records concerning the identity of a substance or agent need not be retained for any specified period as long as some record of the identity (chemical name if known) of the substance or agent, where it was used, and when it was used is retained for at least thirty (30) years (1); and 
Footnote (1) Material safety data sheets (MSDS) must be kept for those chemicals currently in use that are affected by the Hazard Communication Standard in accordance with 29 CFR 1910.1200 (g). 
4. The OSHA 300A form, which is the Summary of Work-Related Injuries and Illnesses, is to be posted from February 1st to April 30th of the year following the year covered by the form.  Note that you post the Summary only, not the log.  All establishments covered by Part 1904 must complete this summary page, even if no work-related injuries or illnesses occurred during the year. It is to be signed by the LHD Director/Administrator.

5. A written Tuberculosis (TB) Infection Control which shall include:

· Conducting a TB Risk Assessment annually and revise as necessary.


Prevention and control efforts shall include policies and procedures for:

· Identifying and treatment of all persons with TB disease.

· Identifying contacts to persons with infectious TB, evaluation and treatment.

· Testing high-risk groups for latent tuberculosis; offering therapy.

· Reporting cases to state TB Program (RVCT).

· Employee Medical Surveillance

· 2-step PPD initially on persons > age 35, follow-up skin testing annual and exposure.

· Employee education on evaluation and management of TB, personal protection and legal issues.

In the December 17, 2002, Federal Register (67 FR 77165-77170), OSHA announced its decision to add an occupational hearing loss column to OSHA’s Form 300, Log of Work-Related Injuries and Illnesses.  Modified Forms 300 and 300A will incorporate the additional column M(5) Hearing Loss.  Employers required to complete the injury and illness forms must begin to use these forms on January 1, 2004.

Each facility must have a copy of the OSHA Federal Requirements.

References

Kentucky Department for Public Health TB Control  
Public Health Practice Reference
Tuberculosis laws as found in KRS 215, .511 through .600.

Core Curriculum on Tuberculosis (2000)
OSHA Office, Kentucky Labor Cabinet, Division of Education and Training: 502/564-3070

OSHA Bloodborne Pathogens and Needlestick Prevention 

PRIVACY AND SECURITY OF PROTECTED HEALTH, CONFIDENTIAL AND SENSITIVE INFORMATION GUIDELINES

The Local Health Department (LHD), in each of its organizational components, and by each of its organizational components, and by each of its agents or employees, will act as a responsible steward of all information. The LHD will take reasonable and prudent measures to insure the privacy and security of protected health, confidential and sensitive information. All medical information will be handled in accordance with applicable law, this includes but is not limited to ”The Health Insurance Portability and Accountability Act of 1996,” other applicable Federal Law, the Kentucky Revised Statutes and the regulations promulgated thereunder. Medical information will only be collected, used, distributed or disclosed for the betterment of public or individual health and in support of the payment, integrity, accountability, reliability, quality and delivery of health services.

At all times, every employee will strive to protect the confidentiality, integrity and accuracy of all information maintained by the LHD in any form. It is the responsibility of every employee of the LHD, whether or not they may be a classified or non-classified employee, a personal services contracted employee, a volunteer, a co-op, an intern, or a contractual entity or its employees, to diligently safeguard protected health, confidential and sensitive information. Each person engaged in the duties of the LHD shall be deemed charged with the obligation to comply fully with their assigned tasks but to do so while limiting their access to, and knowledge of, protected health, confidential and sensitive information to the minimum necessary for the accurate and timely completion of their duties.

Protected health, confidential and sensitive information is information that is either protected by law (see “Local Health Department Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement” in AR Volume I, Section IV:  Personnel) or is of such personal or private nature that it is normally not treated as public record. Neither the LHD, nor any of its agents or employees will obtain, maintain, release, use, disclose or distribute any information in any form in contravention of currently applicable State or Federal law and the regulations promulgated thereunder. Employees who violate these standards may be subject to progressively severe disciplinary action up to and including suspension or dismissal.

The Privacy and Security Agreement lists and briefly describes many of the major laws and regulations pertaining to confidential information. There is information not covered specifically by these laws, which is also sensitive and must be safeguarded because of the potential for its misuse. Examples include, but are not limited to the following: social security number, home address, home telephone number, date of birth, height, weight, race, gender, political affiliation, employment history and any other information of a purely personal nature. In addition, a LHD or office may also have additional requirements necessary to protect information relative to that organizational unit’s necessary functions.


[image: image1]
An employee’s responsibility extends to all situations where employees are accessing, using, circulating, maintaining, disclosing and disposing of reports or documents, or is given information through conversations or observations that contain protected confidential or sensitive information.

Specifically:

1.
Employees shall not release protected health, confidential and sensitive information to them- selves or to other persons, entities or employees outside the scope of their duties. Such information may be in any form, e.g. verbal (discussions/conversations), paper or electronic.

2.
Employees shall not seek access to, or inquire about protected health, confidential and sensitive information in excess of the minimum necessary to efficiently discharge responsibilities within the scope of their duties.

3.
At no time will employees allow the use of their USER ID or Password by another person to access computer data. Allowing access includes, but it is not limited to leaving a written notation of a USER ID or Password on or near a computer terminal. (See “Computer Security Use of Passwords” in this section for additional guidance on computer security.)

4.
Employees shall familiarize themselves with the laws pertaining to confidential information described on the revised December 2002 “Local Health Department Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement” in order to comply with those restrictions.
5.
Employees shall familiarize themselves with what types of information are considered protected health, confidential, personal or sensitive information and do their utmost to protect it. For an example, when documents or reports are circulated that contain such information, the sender will alert the receiver(s) to insure the confidentiality of the data. 

6.
Employees are not to include protected health, confidential, personal or sensitive information on site visit or other administrative reports/records or documents. If there is a need to address specific patients/patient records, these records are to be addressed by code with specific identification provided separately via phone or via a separate key/listing, which is to be destroyed upon completion of the investigation.

7. Employees, when sending mail or other correspondence containing protected health, confidential, personal or sensitive information to any person, the sender will indicate “Personal and Confidential” on the envelope to insure that only the addressee opens it.

8.
In cases when it is necessary to fax protected health, confidential, personal or sensitive information, employees are to take extreme caution to assure:

1) The correct fax number is entered;

2) The message or cover memo includes a confidentiality notice indicating the faxed material is for the sole use of the intended recipient and may contain confidential information; and

3) That only an authorized person is available to receive the information.

  9.
Interviews with patients or family members where information of a personal and confidential nature such as medical histories, medical treatments, family income, etc. is discussed must be conducted in areas where patient privacy can be expected and maintained.

10.
Computer screens with person specific data are not to be visible to unauthorized personnel or public areas.

11.
When it is necessary to leave the computer/computer terminals for a short period of time during the workday, screens with person specific information shall be minimized, closed or the page turned so that it cannot be read.

12.
Computer/computer terminal screens with person specific information shall be erased before leaving at the close of the workday.

13.
Printouts or any hard copy records with person specific information shall be covered to prevent the identifying information from being exposed and accessible to unauthorized personnel.

14.
Originals, copies, or excerpts from patient medical records shall be maintained in locked cabinets or locked storage areas when unattended.

15.
Person specific data shall be discussed only with authorized personnel and then only within the context of providing patient care/services, assisting with a reporting, billing, record keeping, or specific health care management problem.

16.
Person specific/patient information obtained through conversation or observation by employees of the LHD is confidential and such info shall not be disclosed without the individual’s written consent, except as required by law.

17.
Permission shall be obtained from the patient as to how and/or if the patient may be notified or reminded regarding appointments, billings or any other message regarding health department services.

18.
Extreme caution shall be taken when mailing identifying information to assure that the envelopes or other mailing containers are securely closed and that the information is mailed to the correct location/addressee.

19.
Employees will take reasonable and appropriate measures to protect identifying numbers. Of particular concern is the social security number. Because it appears on a myriad of documents and reports, it is one of the most difficult pieces of data to protect, but all employees should do their utmost to safeguard it.

20.
When no specific guidance is provided regarding responding to requests for information and a written request for information is received, only release the information with the written authorization of the affected party.

21.
When no specific guidance is provided regarding responding to an oral or unwritten request for information – where no written request for information is received – only release the information after verifying and documenting the authorization of the affected party.

22.
Whenever reasonable and practical, protected health, confidential, personal or sensitive information shall not be included in e-mails. 

23.
All employees shall dispose of documents that contain protected, health, confidential, personal or sensitive information correctly. Paper documents or reports shall be placed in a “shred” box that is removed from the work site and destroyed prior to disposal or recycling, rather than placing the documents in a regular solid waste or recycling receptacle. All protected, health, confidential, personal or sensitive information in electronic form must be erased or destroyed in a manner that prevents reconstruction prior to disposal.

24.
All electronic or paper records with protected health, confidential or sensitive data shall be accessible only to authorized personnel; indexed; maintained in a secure location, and retained for only the period of time deemed necessary by the Records Retention Schedule. The retention period shall not be permanent unless authorized by Federal or State Law. (See Records Retention Schedule located in AR Volume I, Section X: Medical Records Management.)

25.
Employees should understand there may be other information that must be protected that is not specifically listed in this procedure or on the “Local Health Department Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement” in AR Volume I, Section IV:  Personnel. When in doubt, the employees should consult with their supervisor/health department director.

26.
Employees shall not disclose protected health, confidential, personal or sensitive information even after their employment with the Health Department ceases. State and Federal law regarding protected health, confidential, personal or sensitive information also applies OUTSIDE the employment relationship and criminal or civil penalties including fines and imprisonment could apply.

27. Employees shall be informed that disregard of the privacy and security of protected health, confidential, personal or sensitive information might result in disciplinary action, up to and including dismissal. Additionally, employees may subject themselves to civil and criminal liability for the disclosure of confidential information to unauthorized persons. (See AR Volume I, Section IV:  Personnel for further guidelines on the employee and agency responsibilities regarding the Health Insurance Portability and Accountability Act of 1996 [HIPAA]). 


All new Health Department employees will be given a copy of these guidelines and the revised “Local Health Department Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement” at orientation to sign. The Agreement will be explained fully by the orientation instructor or supervisor before the employee signs it. The signed Agreement will be placed in the employee’s folder in the LHD Personnel File. (See HIPAA in AR Volume I, Section IV: Personnel.)


All current employees will be provided a copy of this procedure and required to sign the “Local Health Department Employee Privacy and Security of Protected Health, Confidential and Sensitive Information Agreement”, which will be placed in their personnel folder. (See HIPAA in AR Volume I, Section IV: Personnel.)

* 
Includes all persons e.g. contracted employees, students, co-ops, interns, volunteers, etc., who may have access to protected health, confidential, or sensitive information.

REPORTING ABUSE OF CHILDREN AND ADULTS

Local Health Departments are responsible for carrying out the provisions of the following laws in regard to reporting abuse to children and adults:
KRS 600.020 (1) – Definition of “abused or neglected child.”

KRS 620.030
–  Duty to report dependency, neglect or abuse.

KRS 620.040 – Cabinet’s responsibility

KRS 620.050 – Immunity – Investigations – Confidentiality – Exceptions

KRS 620.050 (3) – Exceptions to the duty to report child abuse.

KRS 620.050 (5) & (13) – Access to child abuse reports.

KRS 209.020 (4) – Definition of adult for purposes of reporting abuse.

KRS 209.030 – Protection of adults, rules and regulations – Reports – Cabinet actions.

KRS 510.020 – Lack of Consent

REPORTING AND REPORTING SYSTEMS
Local health departments shall report services/activities in accordance with the following guidelines:

Patient And Community Health Services Reporting And Billing System 

· The Patient Services Reporting System (PSRS) shall be used to report services for all personal health services provided by or through the local health department, with the exception of the licensed Home Health Program Services and smallpox vaccinations.  (See PSRS in AR Volume II.)
· Community-based activities provided through the following Cost Centers are to be reported using the Community Health Services Report:  
801  Immunizations
832
Heart Disease or Stroke

804  WIC
833
Breastfeeding Grantee

805  Nutrition
837
Abstinence
806  TB
841
Diabetes Today Coalitions
807  STD
843
HIV

809  Diabetes
856
Arthritis

813  Breast and Cervical Cancer
857
Physical Activity

818  Community
890
Core Community Assessment

883  EPSDT Outreach
       (for use with program code 120E0 only)

830  Cancer Coalitions


· Services reported through the Patient and Community Health Services Reporting and Billing System are to be reported using standardized Current Procedural Terminology (CPT) and International Classification of Diseases, ICD-9 codes.  The Patient Encounter Form (PEF) and Patient Services Supplemental Reporting Form are the data collection/billing forms used.  See PSRS in AR Volume II for instructions on Patient and Community Health Services Reporting and Billing System.

· The Home Health program reporting system is not integrated with PSRS.

HANDS Reporting

· The HANDS evaluation data is reported through a separate system.  See the HANDS web site at https://hands.chfs.ky.gov.  A login and password are required to sign on.  To establish a login and password, contact the HANDS Program at 502-564-3756.
Home Health Reporting

· Home Health Services provided by local health departments with licensed home health agencies report services through the Local Health Network Home Health Billing System in accordance with Kentucky Licensure and Regulations Guidelines.

Reportable Disease Reporting

· Local health departments are responsible for follow-up and reporting of all diseases and conditions listed in 902 KAR 2:020 to the Department for Public Health upon receiving laboratory results or a report from a health care provider for a resident of their county.  More detailed/specific reporting is required for Tuberculosis, STD and HIV/AIDS services.  See the Reportable Disease Desk Reference in AR Volume II for specific guidelines on Reportable Disease Reporting.

Birth And Death Reporting

· Local health departments (LHDs), through the assignment of an employee as the county’s local registrar shall facilitate the filing of a birth and death record, reference   KRS 213.036.  See Registrar Guidelines in AR Volume II for responsibilities and procedures for Local Registrars. 

Environmental Health Services Reporting

· Environmental health services shall be reported through the Environmental Health Management Information System (EHMIS).  See EHMIS in AR Volume II for instructions for using the EHMIS.

Healthy Start In Childcare

· Consultative health, safety and nutrition services provided by the LHD Healthy Start in Childcare Consultants for out-of-home childcare facilities shall be reported through the Local Health Network, Healthy Start in Childcare Data System.  See the “Healthy Start User's Guide” in AR Volume II for instructions on using the Healthy Start in Childcare Data System.

RESPONSIBILITIES OF LOCAL HEALTH DEPARTMENTS IN PREPARING FOR AND RESPONDING TO BIOTERRORISM AND OTHER PUBLIC HEALTH EMERGENCIES

One of the core public health activities is Disaster Preparedness.  The local health department director is responsible to assure the following actions are taken to prepare for a public health emergency:

· Collaborate with community emergency response partners to identify resources, capabilities and vulnerabilities in the response system to make sure that needed public health and health care services are coordinated and available when needed.
· Develop an Emergency Operations Plan (EOP) which is integrated and coordinated with other local, state and federal Emergency Operations Plans. The Kentucky Department for Public Health has developed a Disaster Response and Recovery Plan.  The plan is to be used as a model for local health departments when developing their local response plan to assure collaboration, coordination and the availability of needed capacities.

· Distribute and discuss the EOP with LHD staff and other emergency responders and community partners.

· Create and maintain an emergency alert response directory and call list, to provide for initial alert response and local agency interoperability in case of an event.

· Assure that all LHD staff are appraised of their emergency planning and response duties.

· Assure that all LHD staff acquire and maintain public health emergency preparedness competencies necessary to prepare for and respond to public health emergencies.

· Review, update and revise EOPs at least annually.

· Conduct an annual multi-agency mock exercise of the EOP.

· Declare public health emergency and activate Emergency Response Plan.

· Mobilize local staff.

· Provide public health, environmental, medical and administrative support to disaster victims and other disaster responders.

· Prevent, monitor, and control the spread of communicable disease in the community.

· Monitor sanitation, solid waste, sewage disposal and vector control problems.

· Protect the food supply, monitor food preparation and distribution to ensure protection from food-borne disease.

· Inform the public by providing the community with accurate health related educational materials, media releases, and health alerts.

· Serve as a resource for immunization recommendations, maintaining existing services and adding additional on/off-site services based on community need.

· Forward to the Department for Public Health Emergency Operations Center (EOC) or the Commissioner’s Office a request for assistance.

· Provide mutual aid and resources to assist other local health departments and communities.
· Create and maintain a disaster response equipment inventory and monitoring process, to ensure needed items are acquired, stored, safeguarded and replaced based on shelf life/life cycle.

 VITAL STATISTICS

In accordance with KRS 213.036, each county constitutes a registration district for vital statistics. 

See Registrar Guidelines in AR Volume II for responsibilities of the Local Registrar. 

Local Registrar

· The Cabinet for Health and Family Services shall appoint a local registrar in each county. 

· When a vacancy occurs, the local health department director shall select an employee to be appointed. If a department is without the services of a director, the local board of health shall make the nomination.

· For counties within district health departments, without the services of a director, the District (Governing) Board of Health shall make the nomination. The name of the person selected shall be forwarded to the State Registrar of Vital Statistics, the name will be officially recorded, and a commission issued.

· The Local Registrar shall be an employee of the health department and his or her workstation shall be in the county center serving in the registration district since the responsibilities and duties require frequent contact with physicians, hospitals, funeral directors, the Vital Statistics office, and the public.

The duties and responsibilities of the Local Registrar shall conform to the applicable sections of  KRS 213; KRS 199.570; administrative regulations promulgated by the Cabinet for Health and Family Services and the local health authority; and procedures established by the State Registrar of Vital Statistics.  Because of the legal nature of the duties, only the commissioned employee, or appointed deputy registrar, shall perform duties associated with the local registrar’s position.

· The local health department’s Appointing Authority may, when it is deemed necessary, request the State Registrar to rescind an appointment and name another employee as Local Registrar.

Deputy Registrars

· Once appointed, the Local Registrar should appoint one (1) or more employees of the local health department as Deputy Local Registrar to serve in his or her absence, and to assist in discharging the duties of the office. 

· A deputy registrar should also be appointed in each hospital and nursing home.  Duties of deputies not employed by a health department shall be limited to completion of the Provisional Report of Death. 

· Funeral directors and their employees are not eligible for appointment as Deputy Registrars.

Working with the Media: A Basic Survival Guide

GENERAL TIPS

Cardinal Rule: Don’t be afraid of the media.

· Because you’ll avoid them.

· They’ll do the story anyway. (And probably get it wrong because you were avoiding them.)

Members of the media and you aren’t so different: 

	MEDIA
	LOCAL HEALTH DEPARTMENTS

	Serve the public by meeting demand.
	Serve the public by meeting demand.

	Represent an organization.
	Represent an organization.

	Are people doing a job.
	Are people doing a job.


News is everywhere all the time:

· News coverage is designed to help build the audience for profit-making media. 

· Reporters prefer stories about something that is wrong. (“Real news is bad news.” Marshall McLuhan)

· We live in an age of “sound bite” journalism.

Community journalism can be different:

· Your local newspaper, radio or TV station is also interested in reporting what is going on in the community, what services are available to the people who live there, and telling the stories of people in the community.

· Good news or “feature” news also has a big part to play in educating the community about the services you provide and your local media outlets are interested.

However, in general, the three C’s of reporting are:

1. Conflict


2. Criticism



3. Controversy

A practical view of the news:

· News is what is perceived as new today.

· Reporters are looking for the three C’s.

· Whenever possible, turn negatives into positives. For example, interest in a program at your health department that begins because of controversy can end up informing people about a service you provide.

INTERVIEWS AND PHONE INQUIRIES

Three Key Points: 

1. Ask questions before answering them.

2. Interview the interviewer. Anticipate the questions your answers are likely to trigger.

3. Have your own agenda and make opportunities to talk about it.

When a reporter calls, ask questions instead of answering them.

· What is the story about and what type of story is it?

· Who have you talked to and what documents have you seen?

· How does our health department fit into the story?

· What is the interview format?

· When will the story run and what is your deadline?

Agree upon a time to call the reporter back, then HANG UP and ask yourself:

· What do you think the reporter believes about the story? 

· Are you the best person to respond? Who is?

· Be certain your director or public affairs staff is aware of the call. 

· Gather information the reporter wants. 

· Decide what you can say and how you can say it. 

· How can you get your organization’s message in?

· What questions will your response trigger and how will you answer them?

· Where does the health department fit into this story?

NEVER:

1. Answer questions unless you feel you are fully prepared. (Even if it’s just a couple of simple questions, offer to call the reporter back to give yourself a few minutes to think about your answers and jot down notes.)
2. Go into an interview just to answer a reporter’s questions. (Have your own agenda: what message can you get out for your organization in this interview.)
We live in an age of sound bite journalism:

· No matter how complex the subject matter is, be brief. This means you say less. It also means what you say should be well thought-out. (10–15 seconds, 2–3 sentences)

· Work your message into every answer so it doesn’t end up on the cutting room floor. This is especially important with TV and radio.

· Reporters are bound to ask tough questions, you are not bound to answer them.

Don’t respond to questions about patient or client confidentiality, legal issues or personnel problems. 

If you can’t answer a question, always explain why. “No comment” is unacceptable. This is where you can talk about process, procedure or say that information is still being gathered or assessed.

On the following page is a helpful table listing some “Do’s” and “Don’ts” in working with the media.

	Do
	Don’t

	Talk informally as cameras are being set up. Ask again about questions and prime the reporter with your views.
	Use jargon, acronyms or technical terms. If a sixth grader wouldn’t understand it, don’t say it. 

	Take the initiative. Make your point in every answer.
	Speak off the record. Anything you say to a reporter may be used (against you).

	Keep answers short and simple.
	Become angry or provoked. It’s not personal. It’s supposed to be an antagonistic relationship.

	Talk in sound or ink bites.
	Speculate, guess or conjecture.

	Say “I don’t know” when you don’t.
	Speak for someone else, or another agency.

	Be positive in making your points.
	NEVER lie to a reporter. If you’ve made a mistake, admit it and shift the focus to what is being done to correct the problem or assure it will never happen again.

	Stop talking when you’ve answered a question. Don’t fill obligated to fill a void to keep the interview going—that’s the reporter’s job.
	Let a reporter put words in your mouth. Don’t repeat inflammatory words or questions, or wrong information.

	Be yourself. Be likable and engaging
	Assume the reporter has it right. Don’t react to new information a reporter gives you. Instead say, “I have not heard that” or “I’ll have to check on that before I respond.”

	Remember that compassion and safety are always your first concern.
	Speak disparagingly of anyone, even in jest. 



	Remain cool no matter how antagonistic the questions.
	Do not ask to review articles or interviews before publication. Offer to clarify information if needed as they prepare their piece. 

	Always behave as though the camera is on.
	Raise issues you don’t want to see in print or on the news.


DEVELOPING A MESSAGE

Three Key Points:

1. Always have one positive objective/message with examples to support it.

2. State them in sound bite format, starting with the conclusion.

3. Bridge to your objective/message at every opportunity. Don’t wait for good questions.

You should never do an interview without having your own objectives—messages you want to get out for your organization. It’s not enough to just answer a reporter’s questions. Messages can reflect the success of a program, indicate the need for action or support or oppose legislation or policy. 

Good messages are simple, single and succinct.

Repeat your message in every answer you give. Reporters are used to this; not doing means your message can end up on the cutting room floor. (However, do not force it where it won’t fit. Bridge to your message if asked a question that doesn’t relate—technique discussed below.)

Turn your objective into a sound bite. For the purposes of this example, assume the objective is to alert the public about an epidemic and cause high risk individuals to take appropriate action.

	Element
	Example

	Conclusion: A sound bite always begins with the conclusion.
	“We will begin the immunization program immediately.”

	Evidence: Offer one or two brief points of explanation, elaboration or support.
	“If there is a delay, thousands of people could become infected. The very young, older people, and those in poor health are at greatest risk.”

	Meaning: Explain how it will affect the viewer/reader or what action you want them to take.
	“People who are in one of those groups should see their physician or visit a clinic right away.”


To get to your objective when a reporter is asking an unrelated question use the “bridging” or “touch and go” technique. Touch on the answer to the reporter’s question and go on—bridge—to your own objective. 

Example:

Question: “Why are you just dealing with this epidemic now when authorities predicted it months ago?”

Answer: 
“Only today were we able to obtain enough vaccine. Now that we have it, we will begin the immunization program immediately…etc.”

DIFFERENT TYPES OF INTERVIEWS

Three Key Points for Newspaper Interviews:

1. Print reporters often want more detail and substantiation. They may ask you to refer them to other authorities or agencies for confirmation.

2. Print reporters for large newspapers are more likely to be specialists in their area or knowledgeable about a specific “beat”.

3. Know before the interview what it is about and be prepared.

Three Key Points for Radio Interviews:

1. Radio reporters want very short and simple answers. (Write down your sound bite and read it over the phone. However, don’t sound like you’re reading—be conversational.)

2. Radio wants a quick response. Stories last for only a few hours.

3. Commit to host or call-in shows only after you know the host’s agenda.

Three Key Points for TV Interviews:

1. How you look on television is more important than what you say. (Maintain eye contact with the reporter, smile naturally, have good posture, dress conservatively, and be aware of your backdrop. If the backdrop can reflect the subject of the story, rather than your office, suggest doing it there.)

2. Steady confidence and a smile convey confidence and believability. 

3. Be yourself and shift to your objective whenever possible.

Reference: “The Media and You: A Basic Survival Guide” by the National Public Health Information Coalition.
MEDICATION GUIDELINES

I.
Every Local Health Department should have in place a medication plan, in accordance with KRS 212.275 that:

· Is developed in consultation with the Local Board of Health pharmacist or designee;

· Is approved by the Local Board of Health;

· Includes purchasing, storage, inventory, dispensing, and reporting of medication errors; and

· Is consistent with the Department for Public Health, Board of Pharmacy and other relevant laws and guidelines.

· Only additional in-house medications that are specific to the Local Health Department must be included in their Medication Policy.  Medications listed throughout the PHPR need only be referenced in their local policy as “all medications listed in the Public Health Practice Reference.”

II.
CHFS legal counsel has advised that LHDs prescribing drugs not in the PHPR assume responsibility specific to the service being provided and do so under local authority and individual licensees (physicians, nurse practitioners, etc.) without the specific endorsement by or liability to CHFS or DPH. The LHD also assumes responsibility for conforming to pharmacy and other relevant statutes.

III.
Definitions and additional guidelines for nurses regarding medication prescribing, dispensing, delivering, and administering*:

A.
Prescription means an authorization to obtain a prescription drug.

1. This authorization can be given to a pharmacist via piece of paper or telephone call.

2. An MD, PA, or an ARNP (within their scope of licensed practice and collaborative agreements) may authorize a prescription.

B. Dispense means to give a patient a drug to consume or use later.

1. The drug must be packaged, labeled and recorded according to the Pharmacy Law.

2. Dispensing is legal for RNs and ARNPs only in LHDs following DPH-PHPR and the DPH approved Drug Lists.

3. Dispensing of sample drugs within their scope of practice is legal only for ARNPs.


C.
Administer means to put a drug into a patient’s body.

1. This can occur by giving an injection, oral medication, applying a cream or ointment, or use of an inhaler.



2.
Administration of a single dose is legal for LPNs, RNs, and ARNPs upon the 


      authorization of an MD or ARNP.


D.
Deliver means hand over a previously dispensed drug.

1. LPNs and unlicensed personnel may deliver meds that have been properly dispensed.

2. It is recommended that this be done in the LHD under the delegated authority of an ARNP or RN.

3. See TB section for DOT Guidelines

*
1.
Also included are other brands or generic forms of medications containing identical amounts of the same active drug ingredient in the same dosage form (this needs to be considered).

2.
Dosages may be adjusted based on weight and age.

3.
For DOT Guidelines, see TB section
4.
Before crushing or giving any medication mixed with food, check with the prescribing Clinician for instructions.

POLICY FOR TELEPHONE/VERBAL ORDERS

KRS 314.021(2) states:

All individuals licensed under provisions of this chapter shall be responsible and accountable for making decisions that are based upon the individual’s educational preparation and experience in nursing and shall practice nursing with reasonable skill and safety.

KRS 314.011(6)(c) and KRS 314.011(10) state that registered nursing practice and licensed practical nursing practice includes “…the administration of medication or treatment as authorized by a physician, physician assistant, dentist, or advanced registered nurse practitioner…”

According to the Advisory Opinion of the KBN, nurses are held responsible and accountable for their decisions regarding the receipt and implementation of patient care based upon the individual’s educational preparation and experience in nursing.

The Advisory Opinion goes on to state that it is within the scope of nursing practice for registered nurses or licensed nurses to accept direct and telephone orders of the physician/intermediary.  For more information see KBN web-link.

KBN Advisory Opinion Statement #14 - Roles of Nurses in Implementing Patient Care Orders 

When accepting any verbal order, whether received directly or via the telephone, the nurse should repeat the order back to the prescriber, receive verification from the prescriber that the order is correct, and document that this was done.  Where possible, the nurse should first put the order in writing and then immediately read it back to the prescriber for verification, and subsequently document that the “repeat and verify” step was done.

A Telephone/Verbal Order form (HHS-117) must be completed with patient information, the clinician’s instructions, date of telephone call, and signature of person taking the order. A copy must be placed in the patient’s medical record and the original given to the clinician for signature.  The signed original copy should be filed in the patient’s medical record within 10 days.

All telephone calls to the clinician regarding a patient’s care should be documented in the patient’s medical record.  This documentation should reflect that the conversation was by telephone, reason for the call, actions taken; date call was made or received. If orders are from an ARNP, a collaboration agreement with a physician for prescription of nonscheduled drugs must be current and on file.
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� The Department for Public Health is providing this information as a public service. These regulations and related materials are provided to enhance public access to information.  The Federal Register and the Code of Federal Regulations remain the official sources for regulatory information. The user should be aware that there will often be a delay between official publication of the materials and their appearance or modification in this manual.
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