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Kentucky Level of Care System (KLOCS) utilizes the Kentucky Online Gateway (KOG) to
authenticate an individual is part of an organization which either electronically submits,
reviews, or makes level of care (LOC) determinations. To access KLOCS, the
Organization Administrator (Org Admin) and Authorized Users must establish a KOG
account.

Each organization has an individual designated as the KLOCS Org Admin. The KLOCS
Org Admin is responsible for granting their organization’s authorized users access to
KLOCS by sending an email invitation to create a KOG account. Every authorized user of
KLOCS is required to create an individual KOG account.

This Reference Guide provides instructions on setting up a KOG account for Authorized
Users. Authorized Users include CMHC Staff, Provider Staff, PRO Staff, and PRO Super
Users.

e If the Role Name is Read Only (e.g., CMHC Read Only), the user will be able to
view the information in KLOCS but unable to edit the data

e If the Role Name is Staff or Super User (e.g., Provider Staff, PRO Staff, or PRO
Super User), the user will be able to view and edit the data in KLOCS

Create a KOG Account

1. The user receives an email invitation to create a KOG Account from their facility’s
KLOCS Org Admin.

2. In the email, select Click here to complete the process.

Please Note: This link is valid for 7 days and the user may re-click the link
anytime within the 7 day period to continue the onboarding process. The link will
not be valid after the 7 day period or after the user completes the onboarding
process. If the link expires, the KLOCS Org Admin must send the user another
invitation to continue the onboarding process.
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Subject: Invitation to Organization User - UAT

To: nf_providers

From: KEUPS_DoNotReply_keupsuat.chfs@ky.gov

Received: Mon Feb 10 2020 12:11:07 GMT-0500 (Eastern Standard Time)
Sending IP: 148.163.

Parts:

Attachments: [Susscriss 1o receive ARschmsnts]

NF ProviderS,
UAT has granted you access to the following roles to participate as a user in an Organization - § STAR CARES, INC
Application Name: Kentucky Level Of Care System (KLOCS) UAT2

Role Name: Provider Staff

Please follow the below instructions to gain access as a user for this organization. This invitation link would expire and is valid only for a one-time use.

I_(‘lu.;l.; here to complete the process _I

If you need any assistance further, please contact the Kentucky Online Gateway HelpDesk.

Kentucky Online Gateway
Kentucky Online Gateway HelpDesk

NOTE: Do not reply to this email. This email account is only used to send messages.

Privacy Notice: This email message is only for the person it was addressed to. It may contain restricted and private information. You are forbidden to use, tell, show, or send this information without
permission. If you are not the person who was supposed to get this message, please destroy all copies.

3. The KOG landing page displays. If the user does not have an existing KOG account,
click Create An Account.

Please Note: If the user already has an existing KOG account with the same
email address from which they received the invitation to enroll, then the user does
not need to create a new account and may login to KOG using the existing
credentials.

. . . WARNING
# Citizen (or) Business Partner Sign In

This website is the property of the
Commonwealth of Kentucky. This is to notify
you that you are only authorized to use this
site, or any information accessed through
this site, for its intended purpose.
Unautharized access or disclosure of
Enter Email Addres personal and confidential information may be
punishable by fines under state and federal
® Password Forgot/Reset Password? law. Un_au(horlzed access to thl_s website or
access in excess of your authorization may
Enter Password also be criminally punishable. The
Commonwealth of Kentucky follows
applicable federal and state guidelines to
m protect the information from misuse or

unauthorized access.

Sign in with your Kentucky Online Gateway Account.

2 Email Address

Resend Account Verification Email

Don't already have a Kentucky Online Gateway Citizen

Account?
Create An Account

Click here to select user account type
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4. Fill out all required fields marked with an asterisk (*). Next, click Sign Up.

Please Note: The user MUST register using the same email address from which
they received the invitation to enroll.

FAQ | Help | @English~

Please complete your Kentucky Online Gateway Profile

© If you already have an existing Kentucky Online Gateway (KOG) Account, please click here to reset your
password OR click on the CANCEL button below to log into your account.

Please fill out the form below and click Sign Up when finished.

All fields with * are required.

* First Name Middle Name * Last Name
* E-Mail Address * Verify E-Mail Address
* Password * Verify Password

Mobile Phone Language Preference

English

Street Address 1 Street Address 2

City State Zip Code

Kentucky

Question * Answer

In what city were you bern? (Enter full name of city only) ¥

Question * Answer

What was the name of your first pet? v

CANCEL SIGN UP

5. The pending email verification screen displays. The KOG account is pending until the
user returns to their email account to verify their KOG account.

‘\’\\KY FAQ | Help \ @ English v

MyKentucky.gov

Please complete your Kentucky Online Gateway Profile

YOU HAVE 4 HOURS TO COMPLETE THE PROCESS

© Your account has been requested and is pending email verification. Please check your email and click on the link provided to verify
your account. If you do not see the verification email in your inbox, please check your spam or junk folder. If no email was received click
here.

If you have already verified your account by clicking the link provided in the email, please click on SIGN IN button to continue.

SIGN IN
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KOG Account Validation

1. After filling out the profile information, the user receives an email to verify the
account.

Please Note: If the verification email is not in the inbox, check the Junk and
Spam folders.

2. The user logs into their email inbox and clicks the account activation hyperlink.

ACCOUNT VERIFICATION - UAT e A

REUPS AT bail &AM 2 mreties aga) *

Tiwd @rrel ok b Puldp o0 £ ormplte T Lkl 400 oF Mo ount fbl-up Your new B o2unt denime o

NesLebiceg

Chele o tha Badony bk oo

Tt Phadna e0 by irpubbe Palek Seiod=Cba 1 oo S o 0 1 T It L Aloas

{lck herp for Haeg Dk contact miormation
Kerbucky Onira Galeway
NOTE: Do nof neply o thes emal Thes emasl account & only used 1o send messages

Prrepcy Kiobca: Thes emad messacs o only for the person i was addeessed o 1§ may conten resincied and prevale miormabon. Yo are fortedden io use. el show, o send Fes nlormaion wilhout permesseon. B you ane rol Bhe person who
Wi, Suppoeiied 1 ol Tl arancl, pleass dandnoy all copels

3. Select Click Here to complete the account creation process.

'\“KY FAQ ‘ Help ‘ @ English +

MyKentucky.gov

Validate New Account

® Your account has already been activated, no action is required at this time.

gi_;;_g_ﬁrel(o Sign In to your account.

4. When the user selects Click Here, they are redirected to the KOG homepage. The
account creation process is complete.

5. On the KOG homepage, enter the user credentials and click Sign In.

@ Citizen (or) Business Partner Sign WARNING

In This website is the property of the
Commonwealth of Kentucky. This is to
notify you that you are only authorized

Sign in with your Kentucky Online Gateway Account. to use this site, or any information
accessed through this site, for its
intended purpose. Unauthorized access
or disclosure of personal and

Enter Email Address confidential information may be

2 Email Address

punishable by fines under state and
® Password Forgot/Reset Password? federal law. Unauthorized access to this
— website or access in excess of your
Enter Password authorization may also be criminally

punishable. The Commonwealth of
Kentucky follows applicable federal and
state guidelines to protect the
information from misuse or

Resend Account Verification Email unauthorized access.

Don't already have a Kentucky Online Gateway
Citizen Account?
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Mobile Phone Registration

When the user first logs into KOG, they will be prompted to register their mobile phone
number to make the password recovery process easier to complete in the future.

To register the mobile phone number, click Yes, Register Now and follow the prompts.
Data rates may apply.

If they select Remind Me Later, go to My Account on the KOG landing page to
complete the mobile phone registration process.

Providing your mobile number will allow for easy retrieval of username and password. It will also allow participating
applications to send critical communications about your account.

Register your mobile number for an easier password recovery process? x
We notice that you haven't registered your mobile number with us

Registering your mobile number will simplify the password recovery process in the event that you forget your password. It will also

allow participating applications to send critical communications about your account.

Do you want to register your mobile number?

Yes, Register Now Remind Me Later
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User Verification — Identity Proofing

KOG uses Remote Identity Proofing (RIDP) to verify the user’s identity. This is a one-
time effort. If a user is requesting electronic access to protected information or systems,
the user must be identity proofed to gain access. KOG uses the Experian identity
verification system to remotely perform identity proofing.

KOG uses this personal information only to verify the user’s identity. Experian verifies

the information provided against their records and may present the user with questions
based on their credit profile. KOG does not store this information. This type of inquiry, a
soft inquiry, does not affect your credit score.

1. Provide answers to each required question marked with an asterisk (*).

Click Next.

User Verification

ne Gateway must verify your identity information by using public records and consumer credit

in your Commonwealth of
h asterisk are required. Click

ation may also be verified using information co
fill out the form below using your Legal Name. Fields wi

* Legal First Name Middle Name * Legal Last Name
assam koraku

Name Suffix Gender Phone Number

Birth Date Social Security Number Email

assam.koraku 12 3@dispostable.com

* Home Address * City * State

Kentucky

* Postal Code Postal Extension Code

Idensiy proofing s ensbled by | }: Experian

By checking this box | am certifying that | understand the services being requested are regulated by
the Fair Credit Reporting Act and that permissible purpose is required. Any special procedures
established by my company ("Experian Subscriber"”) for obtaining the consumer's authorization to
receive information from the consumer's personal credit profile from Experian have been met. | certify
that the consumer named above has initiated a transaction with my company, and that the service
being requested will be used solely to confirm the consumer's identity to aveid fraudulent transactions
in the consumer’s name
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2. Experian verified the information provided and may present the user with

questions based on their credit profile. Provide

Click Next.

answers to each question.

User Verification

=2)

=1

"4

b

T 6)

oY

what is the colour of rabbit
white
Red
Black
Blue

what is the day today
Friday
Thursday
Sunday
‘Wednesday

what is your birth month
January
Feb
March
April
May
June
July
August
September
October
November
december

what is Capital of hungary
budapest
New york
Africa
Frankfort

what is the direction of sunrise

East
west

what is pencil made up of
lead
Carbon
Iron

what is the colour of the sky
Blue
Red
Black
Blue

Next

3. If the user provides the correct answers to all verification questions, the RIDP
process is complete and the system navigates to the My Apps screen. Click the
Launch button in the KLOCS tile to access the system.

MyKentucky.gov

UAT

= Warning: For testing purpose only
T—

Kentucky Level of Care
System (KLOCS)

Kentucky Level of Care System (KLOCS)

| Launch I

Search for Applications QSearch
W2l el elelrfafa]ifolele]alelalefolels]ola]]a]a]vls]
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If the user does not have a credit history or Experian cannot perform identity proofing
online, a screen similar to the one below displays. The user will be given a reference
number and will need to call the Experian Help Desk.

User Verification

need to contact the Experian helpdesk before completing this process. Please ca i":"';:l-S@&-sfS-biﬂgqg-

3shes: 878b-3a-200b. Once you have verif
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