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Kentucky Online Gateway (KOG) Overview

Kentucky Level of Care System (KLOCS) utilizes the Kentucky Online Gateway (KOG) to
authenticate an individual is part of an organization which either electronically submits,
reviews, or makes level of care (LOC) determinations. To access KLOCS, the
Organization Administrator (Org Admin) and Authorized Users must establish a KOG
account.

KOG Reference Guide

Each organization has an individual designated as the KLOCS Org Admin. The KLOCS
Org Admin is responsible for granting their organization’s authorized users access to
KLOCS by sending an email invitation to create a KOG account. Every authorized user of
KLOCS is required to create an individual KOG account.

This Reference Guide provides instructions on setting up a KOG account for Authorized
Users. Authorized Users include CMHC Staff, Provider Staff, PRO Staff, and PRO Super
Users.

e If the Role Name is Read Only (e.g., CMHC Read Only), the user will be able to
view the information in KLOCS but unable to edit the data

e If the Role Name is Staff or Super User (e.g., Provider Staff, PRO Staff, or PRO
Super User), the user will be able to view and edit the data in KLOCS

Create a KOG Account

1. The user receives an email invitation to create a KOG Account from their facility’s
KLOCS Org Admin.

2. In the email, select Click here to complete the process.

Please Note: This link is valid for 7 days and the user may re-click the link
anytime within the 7 day period to continue the onboarding process. The link will
not be valid after the 7 day period or after the user completes the onboarding
process. If the link expires, the KLOCS Org Admin must send the user another
invitation to continue the onboarding process.

Subject: Invitation to Organization User - UAT

To: nf_providers

From: KEUPS_D ply_| gov

Received:  Mon Feb 10 2020 12:11:07 GMT-0500 (Eastern Standard Time)
Sending IP: 148.163.

Parts:

Attachments: [Susscrite 1o recehe ARSchments|

NF Provider$,

VAT ; d you aceess to the following rolcs to participate as a user in an Organization - § STAR CARES, INC

evel Of Care System (KLOCS) UAT2

ictions to gain access as a user for this organization. This invitation link would expire and is valid only for a one-time use.

urther, please contact the Kentucky Online Gateway HelpDesk

'y ¥ t may contain restricted and private information. You are forbidden to use, tell, show. or send this information without
permission. If you are not the person who was supposed to get this message. please destroy all copies
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3. The KOG landing page displays. If the user does not have an existing KOG account,
click Create New Account.

Please Note: If the user already has an existing KOG account with the same
email address from which they received the invitation to enroll, then the user does

not need to create a new account and may login to KOG using the existing
credentials.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run into any login issues, please refer to the new Help
Page.

KENTUCK Y.l
OMLINE GATEWAY

Sign in with your Kentucky Onling

Cateway (KOT) Account

Ernail Address

o
mey

4. Fill out all required fields marked with an asterisk (*). Next, click Sign Up.

Please Note: The user MUST register using the same email address from which
they received the invitation to enroll.

KENTUCKY s Help | @English -

Please complete your Kentucky Online Gateway Profile

if you already have an existing Kentucky Online Gateway (KOG) Account, please click here to reset your password OR click on the CANCEL button below o log into
t

Please fill out the form below and click Submit when finished
All fields with * are required

# First Name

* E-Mail Address “ Verify E-Mail Address

+ Password * Verify Password
Mobile Phone Language Preference
English

Street Address |

Zip Code
v

CANCEL SIGN uP
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5. The pending email verification screen displays. The KOG account is pending until the
user returns to their email account to verify their KOG account.

ENTUCKY .
ONLINE GATEWAY

Help | @ English~

Please complete your Kentucky Online Gateway Profile

YOU HAVE 4 HOURS TO COMPLETE THE PROCESS

© Your account has been requested and is pending email verification. Please check your email and click on the link provided to verify your account. If you do not see the verificati
your inbox, please check your spam or junk folder. If no email was received click here.

If you have already verified your account by clicking the link provided in the email, please click on SIGN IN button to continue. JRIe I

KOG Account Validation

1. After filling out the profile information, the user receives an email to verify the
account.

Please Note: If the verification email is not in the inbox, check the Junk and
Spam folders.

2. The user logs into their email inbox and clicks the account activation hyperlink.

ACCOUNT VERIFICATION - LAT [T

EUPS UAT Mall 20 AM (2 mres 3] -
st abery heat skeorg)
T vl e B Pl et ccwmpltr P el e of 0 20l Bl Yol Moy S22 Lieiriiel o

L o]

-

Tt Mhoscnaan chfs by aore bbbl ek rkod=(Ha 3120 D TS 1 2o Dt T 400
Chck B o Ml Dk Contact wilormaton

Kty Orira Ciabiady

HOTE. Do not reply to this emall. Thes emad account B only used o send messages

Prrcaery Notgs The Sl WebSags o oty 1o I P3N 4 WS B Hkae 1 1 By CONLIe NStn b B oot PICPeton Yin B0 Irtedcin 12 Ubh. 1, ShOw, oF RSN el Fulomaton wilhoul permisdeon I you B AOL I (9320 Who
WS, BUPPOBE 12 (BT ARLand, PRBNSE Dy O OpeRE

3. Select Continue to Sign in to complete the account creation process.

Help ‘ @ English ~

Validate New Account

@ Click on the button below to Sign in now and complete the final step of the account creation process.

I Continue to Sign in I
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4. When the user clicks Continue to Sign in, they are redirected to the KOG
homepage. The account creation process is complete.

5. Enter Email Address and click Next.

Welcome to the new Kentucky Online Gateway (KOG) sign-in page! Please login with your existing KOG account. If you run inte any login issues, pleass refer to the new Help x
page.

KENTUCKY =il

ONLINE GATEWAY

Sign in with your Kentucky Online
Cateway (KOG) Account

Email Address

6. Enter Password and click Verify.

KENTUCKY =il
ONLINE SATEWAY
|
| kx|
Verify with your passwond
) citOeCa22 user O3t ke et
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Kentucky Organ Donor Registration

When the user first logs into KOG, they will be prompted to register as an organ donor.
To register as an organ donor, click Yes, Register Now and follow the prompts. If the
user selects Remind Me Later, the system redirects to the KOG Dashboard.

Welcome cit091622 userllb ; My Account | Sign Out ; Help | [T IS

KENTUCKY .0

ONLINE GATEWAY

Register as a Kentucky Organ Donor

with the passing of KY SB77 and in partnership with Donate Life Kentucky, the Kentucky Online Gateway has
created the below form for Kentuckians to join the Kentucky Organ Donor Registry. If you'd like to join the KYDR,
please fill out the required fields below, select the consent checkbox, and click the “Register” button. For more
i - : . .
Register as a Kentucky Organ Donor x

\‘\?2 Would you like to register as an organ donor?
H
With the passing of KY SB77 and in partnership with Donate Life Kentucky, the Kentucky Online Gateway

has created an online portal for Kentuckians to join the Kentucky Organ Donor Registry. For more

information on what it means to be an organ donor, please visit|https., ’[donate\\feky&'gMy—donateg‘

Yes, Register Now Remind me later

* Zip Code

If the user clicks Yes, Register Now the system navigates to the Organ Donor
Registration screen where the user enters their personal information. To complete
registration, select the check box I have read, understand, and agree to the above
terms and conditions and then click Register. The system redirects the user to the

KOG Dashboard.

If at any point the user chooses to skip the organ donor registration process, click
Continue to the Application to navigate to the KOG Dashboard.

‘Wekcome 091622 wseith | My Accound | SnOut | Help |

KENTUCKY s

ONLINE GATEWAY

Register as a Kentucky Organ Donor

Continue to the Application
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User Verification — Identity Proofing

KOG uses Remote Identity Proofing (RIDP) to verify the user’s identity. This is a one-
time effort. If a user is requesting electronic access to protected information or systems,
the user must be identity proofed to gain access. KOG uses the Experian identity
verification system to remotely perform identity proofing.

KOG uses this personal information only to verify the user’s identity. Experian verifies

the information provided against their records and may present the user with questions
based on their credit profile. KOG does not store this information. This type of inquiry, a
soft inquiry, does not affect your credit score.

1. Provide answers to each required question marked with an asterisk (*).

Click Next.

User Verification

ne Gateway must verify your identity information by using public records and consumer credit

in your Commonwealth of
h asterisk are required. Click

ation may also be verified using information co
fill out the form below using your Legal Name. Fields wi

* Legal First Name Middle Name * Legal Last Name
assam koraku

Name Suffix Gender Phone Number

Birth Date Social Security Number Email

assam.koraku 12 3@dispostable.com

* Home Address * City * State

Kentucky

* Postal Code Postal Extension Code

Idensiy proofing s ensbled by | }: Experian

By checking this box | am certifying that | understand the services being requested are regulated by
the Fair Credit Reporting Act and that permissible purpose is required. Any special procedures
established by my company ("Experian Subscriber"”) for obtaining the consumer's authorization to
receive information from the consumer's personal credit profile from Experian have been met. | certify
that the consumer named above has initiated a transaction with my company, and that the service
being requested will be used solely to confirm the consumer's identity to aveid fraudulent transactions
in the consumer’s name
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2. Experian verified the information provided and may present the user with
questions based on their credit profile. Provide answers to each question.
Click Next.

User Verification

* 1) what is the colour of rabbit
white
Red
Black
Blue

= 2) what is the day today
Friday
Thursday

Sunday

Wednesday
3) what is your birth month

January

Feb

March

April

May

June

July

August

September

October

November

december

" 4) what is Capital of hungary
budapest
New york
Africa
Frankfort

* 5) whatis the direction of sunrise
East
west

= &) whatis pencil made up of

lead
Carbon
Iron

* 7) what is the colour of the sky
Blue
Red
Black
BlLue

3. If the user provides the correct answers to all verification questions, the RIDP

process is complete and the system prompts the user to register for Multi-

Authentication (MFA).

Refer To: The Multi-Factor Authentication (MFA) Quick
Reference Guide if MFA has not already been set up. This is a one-
time registration.

Factor

If the user does not have a credit history or Experian cannot perform identity
proofing online, a screen similar to the one below displays. The user will be given

a reference number and will need to call the Experian Help Desk.

User Verification

Please call them at 1—866—5?3-5409@.

ce number including the dashes: 878b-3a-200b. Once you have verified your

r before returning to the application
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4. After completing MFA, the system redirects the user to the My Apps screen. Click
the Launch button in the KLOCS tile to access the application.

Qsearct

Qilalelelelrlalalelalelila]eclalefalcle]sla]y]=]]vlz]

Kentucky Level of Care
System (KLOCS)

Kentucky Level of Care System (KLOCS)

| Launch I
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