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I, the undersigned, do hereby acknowledge that:

· I have the responsibility to protect the confidentiality and integrity of all Commonwealth of Kentucky data to which I have access in the performance of my job.  This confidentiality and data integrity responsibility extends to, but is not limited to, systems and software which the Commonwealth owns, or develops, or acquires from third parties.   I acknowledge my responsibility to protect all such information, in whatever form, from improper disclosure or use.

· I am aware of my responsibility to read, comprehend and abide by all Enterprise IT policies and standards, as well as COT standard procedures and COT Office level operational processes. These items can be found at:

CIO Enterprise Policies:
http://technology.ky.gov/policy/Pages/policies.aspx

Enterprise Architectural Standards:
http://technology.ky.gov/Governance/Pages/KITS.aspx

COT Standard Processes (requires login):
https://gotsource.ky.gov/docushare/dsweb/View/Collection-79168

COT Office-level Operational Procedures (requires login):
https://gotsource.ky.gov/docushare/dsweb/View/Collection-79169
 

· All hardware, software and data to which I have access in the performance of my job are the property of the Commonwealth of Kentucky and are to be used in the performance of my assigned job duties.  I shall be responsible for the proper use of these resources.   I understand that excessive personal use of these resources shall lead to loss of privilege to use them; use of these resources for personal gain is not allowed.

· I acknowledge the receipt of a COT badge and accept the responsibility to protect the security of the Commonwealth of Kentucky property. I agree not to loan, give possession of, misuse, modify or alter the badge. I understand I must immediately notify the Security Administration Branch in the event that the badge is lost, stolen or destroyed.

· I understand that violations of these rules are subject to disciplinary or legal action by the Commonwealth of Kentucky under the Kentucky Computer Crime Law, KRS Chapter 434.840-855.  
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