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Office of Administrative & Technology Services (OATS) Standards

Category: 2000 Software Domain

2330 – Electronic Documents: Non-Alterable (formerly CHFS Standard #022.001)

Definition: 
As Per COT #2330:
Document creation and exchange software for the conversion of documents to a read and print format for dissemination via the Internet, intranet, electronic mail or other transport. The creation of electronic documents such as reports, bids, forms, graphs and others formats that are not meant to be altered by the user.

Rationale: 
As Per COT #2330:
The file format standard for non-editable documents must offer freely available and easy-to-use client software for viewing documents distributed electronically.   The file format must be cross-platform and work with most operating systems on the client side.  The format must be capable of easy viewing and download from state government websites.  The file creation software must provide for the creation of a read-only format that may be secured and rendered non-alterable by end users.

Approved Standard(s):
Portable Document Format (PDF)
Tagged Image File Format (TIFF) for Scanning and Imaging solutions

Approved Product(s):
· Adobe Acrobat 9
· Adobe Acrobat Reader
· See CHFS Standard #2310 – Business Intelligence and Reporting Software

Justification/Comments:
Certain electronic documents need to be created and distributed in a read-only format for protection of the content. Acrobat lets you view, print, annotate and collate electronic documents. It includes the PDF Writer driver for creating PDF files from most applications and also lets users add bookmarks and hypertext links to their documents. Acrobat is used to convert PostScript files into the PDF Format and allows for the creation of thumbnails.  Acrobat Reader is the free client software for reading PDF files.   It may operate as a plug-in for the web browser and is easily available and installed.  

Technical and Implementation Considerations:
As Per COT #2330:
The Adobe Acrobat reader software is a free download from the vendor and must be installed on the client computer.  Agencies should keep the reader software upgraded to the latest version because of new features found in the Adobe PDF Writer file conversion software.   Users should review best practices for file conversion and be aware of the size of PDF files, use of fonts, graphics size and orientation.  PDF documents are not truly read-only and secure unless the security features of PDF Writer are invoked during file creation.  The use of PDF files represent universal accessibility concerns for citizens of e-government services. Please review the technical considerations in Category 4020, Web Design and Publishing.

Exceptions:
Any exceptions to this standard must follow the procedures established in CHFS IT Policy #070.203.
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Cross Reference
· COT Standard #2330 - Electronic Documents: Non-Alterable
· CHFS Standard #2310 – Business Intelligence and Reporting Software


Link to all COT Software Domain Standards:
https://gotsource.ky.gov/docushare/dsweb/Get/Document-301104/

Link to all CHFS IT Standards:
http://chfs.ky.gov/os/oats/itstandards.htm

Link to all CHFS IT Policies:
http://chfs.ky.gov/os/oats/policies.htm

